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About Deep Security

Deep Security Trust Center

As a global leader in security, Trend Micro develops innovative security solutions that make the
world safe for businesses and consumers to exchange digital information. With more than 30
years of security expertise, we're recognized as the market leader in server security, cloud
security, and small business content security.

Trend Micro Deep Security as a Service provides world-class security to cloud workloads. This
offering is hosted through Amazon Web Services (AWS) and offers workload protection through
the installation of Deep Security Agents.

Deep Security as a Service is committed to earning and preserving the trust of our customers.
The following resources demonstrate our commitment to security, privacy, transparency, and
compliance to industry-recognized standards.

\/ —
Compliance Privacy Security
"PCIDSS " below "GDPR" on the next page "FAQ" on the next

age
"ISO 27001 " onthe next Deep Security as a Service Data Pag
page Collection Notice

Privacy Policy

PCI DSS

Deep Security as a Service is certified as a PCI DSS level 1 service provider.

Coalfire, a Qualified PCI Auditor, has certified Deep Security as a Service according to version
3.2 of the PCI Data Security Standard. The Attestation of Compliance is available on request.
AWS is also PCI certified.

For more information, see "Meet PCI DSS requirements with Deep Security" on page 1034.
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ISO 27001

ISO 27001 is an internationally recognized security standard that outlines the requirements for
information security management systems. Deep Security as a Service has been added to the
Trend Micro ISO 27001 certification, as of December 2018. You can view the ISO 27001
certificate on the Trend Micro product certifications site.

GDPR

Trend Micro and Deep Security as a Service were ready for, and have met, all of our obligations
under GDPR for May 25th 2018. One key item to note for Deep Security as a Service is that, as a
data processor under GDPR, our processing of 'personal data' is limited.

« Where appropriate, we implement Technical and Organization Measures (“TOMs”) to
support our processing of data under GDPR.

« Details on the data processed by Deep Security as a Service, and the controls available to
you over that data, are documented in the Deep Security as a Service Data Collection
Notice.

For more information, see the Trend Micro GDPR Compliance site and see "Privacy and
personal data collection disclosure" on page 1040 for information about personal data collection
in Deep Security as a Service.

FAQ

How are security logs monitored?

Deep Security protection modules generate security events for the Deep Security as a
Service production workloads. Security events collected from Deep Security as a
Service are forwarded to a central SIEM. Security events are generated for all relevant
protection modules: Anti-Malware, Firewall, Intrusion Prevention, Integrity Monitoring,
Log Inspection. Additional AWS logs (CloudTrail, CloudWatch), system, and database
logs are forwarded to the SIEM. Access to Deep Security event management console
and SIEM is restricted based on roles.

Deep Security as a Service enables automated alerts and employs 24/7 on-call staff.
Security logs are reviewed for all systems on a daily basis. If a security incident is

55


https://www.iso.org/isoiec-27001-information-security.html
https://www.trendmicro.com/en_ca/about/legal/product-certifications.html
https://success.trendmicro.com/solution/1119904
https://success.trendmicro.com/solution/1119904
https://www.trendmicro.com/en_us/business/capabilities/solutions-for/gdpr-compliance.html

Trend Micro Deep Security as a Service

suspected, itis immediately reported to the Trend Micro Security Operations Center
(SOC). This potential incident is prioritized based on the severity of the suspected
incident, and a team from the SOC, as well as technical experts, is assigned to
investigate.

How are Trend Micro employees trained?

All Trend Micro employees undergo a security awareness training course upon being
hired and on a yearly basis. All employees must adhere to Trend Micro's Internet,
Computer, Remote Access and Mobile device acceptable use policies. Failure to
comply with these policies may result in disciplinary actions which could include
termination.

All new employees and contractors are required to complete a criminal background
check.

What are Trend Micro's password policies and standards?

Trend Micro adheres to the following password polices and standards:

« All passwords must be changed at least on a quarterly basis.

» Passwords must not be inserted into email messages or other forms of electronic
communication.

« Passwords must not be shared or revealed to anyone.

« Passwords must be changed immediately if compromise is suspected.

« Passwords must be encrypted during transmission and stored hashed with a salt.
« Passwords must be at least eight alphanumeric characters long.

« Passwords must contain both upper and lower case characters (for example, a-z,
A-Z).
« Password reuse prevention is enforced.

« Passwords must not be based on personal information, names of family, and so
on.

How is access to Trend Micro's infrastructure controlled?
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Remote access to Trend Micro’s infrastructure is strictly controlled and monitored. All
authentication methods use industry best practices and standards, and include such
things as certificate based authentication and multi-factor authentication. Where
appropriate, single sign-on (SSO) that leverages Trend Micro's Active Directory is used.

How does Trend Micro handle sensitive information?

In relation to the Deep Security as a Service environment, Trend Micro primarily
handles data that is collected through the protection policy and security events. Each
tenant's information is separated using a dedicated database schema. Access and
storage of this information is strictly controlled and is used for diagnostic and support
purposes only. Client contact details, such as their email address, are retained
encrypted at rest for client management purposes.

What change control practices does Deep Security as a Service follow?

Application upgrades within the Deep Security as a Service environment are completed
after meeting our quality objectives. Trend Micro uses best practices for changes,
including full backups and approval processes. Deep Security as a Service has multiple
dedicated development and testing environments.

Any changes requested are first reviewed by technical stakeholders to determine the
urgency and potential impact of the changes. All changes require a documented back-
out plan. These changes are tracked and recorded in a change control system.

How is communication secured?

All communication between customers, software, and infrastructure is encrypted using
industry-accepted ciphers and algorithms. These ciphers and algorithms are reviewed
continuously to determine whether adjustments should be made, such as the
deprecation of old or insecure ciphers and cipher suites. To take advantage to these
improvements, customers must ensure that their agents are updated regularly.

Encryption keys are stored in AWS KMS. Only a limited number of Deep Security as a
Service team member have access to the KMS.
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How does Trend Micro handle physical security?

All access to Trend Micro offices and networks is strictly controlled to authorized or
accompanied individuals only. Access is given through a key card system and approval
is required before entry is granted into sensitive areas. The Deep Security as a Service
infrastructure is hosted in AWS.

What is the Trend Micro incident response plan?

Trend Micro has a dedicated Information Security (InfoSec) team that is responsible for
ensuring compliance with Trend Micro security policies. Deep Security as a Service
engineers immediately contact the InfoSec team when a security incident is discovered.
In addition, InfoSec independently monitors Deep Security as a Service environment
logs.

If a security incident is discovered, the incident is prioritized based on severity. A
dedicated team of technical experts is assigned to investigate, advise on containment
procedures, perform forensics, and manage communication.

Following an incident, the team examines the root cause, and revises the response plan
accordingly.

In the event of a breach involving customer data, Trend Micro will follow its obligations
under GDPR. For more information, see https://www.trendmicro.com/en_
ca/business/capabilities/solutions-for/gdpr-compliance/our-journey.html.

Does Deep Security as a Service conduct vulnerability and penetration testing?

Vulnerability scans of the Deep Security as a Service production environment are
performed weekly by a PCI authorized scanning vendor (ASV), Tenable.io. A PCI ASV
attestation is obtained quarterly. The same vendor is used for automated weekly internal
scans of the Deep Security as a Service Virtual Private Cloud (VPC).

Deep Security software and the Deep Security as a Service production environment
undergo yearly penetration tests conducted by third-party security experts to detect and
rectify common security issues. The scope of the third-party penetration tests includes
application security tests, internal and external network scans, and network
segmentation tests.
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Trend Micro InfoSec conducts web application assessments of the Deep Security
Manager application for any major release and at least annually using leading dynamic
analysis security tools.

The Deep Security code base is scanned weekly using a leading static analysis
security tool. The development team receives automated alerts if new issues are
identified, and a clean scan is a requirement for each product release.

Third-party components included with Deep Security are monitored continuously using
a leading software composition analysis tool. Scans are executed as part of nightly
builds to automatically detect newly introduced third-party software.

Does the development team follow secure coding practices?

Deep Security software developers are trained in secure coding practices using an
industry-standard curriculum based on SANS 25/0WASP Top 10/PCI 6.5. Education
campaigns are conducted on an annual basis and when an employee joins the
company.

The Deep Security development team employs specialized staff to handle product
security.

Security testing, secure code review, and threat modeling are part of the development
lifecycle.

How are vulnerabilities and patches handled?

Vulnerabilities are continuously monitored and tracked. Each vulnerability is assigned a
CVSS score. Patching requirements that specify time frames for addressing a
vulnerability according to CVSS-based severity are included in the Secure
Development Compliance Policy. The Deep Security software in the Deep Security as a
Service environment is updated weekly to use the latest available code base, including
vulnerability fixes.

The Deep Security as a Service team is responsible for patching the Deep Security
software and supporting AWS services. The client is responsible for updating the Deep
Security Agents deployed on client workloads.
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Deep Security 20 release strategy and life cycle policy

Deep Security 20 is a long-term support release (LTS).

There are a number of changes to Deep Security 20 release management and life cycle that
make working this release easier for our customers and partners:

o Deep Security 20 updates will include both new content and fixes to ensure we deliver
new features to our customers with increased velocity.

« To reduce the number of software releases and simplify understanding of the support
policy, we are no longer releasing Feature Releases (FR).

« Standard Support and Extended Support Services are now closely aligned to provide a
more consistent support experience from day 1 to the end of life of the release.

We encourage you to update your software on a regular basis. Software updates provide
additional features, security updates, performance improvements, and updates to stay in sync
with updates from other software in your data center or cloud ecosystem. Keeping software
updated regularly also ensures that, if support is required, you have a supported upgrade path to
any updates that contain necessary fixes.

Supported upgrade paths

Deep Security supports upgrades from the last 2 major releases for all Deep Security software
components (Deep Security Manager, Deep Security Agent, and Deep Security Relay).

You can upgrade to Deep Security 20 from these older versions:

o Deep Security 11 (LTS)
o Deep Security 12 (LTS)
« Deep Security 12 (FR)

Deep Security 20 supports upgrading to new LTS Update releases, but rolling back to a
previous release is not supported.

Deep Security 20 updates

Consistent with previous LTS releases, Deep Security 20 updates will be released monthly. If
the need arises, typically due to critical fixes or vulnerabilities, more frequent releases will be
provided.
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If a software fix is required on an actively supported release of software, we will make an update
available that can be applied directly to the software release within the active support period. For
example, if you are running Deep Security 20 Update 2 and have an issue, when the latest
update is released (for example Deep Security 20 Update 10) you can update directly from
Update 2 to Update 10 to ensure that you can resolve issues quickly and easily.

LTS release support duration and upgrade best practices

A key best practice for software updates is to ensure you have a well defined, regularly
scheduled, and, ideally, automated process in place that ensures all components are updated
regularly.

The following table summarizes when updates are released, the support duration of that
component, and considerations when designing your upgrade strategy.

When are
Component updates Support Upgrade considerations
released?
Standard
support
LTS until 3 LT_S agents support upgrades from the Ia_st 2
years major releases (for example Deep Security Agent

Deep Security gfgates after GA. 11.0 to Deep Security Agent 20 LTS). Plan to
Agent Extended upgrade regularly to ensure that you remain on a

:ﬁl;aﬂ‘:ﬁ/d support supported release and are able to upgrade to the
until 4 latest software with a single upgrade.
years
after GA.

Eg:rr‘)tSecurity If platform support is only provided by an older

release of Deep Security Agent (for example,
(platforms LTS Windows 2000 uses a 9.6 agent and Red Hat
Platform- = Enterprise Linux 5 uses a 10.0 agent), use the
specific latest agent for that platform and upgrade as
updates are released. For details on which agent

where an updates
older release are
ofthe agentis = released

thee:]?:‘i?tthat monthly versions are _supported for each platform, see

platform) Deep Security Agent platforms" on page 80.
LTS Deep Security Relay is simply a Deep Security

Deep Security updates = Sameas = Agentthat has relay functionality enabled. The

Relay are agent upgrade recommendations and support policies
released for agents also apply to relays.
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When are
Component updates Support
released?
monthly
Support services

Upgrade considerations

The following table indicates which support items are available during the life cycle of Deep

Security 20.

Support item

New features

Small enhancements (no change to core
functionality)

Linux kernel updates

General bug fixes

Critical bug fixes (system crash or hang, or loss
of major functionality)

Critical and high vulnerability fixes

Medium and low vulnerability fixes

Anti-Malware pattern updates

Intrusion Prevention, Integrity Monitoring, and
Log Inspection rule updates

Support for agents and Deep Security Manager
on new versions of supported operating
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LTS - LTS -
Support item standard extended Delivery mechanism
support support (*)

systems

(*) Extended support is provided to all customers at no additional charge.

Agent platform support policy

Deep Security Agent software is released multiple times a year, as described above. Agent
platforms (operating systems) are supported according to the policy below. We recognize thatin
some cases you must commit to platforms for many years. This policy is designed to provide
predictability when you deploy Deep Security in these environments:

« The agentis supported on a large range of platforms, as shown in the "Agent platform
support table" on page 80.

« The support duration of any individual release of agent software is described in the tables
above. For example, you'll receive 3 years of standard support and 4 years of extended
support for LTS releases of the agent (11.0, 12.0, and so on). In cases where you plan to
use an OS platform for an extended period of time, you must also plan to upgrade the
agent software on a regular basis to stay within the support life cycle for any specific Deep
Security software release. In cases where an older agent is recommended for a given
platform, this agent will be considered a part of the overall solution and takes on the
support dates for the release in which it is contained. See the bullet below for details.

« Platforms continue to be supported until at least the OS vendor's end-of-extended-support
date. Where interest dictates, Trend Micro extends support significantly beyond this date.

« To ensure that you have the latest performance and security updates from your OS vendor,
Trend Micro strongly encourages you to move to the latest version of the OS for which an
agentis available.

« We strive to release a new version of the Deep Security Agent for all supported platforms.
However, in some cases we recommend the use of a previous release of the agent to
provide coverage for older platforms. For example, with Deep Security 11.0, the latest
agent for Windows 2000 is Deep Security Agent 9.6. This 9.6 agent becomes part of the
overall 11.0 Deep Security solution and takes on the support dates for the release in which
itis contained.
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« You'll always receive advance warning if we end support for a platform, and we’ll never
shorten the support life cycle of a software release post-General Availability (GA).*

* Once a platform is no longer supported by the OS vendor, there is a risk that a technical issue
arises that cannot be fixed without the support of the OS vendor. If this situation occurs, Trend
Micro will communicate the limitation to you immediately. Note that this situation may resultin
loss of functionality. We will do our best to deal with any technical issues if they arise.

Deep Security life cycle dates

Deep Security LTS life cycle dates

Subscribe via RSS

Please refer to Trend Micro’s latest End-of-Life Policy for more information on milestone
definitions and standard timelines.

Deep Security Manager supports the use of older agent versions (see "Deep Security Agent
platforms" on page 80), but we do encourage customers to upgrade agents regularly. New agent
releases provide additional security features and protection, higher quality, performance
improvements, and updates to stay in sync with releases from each platform vendor.

You can find more information in the "Deep Security 20 release strategy and life cycle policy" on
page 60. For feature releases, see "Deep Security FR life cycle dates" on page 68

Note: Products for the Japan region are handled under a region-specific policy.

Deep Security LTS release life cycle dates

The following table defines the dates for each Deep Security long-term support (LTS) release.
These dates define the life cycle for all components (manager, agents, relays, appliances,
security updates) within the release, with the exception of any items listed in the "Support
extensions" on the next page section, below.
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End of
Version Component Platform dG:;e standard End of extended support (EOL)
support

Deep 11- %1e_c-
Security = All All Feb-
9.0 2013 2017

' (EOL)
Dee 13- 17- Extended support was introduced in
SecSrity Al All AUd- Aug- Deep Security 10.0. See the Trend
95 20194 2018 Micro End-of-Life Policy for terms and

: (EOL) definitions.
Deep 12- li' i
Security Al Al Aug- 9
9.6 2015 2019

' (EOL)
Deep 09- 09-
Security  All All Mar-  Mar- 09-Mar-2021
10.0 2017 2020
Deep 22- 23-
Security = All All May-  May- 22-May-2022
11.0 2018 2021
Deep 20- 20-
Security Al All Jun- | Jun- 20-Jun-2023
12.0 2019 2022
Deep 30-
Security Al All Jul- S0 30-0u1-2024
20.0 2020

Support extensions

The following table defines specific extensions to the life cycle dates listed above.
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Updated
. end of . .
Platform Component Version life More information

(EOL)

Deep Security Windows 2000
Platform Support Update.

Updated the guidance on how to
use Trend Micro Deep Security to

Deep : :
. . 30-Jul-  protect Windows 2003, Windows
Windows 2000 Agent o™ 2023*  Xp. and Windows 2000 based

systems

Support will continue as defined in
the "Agent platform support policy"
on page 63

Deep Security Windows 2003
Platform Support Update.

Updated the guidance on how to
use Trend Micro Deep Security to
protect Windows 2003, Windows
XP, and Windows 2000 based
systems

Support will continue as defined in
the "Agent platform support policy"
on page 63

Deep
Windows 2003 Agent Security 28'2"; ;

10.0

Updated the guidance on how to
use Trend Micro Deep Security to
protect Windows 2003, Windows

Deep 30-Jul- XP.and Windows 2000 based

Windows XP Agent Security X
10.0 2023 *  systems

Support will continue as defined in
the "Agent platform support policy"
on page 63

Deep Security AIX Platform Support

AIX Agent Deep 31- Update
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Updated
Platform Component Version :fr;d of More information
(EOL)
Security Dec-
9.0 2020
, ) Deep . Support will continue as defined in
grll?jugéll‘_'giltj)x 5(32 Agent Security 30 JUL the "Agent platform support policy"
9.6 20237 op page 63
: ) Deep 1l Support will continue as defined in
gilt?Ud Linux 6 (32 Agent Security 282‘13% the "Agent platform support policy"
10.0 - onpage 63
: ) Deep 1l Support will continue as defined in
gilt?Ud Linux 6 (64 Agent Security gng;L the "Agent platform support policy"
11.0 - onpage 63
Deep 30-Jul- Support will continue as defined in
Debian 6 Agent Security 2023 * the "Agent platform support policy"
9.6 - onpage 63
Deep 20- Support will continue as defined in
Oracle Linux 5 Agent Security  Jun- the "Agent platform support policy"
10.0 2023 *  onpage 63
Deep Support will continue as defined in
Red Hat . 30-Jul- .
. . Agent Security « the "Agent platform support policy"
Enterprise Linux 5 10.0 2023 * on page 63
SUSE Linux
Enterprise Server Agent gggﬁrit %/IBa ) Deep Security SUSE Enterprise
10 SP3, SP4 (32- 9 o6 y 2023’1 Linux 10 Platform Support Update
and 64-bit) :
Deep 30-Jul- Support will continue as defined in
Ubuntu 10, 12 Agent Security 2023 * the "Agent platform support policy"
9.6 - onpage 63
Deep 30-Jul- Support will continue as defined in
Ubuntu 14 Agent Security 2023 * the "Agent platform support policy"
10.0 - onpage 63
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* At this time, there are no plans to end support for this platform. This platform is currently
supported using an older version of Deep Security Agent. The EOL date will be revisited and
updated for this specific agent-platform combination with each annual long-term release of Deep
Security. Please see the "Agent platform support policy" on page 63 for more detail.

Archive of past support extensions

The following table lists support extensions that are now expired.

Updated
Platform Component  Version :fr;d of More information
(EOL)
The 9.5 Deep Security Virtual Appliance's
embedded agent must be at version 9.6 to
Deep 12- adopt this EOL date. If you do not upgrade
All Appliance = Security  Aug- the embedded agent to 9.6, then an EOL
9.5 2019 date of August 17, 2018 applies. Upgrading
the embedded agent beyond 9.6 will not
extend the EOL date.
Deep Security Windows 2000 Platform
Support Update
Windows Deep 12- i
2000 Agent Security  Aug- Updated the guidance on how to use Trend
8.0 2019 Micro Deep Security to protect Windows
2003, Windows XP, and Windows 2000
based systems
Deep 31- . .
Solaris Agent Security Dec- Beggtgecunty Solaris Platform Support
9.0 2019 P
i Only supported for use with Deep Security
HP-UX  Agent [S)gggrity Mar. | Manager 100. |
90 2020 Support for HP-UX platform with Deep

Security

Deep Security FR life cycle dates

Subscribe via RSS
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Please refer to Trend Micro’s latest End-of-Life Policy for more information on milestone
definitions and standard timelines.

Note: To reduce the nhumber of software releases and simplify understanding of the support
policy, we are no longer releasing Feature Releases (FR) after the release of Deep Security
20. See "Deep Security 20 release strategy and life cycle policy" on page 60.

Note: Products for the Japan region are handled under a region-specific policy.

Deep Security FR release life cycle dates

The following table defines the dates for each Deep Security feature release (FR). These dates
define the life cycle for all components (manager, agents, relays, appliances, security updates)

within the release, with the exception of any items listed in the "Support extensions" on the next
page section, below.

Version Component Platform ::::I:ber GAdate S:Sp(:)frt

Deep Security 10.1 Al Al 10.1* Soiat 22:-Nov-
Deep Security 10.2 Al Al 10.2.% 24-Nov- | 22flov-
Deep Security 10.3 Al All 10.3.* j&an- | 22flov-
Deep Security 11.1 Al All 111> Joul- | 20-Dec-
Deep Security 11.2 Al All 112> 19Ot | 20-Dec-
Deep Security 11.3 Al Al 11.3 givan- | 20-Dec-
?gg% Security 12 FR 2019- Manager = All 12.5.349 gg}%m 38-2A1pr-

Deep Security 12 FR 2019-

12-12 Manager Al 125494  12-Dec-  12-Jun-

2019 2021
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Version

Deep Security 12 FR 2020-
01-27

Deep Security 12 FR 2020-
03-09

Deep Security 12 FR 2020-
03-09

Deep Security 12 FR 2020-
04-02

Deep Security 12 FR 2020-
04-16

Deep Security 12 FR 2020-
04-29

Deep Security 12 FR 2020-
05-19

Deep Security 12 FR 2020-
06-17

Deep Security 12 FR 2020-
06-17

Support extensions

The following table defines specific extensions to the life cycle dates listed above.

Component

Manager

Agent

Manager

Agent

Agent

Manager

Agent

Manager

Agent

Platform

All

Windows

All

Linux

Windows

All

Linux

All

All

Updated
Version Component Platform end of

life
Deep Deep Security 22-
Security A . : _
101.10.2 gent Linux Linux Nov
10_3’ ’ Kernel Updates 2019
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Build
number

12.5.613

12.5.0-
713

12.5.732

12.5.0-
814

12.5.0-
834

12.5.855

12.5.0-
936

12.5.985

12.5.0-
1033

GAdate

27-Jan-
2020

09-Mar-
2020

09-Mar-
2020

02-Apr-
2020

16-Apr-
2020

29-Apr-
2020

19-May-
2020

17-Jun-
2020

17-Jun-
2020

More information

End of
support

27-Jul-
2021

09-Sep-
2021

09-Sep-
2021

02-Oct-
2021

16-Oct-
2021

29-Oct-
2021

19-Nov-
2021

17-Dec-
2021

17-Dec-
2021

Extending Linux kernel updates for
Deep Security 10.x feature release

agents
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Updated
Version Component Platform end of More information

life
ggc?lﬁ)rity Deep S(_acurity . 31- Extending Linux kernel updates for
111 11.2 Agent Linux Linux Dec- Deep Security 11.1,11.2, 11.3
11_3’ ’ Kernel Updates 2020 Feature Release Agents

About the Deep Security components

Trend Micro Deep Security provides advanced server security for physical, virtual, and cloud
servers. It protects enterprise applications and data from breaches and business disruptions
without requiring emergency patching. This comprehensive, centrally managed platform helps

you simplify security operations while enabling regulatory compliance and accelerating the ROI
of virtualization and cloud projects.

For information on the protection modules that are available for Deep Security, see "About the
Deep Security protection modules" on the next page.

Deep Security consists of the following set of components that work together to provide
protection:

- Deep Security Manager, the centralized web-based management console that
administrators use to configure security policy and deploy protection to the enforcement
components: the Deep Security Virtual Appliance and the Deep Security Agent.

« Deep Security Virtual Appliance is a security virtual machine built for VMware vSphere
environments that agentlessly provides anti-malware and integrity monitoring protection
modules for virtual machines in a vShield environment. In an NSX environment, the anti-
malware, integrity monitoring, firewall, intrusion prevention, and web reputation modules
are available agentlessly.

« Deep Security Agent is a security agent deployed directly on a computer which provides
application control, anti-malware, web reputation service, firewall, intrusion prevention,
integrity monitoring, and log inspection protection to computers on which it is installed.

« The Deep Security Agent contains a Relay module. A relay-enabled agent distributes
software and security updates throughout your network of Deep Security components.

« Deep Security Notifier is a Windows System Tray application that communicates
information on the local computer about security status and events, and, in the case of
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relay-enabled agents, also provides information about the security updates being
distributed from the local machine.

About the Deep Security protection modules

Trend Micro Deep Security has tightly integrated modules that easily expand your security
capabilities:

« "Intrusion Prevention " below

. "Anti-Malware " below

. "Firewall " on the next page

. "Web Reputation " on the next page

« "Integrity Monitoring " on the next page

« "Log Inspection " on the next page

« "Application Control" on page 74

Intrusion Prevention

The Intrusion Prevention module inspects incoming and outgoing traffic to detect and block
suspicious activity. This prevents exploitation of known and zero-day vulnerabilities. Deep
Security supports "virtual patching": you can use Intrusion Prevention rules to shield from known
vulnerabilities until they can be patched, which is required by many compliance regulations. You
can configure Deep Security to automatically receive new rules that shield newly discovered
vulnerabilities within hours of their discovery.

The Intrusion Prevention module also protects your web applications and the data that they
process from SQL injection attacks, cross-site scripting attacks, and other web application
vulnerabilities until code fixes can be completed.

For more information, see "Set up Intrusion Prevention" on page 370.

Anti-Malware

The Anti-Malware module protects your Windows and Linux workloads against malicious
software, such as malware, spyware, and Trojans. Powered by the Trend Micro™ Smart
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Protection Network™, the Anti-Malware module helps you instantly identify and remove malware
and block domains known to be command and control servers.

For more information, see "Enable and configure anti-malware" on page 319.

Firewall

The Firewall module is for controlling incoming and outgoing traffic and it also maintains firewall
event logs for audits.

For more information, see "Set up the Deep Security firewall" on page 409.

Web Reputation

The majority of today’s attacks start with a visit to a URL that’s carrying a malicious payload. The
Web Reputation module provides content filtering by blocking access to malicious domains and
known communication and control (C&C) servers used by criminals. The Web Reputation
module taps into the Trend Micro Smart Protection Network, which identifies new threats quickly
and accurately.

For more information, see "Configure Web Reputation" on page 361.

Integrity Monitoring

The Integrity Monitoring module provides the ability to track both authorized and unauthorized
changes made to an instance and enables you to receive alerts about unplanned or malicious
changes. The ability to detect unauthorized changes is a critical component in your cloud
security strategy because it provides visibility into changes that could indicate the compromise of
an instance.

For more information, see "Set up Integrity Monitoring" on page 449.

Log Inspection

The Log Inspection module captures and analyzes system logs to provide audit evidence for PCI
DSS or internal requirements that your organization may have. It helps you to identify important
security events that may be buried in multiple log entries. You can configure Log Inspection to
forward suspicious events to an SIEM system or centralized logging server for correlation,
reporting, and archiving.

73



Trend Micro Deep Security as a Service

For more information, see "Set up Log Inspection" on page 507.

Application Control

The Application Control module monitors changes - "drift" or "delta" - compared to the
computer’s original software. Once application control is enabled, all software changes are
logged and events are created when it detects new or changed software on the file system.
When Deep Security Agent detects changes, you can allow or block the software, and optionally
lock down the computer.

For more information, see "Verify that Application Control is enabled" on page 549.

About billing and pricing

Topics in this section:

« "Billing methods" below
« "What Deep Security considers as a protection-hour" on page 78

« "When protection-hours start and stop" on page 79

Billing methods

The billing methods available to you depend on your deployment type. For details, see the table
below and the descriptions below the table.
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Billing type
Metered BYOL Free tier
AWS Azure Prepaid Credit 30- 5
subscription subscription credit card day instance
trial  unlimited
Payas Annual Pay as
you Go  +Pay you Go
as you
Go

On-premise .

AMI from
4 AWS . .
2 Marketplace
E
E VM for
o Azure .
& Marketplace
o

Deep

Security as . . . . o o . .

a Service

* = supported

o= supported for existing deployments only

Metered billing

You are billed based on the number of hours your computers are protected with Deep Security.
These are known as 'protection-hours'. Pricing for metered billing depends on the type of
metered billing you choose.

Bring-your-own license (BYOL)

You are billed based on a license that you pre-purchase from Trend Micro. For BYOL pricing,
please contact the Deep Security Support team.

Free tier billing

There are two free options:
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« A 30-day trial. You are given unlimited access to Deep Security as a Service for 30 days.

« 5instance unlimited: You are given unlimited access to Deep Security as a Service with a
5 agent maximum. You are placed automatically in the 'S instance unlimited' category
when your 30-day trial lapses, or when you cancel your metered or BYOL billing.

AWS subscription billing

Your Amazon Web Services (AWS) account is billed.

Azure subscription billing

Your Azure account is billed.

Pay as you Go billing

You are billed monthly for the protection-hours used the previous month.

The pricing for Pay as you Go is shown in the table below. The same rates apply for both AWS
and Azure subscriptions.

Note: The rates below only apply if you added the computers through the manager >
Computers > Add Account. If you used Computers > Add Computer, the protection-hours are
billed at the highest rate (Data Center) regardless of the computer's size.

Cost per hour (in

Computer size Examples USD) per instance

Amazon EC2: C1, M1, M3, T1, T2
Medium or Amazon WorkSpaces .
smaller _ _
Azure: 1 core

Google: 1 core

Amazon EC2: C3, C4, M1, M3, M4, R3, T2
Large Azure: 2 cores $0.03

Google: 2-3 cores
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Cost per hour (in

Computer size Examples USD) per instance

Amazon EC2:C1,C3,C4,CC2,CG1,CR1,D2, G2,

HI1, HS1, 12, M1, M2, M3, M4, R3
Extra-large

0.06

and greater Azure: 4 or more cores $
Google: 4 or more cores

Data Center All computers in Deep Security Manager that are not $0.06

from a cloud connector

Annual + Pay as you Go

You are billed based on a number of seats, or 'licenses', that you pre-purchase from Trend Micro.
1 seat equals 1 agent, and can be purchased for a 1 month, 1 year, 2 year, or 3 year term. If you
need to protect additional computers later, those overages are billed at the Pay as You Go rate.

To lower your costs, Trend Micro applies the Pay as You Go rate to the smallest size possible of
your instances, and uses the (cheaper) seat license rate for your largest instances. For example,
if you initially purchased 5 seats covering 5 medium instances, and then later added 4 more
large instances, your 5 seats would cover the 4 large instances you just added plus 1 of your
existing medium instances. The remaining 4 medium instances would be billed at the Pay as
you Go rate.

Prepaid credit

You are billed based on a number of protection-hour credits that you pre-purchase from Trend

Micro. By prepaying, you receive a discount on Pay as you Go rates. Please contact the Deep
Security Support team for pricing details.

Trend Micro notifies you when an estimated 30 days of credit remain. The estimate is based on
current usage. If credits run out before you renew, then existing protection remains, but you won't
be able to activate Deep Security Agent on new computers, and existing agents won't receive
updates.

Tip: Commit to using Deep Security as a Service for one year and save up to 30% (for largest
instance sizes).
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Credit card

Note: Credit card billing is no longer offered for new deployments. If you are already using
credit card billing, you can continue to use it.

You are billed monthly for the protection-hours used the previous month. The manager tallies
your hourly usage and sends the total owing that month to CleverBridge, a third-party billing
service, which subsequently bills you. CleverBridge handles all credit card information so Trend
Micro never sees any of it.

Credit card pricing is the same as Pay as you Go.

What Deep Security considers as a protection-hour

This section applies only to metered billing methods.

Costis based on hours during which your computers are protected by Deep Security Agent.
Partial protection within a clock-hour boundary is considered a full hour. In the example below,
you can see how this is calculated in the usage scenarios below.

Jom - som P =)

Host B I 2 Hours

Host C . 1 Hour

Host E I I I 3 Hours
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When protection-hours start and stop

This section applies only to metered billing methods.

How Deep Security counts protection-hours varies by how the computer was added to the
manager:

« Ifadded through Computers > Add Account: Protection-hours start when the instance is
powered on, and include hours when the Deep Security Agent status is "Offline".
Protection-hours stop when the instance is powered off, deleted, or the agent is
uninstalled.

. Ifadded through Computers > Add Computer: Same as above, but excludes hours when
the Deep Security Agent status is "Offline".

Note: Even if an agent's status is "Offline", protection continues with the agent's last known
configuration. Other features such as centralized reporting, however, require connectivity with
the manager. To troubleshoot, see "Offline" agent. Alternatively, if the computer is
decommissioned and will be permanently offline, you should de-activate its agent on the

manager.

About this release

Deep Security as a Service release notes

Deep Security as a Service release notes have moved to What's New in Workload Security.

Scheduled maintenance

In most cases, we can perform upgrades and routine maintenance tasks without any service
impact.

Periodically, we require a service-impacting maintenance window to perform specific tasks.
Because these maintenance tasks are planned, we provide at least seven days notice prior to
any scheduled maintenance.
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If you'd like to be notified of scheduled maintenance, subscribe to our "Deep Security as a
Service release notes" on the previous page RSS feed:

ml
Subscribe via RSS

The feed notifies you for all new content as well as when scheduled maintenance is planned.

Next scheduled maintenance

There is no maintenance scheduled at this time.
Compatibility

Deep Security Agent platforms

Topics on this page:

« "Agent platform support table" below
« "Docker support" on page 84

« "Systemd support" on page 85

« "SELinux support" on page 87

« "Secure Boot support" on page 87

See also "Agent platform support policy" on page 63.

Agent platform support table

Deep Security Manager supports the Deep Security Agents on the operating systems shown in
the table below. If platform support was added in an update release, the minimum update
version is noted next to the check mark in the table.

Deep Security Manager supports the use of older agent versions, but we do encourage
customers to upgrade agents regularly. New agent releases provide additional security features
and protection, higher quality, performance improvements, and updates to stay in sync with
releases from each platform vendor. Each agent has an end-of-life date. For details, see "Deep
Security LTS life cycle dates" on page 64 and "Deep Security FR life cycle dates" on page 68.
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Note: Not all Deep Security features are available on all platforms. See "Supported features
by platform" on page 90.

Note: The Deep Security Agent can be installed and is fully supported on any of the below
platforms running in Amazon AWS, Google Cloud Platform (GCP), or Microsoft Azure.

Deep Security Agent Platform Deep Security Agent Version
20 12 FR 12 113 112 111 11 10 9.6 9.0
LTS LTS LTS LTS
Windows 2000, Service Pack 3 v
or 4 (32-bit) (See Note 5) u17

Windows XP (32- and 64-bit)

(See Note 5) v
Windows Server 2003 SP1 or

SP2 (32- and 64-bit) (See Note v
5)

Windows Server 2003 R2 SP2 v

(32- and 64-bit)) (See Note 5)
Windows 7 (32- and 64-bit) (See
Note 5)

Windows 7 Embedded (32-bit)
(See Note 2 and Note 5)
Windows Server 2008 (32- and
64-bit) (See Note 3 and Note 5)

Windows Server 2008 R2 (64-
bit) (See Note 3 and Note 5)
Windows 8 (32- and 64-bit)
Windows 8.1 (32- and 64-bit)
Windows 8.1 Embedded (32-bit)
(See Note 2)

Windows 10 (32- and 64-bit)
(See Note 1)

Windows 10 Embedded (64-bit)
(See Note 2)

Windows Server 2012 (64-bit)
Windows Server 2012 R2 (64-
bit)

Windows Server 2016 (LTSC,
version 1607) (64-bit)

Windows Server Core (SAC,
version 1709) (64-bit) (See Note v/
1)

Windows Server 2019 (LTSC,
version 1809) (64-bit)

SN R N

R XXX X S XX X < « <«
AN

R X XX X S XX X  « <«
R XXX X S XXX  « <«

AN
AN
AN

4 4 (4 . v u4
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Deep Security Agent Platform Deep Security Agent Version

20 12 ER 12 113 112 111 11 10 9.6 9.0
LTS LTS LTS LTS
Red Hat Enterprise Linux 5 (32- v

and 64-bit)

Red Hat Enterprise Linux 6 (32-
and 64-bit)

Red Hat Enterprise Linux 7 (64-
bit)

Red Hat Enterprise Linux 8 (64-
bit)

Ubuntu 10 (64-bit)

Ubuntu 12 (64-bit)

Ubuntu 14 (64-bit)

Ubuntu 16 (64-bit)

Ubuntu 18 (64-bit)

Ubuntu 20.04 (64-bit)

CentOS 5 (32- and 64-bit)
CentOS 6 (32- and 64-bit)
CentOS 7 (64-bit)
CentOS 8 (64-bit)
Debian 6 (64-bit)
Debian 7 (64-bit)
Debian 8 (64-bit)
Debian 9 (64-bit)

Debian 10 (64-bit)

Amazon Linux (64-bit)
Amazon Linux 2 (64-bit)
Oracle Linux 5 (32- and 64-bit)
Oracle Linux 6 (32- and 64-bit)
Oracle Linux 7 (64-bit)

Oracle Linux 8 (64-bit)

SUSE Linux Enterprise Server
10 (32- and 64-bit)

SUSE Linux Enterprise Server
11 (32- and 64-bit)

SUSE Linux Enterprise Server
12 (64-bit)

SUSE Linux Enterprise Server
15 (64-bit)

CloudLinux 5 (32- and 64-bit)

ANAN

AN

ANANAN

R XX KX X &«

ANAN

AN

ANANAN

R XX KX X &«

<

ANANAN

LR 3k &

AN
<

ANA YA NAN

v u2

AN
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Deep Security Agent Platform Deep Security Agent Version

20 12 113 112 111 11 10 9.6 9.0

LTS 12FR LTS LTS LTS
CloudLinux 6 (32-bit) v
CloudLinux 6 (64-bit) v us
CloudLinux 7 (64-bit) v v v . . . v

vV FR
CloudLinux 8 (64-bit) v 2020-05-
19

Solaris 10 Updates 4-6 (64-bit,
SPARC or x86) v v vous
Solaris 10 Updates 7-10 (64-bit,

v v v
SPARC or x86) e
Solaris 10 Update 11 (64-bit,
SPARC or x86) v v Ve
Solaris 11.0 (1111)-11.1 (64-bit,
SPARC or x86) v v vous
Solaris 11.2-11.3 (64-bit, SPARC
or x86) v v vous
Solaris 11.4 (64-bit, SPARC or
x86) v 4 v u7
AIX 5.3 (See Note 4) 4
AIX 6.1,7.1,7.2 (See Note 4) v v us

» Support for these releases is ending soon. Please upgrade to Deep Security Agent 20 as soon
as possible.

If platform support was added in an update or FR release, the minimum update or FR version is
noted next to the check mark in the table. Examples: ¢/ u1, ¢ FR2020-05-04.

Note 1: Microsoft releases regular, semi-annual releases for Microsoft Windows 10 and
Windows Server Core. For details about which specific releases are supported, see Deep
Security Support for Windows 10 and Deep Security Support for Windows Server Core.

Note 2: All Trend Micro testing on Windows Embedded platforms is performed in a virtualized
environment. Because these operating systems are typically run on custom hardware (for
example, on point-of-sale terminals), customers must plan to thoroughly test on their target
hardware platform prior to deployment in a production environment. In addition, before raising
support cases, customers should attempt to reproduce problems in a virtualized environment
because this is the environment the Trend Micro support team has available. If the issue is
specific to deployments on custom hardware, Trend Micro may require the customer to provide
us with remote access to a suitable environment before we can fully respond to support cases.
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Note 3: Deep Security Agent is supported with both Full/Desktop Experience and Server Core
installations of Windows Server 2012 and later. For Windows Server 2008 and 2008 R2, only
the 'Full Installation' is supported. (The 'Server Core Installation' is not.)

Note 4: If you want to use Deep Security Agent 9.0 for AlX, you'll need to use a signed agent,
version 9.0.0-5624 or higher. Please be aware that the end-of-life date for this agentis 31-Dec-
2020. You can download this agent from the Earlier Versions tab on the Deep Security
SoftwareDeep Security Software page. The following AIX configurations are supported:

« AIX LPARSs running on the PowerVM Hypervisor on Power Servers.

« AlX running as the bare metal OS on Power Servers.

Note 5: Microsoft has changed their signing policy to use only SHA-2. For information on
compatibility and required Microsoft security updates, see:

« Updated guidance for use of Trend Micro Deep Security to protect Windows 2003,
Windows XP, and Windows 2000 based systems

« New versions of Trend Micro Deep Security Agents for Windows will only be signed with
SHA-2 (also available in Japanese)

Also, Deep Security 10.0 Update 26 does not support the installation or upgrade of Deep
Security Agent on Windows 2003 or Windows XP. Support for these platforms will be re-
introduced in a subsequent update. For more information, see Deep Security Agent version 10
update 26 cannot be used for installation or upgrade on Windows XP/2003.

Docker support

You can use Deep Security 10.0 or later to protect Docker hosts and containers running on Linux
distributions. Windows is not supported.

With each Deep Security long-term support (LTS) release, Deep Security supports all Docker
Enterprise Edition (EE) versions that have not reached end-of-life. (See Announcing Docker
Enterprise Edition.) We do not officially support Docker Edge releases, but strive to test against
Docker Edge releases to the best of our ability.

Support for new stable Docker releases is introduced with each release of Deep Security. We
recommend that you refrain from upgrading to the latest stable release of Docker until Trend
Micro documents the support statements for the latest Deep Security release.
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Deep
Docker Docker CE Docker EE
Secur
ity
Agent | . 1. |17 17 17. 1s. 18. 1s8. 19. | 17. 18. 18. 18. 19.
‘r']ers'° 12 13 |03 09 12 03 06 09 03 |06 03 06 09 03
10
;s vV Vv
11 v v v v v v v v
LTS
111 v v 4 v
11.2 v v 4 v
11.3 v v v v
12 v v v Vv v v v
LTS
12 v Vv v v v v
FR
20
LTS 4 4 4 4 4 4

Note: Deep Security support for Docker releases includes any sub-versions of those releases.
For example, Deep Security 11.0 supports Docker 17.09-ce including its sub-versions:
17.09.0-ce and 17.09.1-ce.

Before deploying Deep Security into your target environment, you should ensure that Docker
supports your target environment and platform configuration.

Systemd support

Some versions of the Deep Security Agent for Linux support systemd. See the table below for
details.
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Deep Security Agent Platform

20

LTS
Amazon Linux (64-bit)
Amazon Linux 2 (64-bit)
CloudLinux 6 (64-bit)
CloudLinux 7 (64-bit)
CloudLinux 8 (64-bit) v
Debian 8 (64-bit)
Debian 9 (64-bit)
Debian 10 (64-bit) v
Oracle Linux 6 (32- and 64-bit)
Oracle Linux 7 (64-bit) v
Oracle Linux 8 (64-bit) v
Red Hat Enterprise Linux 6 (32- and 64-bit)
Red Hat Enterprise Linux 7 (64-bit) v
Red Hat Enterprise Linux 8 (64-bit) v
SUSE Linux Enterprise Server 11 (32- and
64-bit)
SUSE Linux Enterprise Server 12 (64-bit)
SUSE Linux Enterprise Server 15 (64-bit) (4

Ubuntu 16 (64-bit)
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19
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LTS

v U1

v U1

v U2

v Ui

11
LTS

v U4

v Ui3
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v U13

v U2
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Deep Security Agent Platform Deep Security Agent Version
Ubuntu 18 (64-bit) v v
Ubuntu 20 (64-bit) v

If systemd support was added in an update or FR release, the minimum update or FR version is
noted next to the check mark in the table. Examples: ¢/ u1, ¢ FR2020-05-04

SELinux support

Security-Enhanced Linux (SELinux) enforcing mode is supported on these OS and agent
combinations, using the default SELinux policies:

Deep Security Agent Version
Deep Security Agent Platform

20LTS 12FR 12LTS
Red Hat Enterprise Linux 7 (64-bit) (4 v/ (FR2020-05-190rlater) = ¢ (Update 9 or later)
Red Hat Enterprise Linux 8 (64-bit) 4 v/ (FR2020-05-190rlater) = ¢ (Update 9 or later)

Anti-Malware software such as Deep Security Agent must run in an unconfined
domain in order to protect the system. Any additional SELinux policy customization or
configuration may cause Deep Security Agent to be blocked.

Note: If any alerts occur, see "Troubleshoot SELinux alerts" on page 1078.

Secure Boot support

Some versions of the Deep Security Agent support the Secure Boot feature. See the table below
for details. For details on configuring the agent for Secure Boot, see Linux Secure Boot support

for agents.

Note: Secure Boot is not available for AWS instances and Azure VMs.
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Deep Security Agent Version

Deep Security Agent Platform 20LTS 12FR

Red Hat Enterprise Linux 7 (64-bit) v
Red Hat Enterprise Linux 8 (64-bit)
Debian 10 (64-bit)

SUSE Linux Enterprise Server 12 (64-bit)
SUSE Linux Enterprise Server 15 (64-bit)
Ubuntu 16 (64-bit)

Ubuntu 18 (64-bit)

S X X X < < <«

Ubuntu 20 (64-bit)

Deep Security Agent Linux kernel support

« Deep Security Agent 20 Linux kernel support

v

R X X X < <«

12LTS

v

11LTS

v

« Deep Security Agent Feature Releases (12.5) Linux kernel support

o Deep Security Agent 12.0 Linux kernel support

« Deep Security Agent 11.3 Linux kernel support

« Deep Security Agent 11.2 Linux kernel support

o Deep Security Agent 11.1 Linux kernel support

« Deep Security Agent 11.0 Linux kernel support

« Deep Security Agent 10.3 Linux kernel support

« Deep Security Agent 10.2 Linux kernel support

o Deep Security Agent 10.1 Linux kernel support

o Deep Security Agent 10.0 Linux kernel support

« Deep Security Agent 9.6 SP1 Linux kernel support

« Deep Security Agent 9.5 SP1 Linux kernel support
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You can also use a JSON version of the complete list of the supported Linux kernels for Deep
Security Agent 10.0 and higher with scripts and automated workflows.
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Supported features by platform

The tables below list the features available for each OS platform of Deep Security Agent 20 :

« "Microsoft Windows" on the next page
« "Red Hat Enterprise Linux" on page 94
« "CentOS Linux " on page 95

« "Oracle Linux" on page 96

« "SUSE Linux" on page 97

« "Ubuntu Linux " on page 98

« "Debian Linux " on page 99

« "CloudLinux" on page 100

« "Amazon Linux" on page 100

« "Solaris" on page 101

« "AIX" on page 102

Note:
Older agents are compatible with other platforms (although they don't support new features). See "Deep Security Agent platforms" on page 80 for a complete list of
compatible agents. To see the features available with older agents:

« Deep Security Agent 10.0 (and newer) supported features: In the drop-down menu above, select that version of Deep Security.

o Deep Security Agent 9.6 Service Pack 1 supported features
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Microsoft Windows

Note: Deep Security Agent is supported with both Full/Desktop Experience and Server Core installations of Windows Server 2012 and later (any exceptions for particular
features are noted in the table below). For Windows Server 2008 and 2008 R2, only Full Installations are supported.

Anti-Malware
Real-time On-demand
Feature Feature Feature Feature
set 1 set 2 set 1 set 2

Windows 7 (32-bit) v v v
Windows 7 (64-bit) v v v
Windows 7
Embedded (32-bit) v v v
®)
Windows Server

v v v
2008 (32-bit)
Windows Server

v v v
2008 (64-bit)
Windows Server

v v v

2008 R2 (64-bit)

Web
Reputation

Service

Firewall

Intrusion
Prevention
System

U ted SSL
nencrypte
v Encrypted
Traffic
Traffic
v v
v v
v v
v v
v v
v v

Integrity
Monitoring

Real-time

Scans of Running

Fileand
File Directory Services,
Directory
Scans Scans Processes,
o Scans
Listening Ports

v v v v

v v v v

v

v v v v

v v v v

v (1) v (1) v v
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Log
Inspection
On-demand
Scans of Running
Registry Services,
Scans Processes,
Listening Ports
v v v
v v v
v v v
(4 v v
(4 v v
(4 v v
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Anti-Malware
Real-time On-demand
Feature Feature Feature Feature
set 1 set 2 set 1 set 2

Windows 8 (32-bit) v v v
Windows 8 (64-bit) v v v
Windows 8.1

v v v
(32-bit)
Windows 8.1

v v v
(64-bit)
Windows 8.1
Embedded (32-bit) v v v
[©)]
Windows 10

v v v
(32-bit) (2)
Windows 10

v v v
(64-bit) (2)
Windows 10
Embedded (64-bit) v v v
[©)]

Web
Reputation
Service

Firewall

Intrusion
Prevention
System
U d sst Fil
nencrypte ile
v Encrypted
Traffic Scans
Traffic
v v v
v v v
v v v
v v v
v v
v v (4
v v (4
v v v

Integrity
Monitoring
Real-time On-demand
Scans of Running Scans of Running
Fileand
Directory Services, ) Registry Services,
Directory
Scans Processes, Scans Processes,
Scans
Listening Ports Listening Ports

v v v v v
v v v v v
v v v v v
v v v v v
v v v
v v (%4 v v
v v (%4 v v
v v v v v
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Windows Server
2012 (64-bit)

Windows Server
2012 R2 (64-bit)

Windows Server
2016

(LTSC, version
1607) (64-bit)

Windows Server
Core (SAC,
version 1709)
(64-bit)(2)

Windows Server
2019

(LTSC, version
1809) (64-bit)

Anti-Malware
Real-time On-demand
Feature Feature Feature Feature
set 1 set 2 set 1 set 2

v v v
v v v
v v v
v 4 v
v v v

Web
Reputation
Service

Intrusion
Firewall Prevention
System
U g SSL
nencrypte
et Encrypted
Traffic
Traffic

v v v
v v v
v v v
v v v
v v v

File
Scans

v Q)

v

v ()

v ()

Integrity
Monitoring
Real-time
Scans of Running
Fileand
Directory Services, )
Directory
Scans Processes,
Scans
Listening Ports
v (1)(5) v v
v (1) v v
v (1) v v
v (1) v v
v (1) v v
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Log Application
Inspection Control
On-demand
Scans of Running
Registry Services,
Scans Processes,
Listening Ports

v v v v ()
v v v v

v v v v

v v v v

v v v v

Recommen-
dation Scan

Relay
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Red Hat Enterprise Linux

Red Hat
Enterprise
Linux 6 (32-bit)

Red Hat
Enterprise
Linux 6 (64-bit)

Red Hat
Enterprise
Linux 7 (64-bit)

Red Hat
Enterprise
Linux 8 (64-bit)

Anti-Malware
Real-time On-demand
Feature Feature Feature Feature
set 1 set 2 set 1 set 2
v (4) v
v (4) v
v (4) v
v (4 v

Web
Reputation Firewall
Service
v
v v
v v
v v

Intrusion
Prevention
System
SSL
Unencrypted e g
ncrypte
Traffic e
Traffic
v v
v v
v v
v v

File
Scans

v Q)

v Q)

v

Integrity
Monitoring
Real-time
i Scans of Running Fileand
Directory
Processes, Directory
Scans Listening Ports Scans
v v
v v
v v
v v
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Log
Inspection
On-demand
Scans of Running
Registry
Processes,
Scans
Listening Ports
v v
v v
v v
v v

Application Recommen-
Relay
Control dation Scan
v
v v v
v v v
v v v
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CentOS Linux

Web Intrusion
Integrity Log Application Recommen-
Anti-Malware Reputation Firewall Prevention Relay
Monitoring Inspection Control dation Scan
Service System
Real-time On-demand Real-time On-demand
SSL i Scans of Running File and Scans of Running
Feature Feature Feature Feature Unencrypted File Directory Registry
Encrypted Processes, Listening Directory Processes, Listening

set 1 set 2 set 1 set 2 Traffic Scans Scans Scans

- - - - Traffic Ports Scans Ports
CentOS

v (4) v v v v v v v v v
6 (32-bit) -
CentOS

v (4) v v v v v v (1) v v v v v v v
6 (64-bit) - -
CentOS

v (4) v v v v v v (1) v v v v v v v
7 (64-bit) - jui
CentOS

v (4) v v v v v v (1) v v v v v v v
8 (64-bit) - jui
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Oracle Linux

Anti-Malware
Real-time On-demand
Feature Feature Feature Feature
set 1 set 2 set 1 set 2

Oracle
Linux 6 v
(32-bit)
Oracle
Linux 6 v (4) v
(64-bit)
Oracle
Linux 7 v (4) v
(64-bit)
Oracle
Linux 8 v (4) v
(64-bit)

Web
Reputation Firewall
Service
v
v v
v v
v v

Intrusion
Prevention
System
U g SSL
nencrypte
Encrypted
Traffic
Traffic

v v
v v
v v
v v

Integrity
Monitoring
Real-time
. Scans of Running Fileand
File Directory
s Processes, Listening Directory
cans
Scans Ports Scans
v v
v (1) v v
v (1) v v
v (1) v v
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Log
Inspection
On-demand
Scans of Running
Registry
Processes, Listening
Scans
Ports
v v
v v
v v
v v

Application Recommen-
Relay
Control dation Scan
v
v v v
v v v
v v v
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SUSE Linux

Anti-Malware
Real-time On-demand
Feature Feature Feature Feature

set 1 set 2 set 1 set 2
SUSE Linux
Enterprise Server 12

v (4) v
SP1, SP2, SP3 -
(64-bit)
SUSE Linux
Enterprise Server 15 v (4) v
(64-bit)

Web
Reputation

Service

Firewall

Intrusion
Prevention

System

SSL
Encrypted
Traffic

Unencrypted
Traffic

File
Scans

v

v
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Integrity
Monitoring

Real-time

i Scans of Running File and
Directory
Processes, Directory
Scans Listening Ports Scans
v v
v v

Log
Inspection
On-demand
. Scans of Running
Registry
Processes,
Scans
Listening Ports
v v
v v

Recommen-

dation Scan

Relay
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Ubuntu Linux

Web Intrusion
i i . i Integrity Log Application Recommen-
Anti-Malware Reputation Firewall Prevention Relay
. Monitoring Inspection Control dation Scan
Service System
Real-time On-demand Real-time On-demand
SSL i Scans of Running Fileand Scans of Running
Feature Feature Feature Feature Unencrypted File Directory Registry
Encrypted Processes, Listening Directory Processes, Listening
set 1 set 2 set 1 set2 Traffic Scans Scans Scans
- - - - Traffic Ports Scans Ports

Ubuntu 16

) v (4) v v v v v v (1) v v v v v v v
(64-bit) - -
Ubuntu 18

) v (4) v v v v v v (1) v v v v v v v
(64-bit) - -
Ubuntu
20.04 v (4) v v v v v v (1) v v v v v v v
(64-bit)

98



Trend Micro Deep Security as a Service

Debian Linux

Debian 8
(64-bit)

Debian 9
(64-bit)

Debian
Linux 10
(64-bit)

Anti-Malware
Real-time On-demand
Feature Feature Feature Feature
set 1 set 2 set 1 set 2
v (4 v
v (4 v
v (4) v

Firewall

Intrusion
Prevention

System

SSL
Encrypted
Traffic

Unencrypted
Traffic

File
Scans

Real-time

Directory

Scans
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Scans of Running
Processes,

Listening Ports

Integrity
Monitoring

File and
Directory

Scans

Log Application
Inspection Control
On-demand
Scans of Running
Registry
Processes, Listening
Scans
Ports
v v v
v v v
v v v

Recommen-
Relay
dation Scan
v v
v v
v v
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CloudLinux

Anti-Malware

Real-time

Feature Feature
set 1 set 2
CloudLinux
v (4)
7, 8 (64-bit) -

Amazon Linux

Anti-Malware

Real-time

Feature Feature
set 1 set 2
Amazon
Linux v (4)
(64-bit)

Web
Reputation

Service

Web
Reputation

Service

Intrusion
Firewall Prevention

System

SSL
Encrypted
Traffic

Unencrypted
Traffic

Intrusion
Firewall Prevention

System

SSL
Encrypted
Traffic

Unencrypted
Traffic

100

Integrity
Monitoring
Real-time
. Scans of Running Fileand
File Directory
s Processes, Directory
cans
Scans Listening Ports Scans
v (1) v v
Integrity
Monitoring
Real-time
. Scans of Running File and
File Directory
Processes, Directory
Scans Scans
Listening Ports Scans
v (1) v v

Log
Inspection
On-demand
. Scans of Running
Registry
Processes,
Scans
Listening Ports
v v
Log
Inspection
On-demand
. Scans of Running
Registry
Processes,
Scans
Listening Ports
v v

Application

Control

Application

Control

Recommen-
Relay
dation Scan
v v
Recommen-
Relay
dation Scan
v v
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Web

Service

Anti-Malware
Real-time On-demand
Feature Feature Feature Feature
set 1 set 2 set 1 set 2
Amazon
Linux 2 v (4) v v
(64-bit)

Solaris

Reputation

Intrusion
Integrity Log
Firewall Prevention
Monitoring Inspection
System
Real-time On-demand
SSL . Scans of Running File and Scans of Running
Unencrypted File Directory Registry
. Encrypted Processes, Directory Processes,
Traffic Scans | Scans Scans
Traffic Listening Ports Scans Listening Ports
v v v v (1) v v v v v

Application

Control

Recommen-
Relay
dation Scan
v v

Note: See "How does agent protection work for Solaris zones?" on page 1057 for more on how protection works between Solaris zones. For a list of supported Solaris

versions, see "Deep Security Agent platforms" on page 80.

Web
Anti-Malware Reputation
Service
Real-time On-demand
Feature Feature Feature Feature
set 1 set 2 set 1 set 2
Solaris v v

Firewall

Intrusion
Prevention
System

SSL
Encrypted
Traffic

Unencrypted
Traffic

Integrity
Monitoring
Real-time
Scans of
. Running Fileand
File Directory
Processes, Directory
Scans = Scans -
Listening Scans
Ports
v v v

101

Log Application Recommen-
Inspection Control dation Scan
On-demand
Scans of
Running
Registry
Processes,
Scans
Listening
Ports
v v v

FIPS

mode

Scanner
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AIX

Note: For a list of supported AlX versions, see "Deep Security Agent platforms" on page 80.

Web Intrusion
Integrity Log Application Recommen- FIPS
Anti-Malware Reputation Firewall Prevention Relay Scanner
. Monitoring Inspection Control dation Scan mode
Service System
Real-time On-demand Real-time On-demand
Scans of Scans of
SSL Running File and Running
Feature Feature Feature Feature Unencrypted . Directory . Registry
Encrypted FileScans Processes, Directory Processes,
set 1 set2 set 1 set 2 Traffic Scans Scans
- Traffic Listening Scans Listening
Ports Ports
AIX
6.1,
v v v v v v v v
7.1,
7.2

Feature set 1 includes signature-based file scanning, spyware scanning, and document exploit protection.
Feature set 2 includes behavior monitoring, process memory scanning, and registry scanning.

(1) This platform supports enhanced real-time integrity monitoring. It uses the application control driver to provide file monitoring and captures information about who made
changes to a monitored file.

(2) Microsoft releases regular, semi-annual releases for Microsoft Windows 10 and Windows Server Core. For details about which specific releases are supported, see
Deep Security Support for Windows 10 and Deep Security Support for Windows Server Core.
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(3) All Trend Micro testing on Windows Embedded platforms is performed in a virtualized environment. Because these operating systems are typically run on custom
hardware (for example, on point-of-sale terminals), customers must plan to thoroughly test on their target hardware platform prior to deployment in a production environment.
In addition, before raising support cases, customers should attempt to reproduce problems in a virtualized environment because this is the environment the Trend Micro
support team has available. If the issue is specific to deployments on custom hardware, Trend Micro may require the customer to provide us with remote access to a
suitable environment before we can fully respond to support cases.

(4) Real-time Anti-Malware support on Linux: Real-time Anti-Malware scanning is highly dependent on the file system hooking implementation, so file system
incompatibility can cause issues with this feature. The following table shows which file systems are compatible with the feature:

Deep Security Agent version
File system type
20 12FR 120 113 112 111 110 103 102 10.1 10.0 9.6

ext2 v v v 4 4 4 v 4 v v v (4

ext3 v v v v v v v v v v v v

ext4 v v v v v v v v v v v v

Disk file systems

XFS v v v v v v v v (4 v 4 4

Btrfs v v v v v v v v v v v 4

VFAT 4 v v v v v v v v (4 4 4

Optical discs ISO 9660 4 4 4 v v 4 v v v v v v
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Deep Security Agent version
File system type

N
o

12FR 120 113 112 111 11.0 103 102

'y
o
Y
-
o
o

9.6
tmpfs
Special file systems aufs
OverlayFS
NFSv3

NFSv4

Network file systems
(see Note, below) SMB

CIFS

S X X X | ~ ~ «
S X X | < « <«

R X X X | < « <«
T X X X | < < <«
R X X X | < < <«
TR X X | | < « <«
T X X | | < < <«
T X X | | < < <«
T X X X X < < <«
SR X X X | ~ ~ <«
S X X X | ~ « <«
S X X < < <«

FTP

Note: To protect network file systems, you must select Enable network directory scan in the malware scan configuration. For information, see "Scan a network directory
(real-time scan only)" on page 332.

(5) This feature is available only with Full/Desktop Experience installations. Itis not supported with Server Core installations.

System requirements

Requirements vary by version. For older versions of agents, or relays, see their documentation.
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Deep Security Agent requirements

o Minimum RAM and disk space: See "Deep Security Agent and Relay sizing" below
« Supported platforms (operating systems): See "Deep Security Agent platforms" on page 80.
« Supported features: Supported Deep Security features vary by platform.

Note: The agent installer permits installation on any supported platform. RAM and disk space requirements are not checked.

Deep Security Relay requirements

Requirements are the same as those of the Deep Security Agent, with a few constraints:

« Relays are only supported on 64-bit operating systems.

« Relays are not supported on Solaris or AlX.

Sizing
Sizing guidelines for Deep Security deployments vary by the scale of your network, hardware, and software.

Deep Security Agent and Relay sizing

Platform Features enabled Minimum RAM Recommended RAM Minimum disk space
Windows  All protection 2GB 4 GB 1GB
Windows Relay only 2GB 4 GB 900 GB
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Platform Features enabled Minimum RAM Recommended RAM Minimum disk space
Linux All protection 2GB 5 GB 1 GB

Linux Relay only 2GB 4 GB 900 GB

Solaris All protection. Relay not supported 4 GB 4 GB 2GB

AlIX All protection. Relay not supported 4 GB 4 GB 2GB

Less RAM is required for some OS versions, or if you do not enable all Deep Security features.

Relays require more disk space if you install Deep Security Agent on many different platforms. (Relays store update packages for each platform.) For details, see "Get Deep
Security Agent software" on page 144.

Note: Relays are already provided as part of Deep Security as a Service. Do not create more relays unless required. For details, see "Deploy additional relays" on
page 816.

Port numbers, URLSs, and IP addresses

Deep Security default port numbers, URLSs, IP addresses, and protocols are listed in the sections below. If a port, URL or IP address is configurable, a link is provided to the
relevant configuration page.

« "Deep Security port numbers" on the next page
« "Deep Security URLs" on page 111

« "Deep Security as a Service IP addresses" on page 113

106



Trend Micro Deep Security as a Service

Note: If your network uses a proxy, you can configure Deep Security to connect to it instead of directly to the components listed on this page. For details, see "Configure
proxies" on page 807.

Note: In addition to the ports on this page, Deep Security uses ephemeral ports when opening a socket (source port). Under rare circumstances these may be blocked,

causing connectivity issues. For details, see "Activation Failed - Blocked port" on page 789.

Deep Security port numbers

The following diagram shows the default ports in a Deep Security system. For details, see the table below the diagram.
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Note: In the table below:
« 'Mandatory ports' refer to ports that must be opened to ensure the proper functioning of the Deep Security system.
« 'Optional ports' refer to ports that may be opened depending on the feature or component you want to deploy.
« 'Port'is used in place of 'port number' for brevity.

Port type Default port number and protocol

Optional port:
:?;gﬁﬁ;%%%’ﬁ%?m o 4118/HTTPS — Deep Security Agent port. Leave 4118/HTTPS closed if you plan on using agent-initiated communication. Only open it if
port you plan on using bidirectional or manager-initiated communication. By default, agent-initiated communication is used, which is why

4118/HTTPS is listed here as 'optional’. See "Agent-manager communication" on page 842 for details.

Mandatory ports:

o 53/DNS over TCP or UDP — DNS server port
o 80/HTTP, 443/HTTPS — Smart Protection Network port, Deep Security as a Service port
o 123/NTP over UDP — NTP server port

Deep Security Agent ~ Optional ports:
outbound ports . . . .
« 514/Syslog over UDP — SIEM or syslog server port. Allow port 514 if you want the agent to send its security events directly to your SIEM

or syslog server. The port number is configurable in Deep Security as a Service.

e 5274/HTTP, 5275/HTTPS — Smart Protection Server ports. Allow ports 5274 and 5275 if you are hosting a Smart Protection Server in
your local network or Virtual Private Network (VPC), instead of having your agents connect to the cloud-based Smart Protection Network

over 80/HTTP and 443/HTTPS. For details, see the Smart Protection Server documentation, or "Integrate with Smart Protection Server"
on page 1049.
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Port type

Deep Security Relay
listening (inbound)
ports

Deep Security Relay
outbound ports

Ports of components
receiving traffic from
Deep Security as a
Service

Default port number and protocol

o 4122/HTTPS — Deep Security Relay port. Allow 4122/HTTPS if you want to host relays in your local network. Local relays are typically
not required. See "Deploy Deep Security Relay" on page 144 for details.

Relays are typically not required. For details, see "Deploy Deep Security Relay" on page 144. If you do decide to deploy relays, then make
sure they can listen on the following ports.

« Allow the agent listening port, since it applies to the relay too
e 4122/HTTPS — Deep Security Replay port
« 4123 —This port is for communication between the agent and its own internal relay

Note: Port 4123 should not be listening to connections from other computers, and you don't need to configure it in network firewall policies.
But if you have firewall software (such as Windows Firewall or iptables) on the relay itself, verify that it does not block this connection to itself.
Also verify that other applications do not use the same port (a port conflict).

Relays are typically not required. For details, see "Deploy Deep Security Relay" on page 144. If you do decide to deploy relays, then make
sure they can connect outbound to the following ports.

o 80/HTTP, 443/HTTPS — Trend Micro Update Server/Active Update and Download Center ports
o 4122 — port of other Deep Security Relays

Optional ports:

« 514/Syslog over UDP — SIEM or syslog server port. Allow port 514 if you want to forward Deep Security events to an external SIEM or
syslog server. 514 is configurable in Deep Security as a Service.

« 4118/HTTPS — Deep Security Agent port. Leave 4118/HTTPS closed if you plan on using agent-initiated communication. Only open it if
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Port type Default port number and protocol

you plan on using bidirectional or manager-initiated communication. By default, agent-initiated communication is used, which is why
4118/HTTPS is listed here as 'optional’. See "Agent-manager communication" on page 842 for details.

o 4122/HTTPS — Deep Security Relay port. Allow 4122/HTTPS if you want to host relays in your local network. Local relays are typically
not required. See "Deploy Deep Security Relay" on page 144 for details.

Deep Security URLs

If you need to restrict the URLSs that are allowed in your environment, read this section.

You'll need to make sure your firewall allows traffic from the 'Source' to the 'Destinations’ listed in the table below. For each FQDN, make sure you allow access to its
associated HTTP and HTTPS URLs. For example, forthe FQDN files.trendmicro.com, allow accessto http://files.trendmicro.com:80 and
https://files.trendmicro.com:443.

Source Destination server or service name Destination fully-qualified domain name (FQDN)

app.deepsecurity.trendmicro.com

agents.deepsecurity.trendmicro.com

dsmim.deepsecurity.trendmicro.com

Deep Security
Agent, Deep Deep Security as a Service
Security Relay

relay.deepsecurity.trendmicro.com

In the list above, app.deepsecurity[...] is the Deep Security as a Service FQDN, agents.deepsecurityl...] and
dsmim.deepsecurity[...] are the Deep Security as a Service heartbeat server FQDNSs, and relay.deepsecurity|...] is
the FQDN of the relays hosted by Deep Security as a Service.

API clients Deep Security APIs « app.deepsecurity.trendmicro.com/webservice/Manager?WSDL
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Source

Deep Security
Agent, Deep
Security Relay

Deep Security
Agent

Deep Security
Agent

Deep Security
Agent

Deep Security
Agent

Deep Security

Destination server or service name

Download Center or web server

Hosts software.

Smart Protection Network -
Global Census Service

Used for behavior monitoring,
and predictive machine learning.

Smart Protection Network -
Good File Reputation Service

Used for behavior monitoring,
predictive machine learning, and
process memory scans.

Smart Protection Network -
Smart Scan Service

Smart Protection Network -
predictive machine learning

Smart Protection Network -

Destination fully-qualified domain name (FQDN)

app.deepsecurity.trendmicro.com/api

app.deepsecurity.trendmicro.com/rest

files.trendmicro.com

dsaas1100-en-census.trendmicro.com

deepsecaas11-en.gfrbridge.trendmicro.com

dsaas.icrc.trendmicro.com

dsaas-en-f.trx.trendmicro.com

dsaas-en-b.trx.trendmicro.com

dsaas.url.trendmicro.com
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Source Destination server or service name Destination fully-qualified domain name (FQDN)

Agent Web Reputation Service

Deep Security as a Service IP addresses

If you need to restrict the IP addresses that are allowed in your environment, read this section to determine which ones must be allowed inbound and outbound.

Inbound IP addresses

If a firewall or AWS security group restricts which IP addresses are allowed inbound to your network, make sure to allow traffic inbound from the Deep Security as a Service
subnet to the destination components listed below.

Destination component, port, and
Source P P Notes

protocol (on your network)

SIEM or syslog server

Default port: 514 Only allow this traffic if you configured a SIEM or syslog server.

Deep Security as Protocol: syslog over UDP

a Service Deep Security Agent

Subnet

e 010 Default port: 4118 Only allow this traffic if you configured your agents to use bidirectional or manager-initiated communication.

(By default, agents use agent-initiated communication.)

Protocol: HTTPS over TCP

. Only allow this traffic if you deployed relays in your local network. (Under normal circumstances, you don't
Deep Security Relay nee}:j local relays.) ! . By ( y
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Destination component, port, and
Source Notes
protocol (on your network)

Default port: 4120
Protocol: HTTPS over TCP

Outbound IP addresses

If a firewall or AWS security group restricts which IP addresses are allowed outbound from your network, make sure to allow HTTPS traffic outbound on port 443 to the
Trend Micro destination IPv4 addresses listed in the table below.

Source (on your Destination component, port,

Destination IP addresses
network) and protocol

34.196.38.94
34.198.27.224

: 34.198.6.142
Deep Security as a
Deep Security Service GUI 34.205.210.199
Agents, _
administrator's |~ Ort: 443 34.205.219.175
computer

Protocol: HTTPS over 34.205.239.162
TCP
34.226.116.82
34.233.153.57

35.153.222.175
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Source (on your
network)

Deep Security
Agents, Deep

Destination component, port,
and protocol

Trend Micro Update
Server (also called

Destination IP addresses

35.169.254.68
35.169.43.208
35.172.176.62
50.17.162.194
52.0.124.201
52.0.33.128
52.202.124.22
52.207.138.122
52.22.162.229
52.3.171.31
52.72.111.249
52.72.211.36
52.87.46.150
54.175.211.84
54.80.120.113

34.194.74.60
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Source (on your
network)

Security
Relays

Deep Security
Agents

Destination component, port,
and protocol

Active Update) and
Download Center

Port: 443

Protocol: HTTPS over
TCP

Deep Security as a
Service heartbeat
servers

Port: 443

Protocol: HTTPS over
TCP

Destination IP addresses

34.196.197.189
34.204.219.38
34.205.83.195
52.2.63.133
52.21.149.243
52.44.144.238
52.55.188.35
52.201.199.128
52.206.54.30
54.86.152.157
54.87.173.241

34.192.67.219
34.196.25.105
34.199.44.254
34.204.244 .61
34.206.23.113
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Source (on your
network)

Deep Security
Agents

Destination component, port,
and protocol

Component: Deep
Security as a Service
fast heartbeat

Port: 443

Protocol: HTTPS over
TCP

Destination IP addresses

34.206.95.140
34.206.146.6
34.206.215.233
52.23.102.52
52.54.141.100
52.54.240.176
54.86.2.200

34.192.145.157
34.199.111.255
34.204.221.63
34.206.179.241
52.44.129.132
52.45.95.227
52.55.183.116
52.73.88.81
52.202.143.169
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Source (on your
network)

Destination component, port,
and protocol

Destination IP addresses

52.206.208.21
54.208.106.230
54.152.108.196
54.85.86.247
18.204.77.2
54.84.198.181
52.0.58.66
52.6.19.160
18.233.125.165
34.227.134.223
52.73.122.26
34.233.252.54
34.236.163.142
52.44.40.85
3.209.15.127
52.70.113.18
3.210.118.160
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Source (on your Destination component, port,

Destination IP addresses
network) and protocol

54.175.77.19
3.225.117.164
54.224.63.108
52.72.213.26
18.235.177.174
34.203.45.194
54.165.185.17

Smart Protection

Network
Trend Micro's cloud-based Smart Protection Network does not have static IP addresses. If you want to use the Smart
Ports: 80 and 443 Protection Network but need to restrict your outbound communication, we suggest you deploy a Smart Protection Server
in your environment. For information on how to do this, see "Integrate with Smart Protection Server" on page 1049.

Deep Security
Agents

Protocols: HTTP and
HTTPS, over TCP
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Get Started

Buy Deep Security as a Service

Sign up for a 30-day free trial

You can sign up for a free 30 day trial account with Deep Security as a Service to try out the
service. If you'd like, you can "Try the Deep Security demo" on page 127. When you're ready to
upgrade to a paid version, read the instructions at "Sign up for Deep Security as a Service"
below.

Sign up for Deep Security as a Service

You can sign up using any one of the following methods:

« "Sign up with AWS - Pay as you Go billing" below

« "Sign up with AWS - Annual + Pay as you Go billing" on the next page
« "Sign up with Azure - Pay as you Go billing" on page 122

« "Sign up with prepaid credit billing" on page 126

« "Sign up with BYOL billing" on page 127

For details on the above billing methods and pricing, see "About billing and pricing" on page 74.
Sign up with AWS - Pay as you Go billing
If you already have a Deep Security as a Service account

1. Loginto Deep Security as a Service.
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w

At the top of the page, click your account name (as shown below) and select
Account Details.

¢ TREND. | Deep Security

Dashboard Actions A Account Details @

Cancel Account

Default =~ ==

Click Upgrade to Paid.
Click Subscribe through AWS Marketplace.

Note: By default, you are brought to the AWS Marketplace page for a Pay as
you Go subscription.

. Click Continue > Subscribe > Set Up Your Account.

You are brought to the Deep Security Dashboard. Your subscription is how active.

If you do not have a Deep Security as a Service account

. Go to the Trend Micro Deep Security as a Service - Pay as You Go Marketplace

page.
Click Continue > Subscribe > Set Up Your Account.
You are brought to the Deep Security as a Service account creation page. Fill out

the form and click Sign Up.

. You will receive an account confirmation email. Click the account activation link in

the email.
Sign in to Deep Security as a Service using the company or account name and
user name specified in the account confirmation email.

Your subscription is now active.

Sign up with AWS - Annual + Pay as you Go billing

If you already have a Deep Security as a Service account

1.

Go to the Trend Micro Deep Security as a Service | Annual + Pay as You Go
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W

Marketplace page.

Click Continue.

Enter the number of instances to protect.

Select the contract term to protect your instances for and whether to automatically

renew the contract at term end.
Click Create Contract.

You are brought to the Deep Security Dashboard. Your subscription is now active.

If you do not have a Deep Security as a Service account

. Go to the Trend Micro Deep Security as a Service | Annual + Pay as You Go

Marketplace page.

Click Continue.

Enter the number of instances to protect.

Select the contract term to protect your instances for and whether to automatically
renew the contract at term end.

Click Create Contract.

You will be brought to the Deep Security as a Service account creation page.
You will receive an account confirmation email. Click the account activation link in
the email.

Sign in to Deep Security as a Service using the company or account name and
user name specified in the account confirmation email.

Your subscription is now active.

Sign up with Azure - Pay as you Go billing

If you already have a Deep Security as a Service account

1.

Log in to Deep Security as a Service.
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w

10.

11.
12.

13.

At the top of the page, click your account name (as shown below) and select
Account Details.

¢/ TReND. | Deep Security ™3~ |

Dashboard Actions A Account Details @

Cancel Account

Default =~ ==

Click Upgrade to Paid.
Click Subscribe through Azure Marketplace.

Note: You are brought to the Azure Marketplace page for a Pay as you Go
subscription.

Click GET IT NOW.

If prompted, log in to your Microsoft Azure account. This is the account that will be
billed.

On the One more thing page, enable the | give Microsoft permission to use or
share my account information [...] check box, and click Continue.

You are brought to the Deep Security as a Service page in Azure.

Select Pay as you go as your software plan and click Create.

Trend Micro™ Deep Security™ as a Service
Trend Micro

Select a software plan

| Pay as you go v |

TREN
MICR

In the Name field, enter a Deep Security as a ServiceAzure account name. For

o

example: Example Inc - Deep Security as a Service.

For the Subscription, select an Azure subscription.

For the Plan, make sure itis set to Pay as you go. (Pay as you go is the only
supported option.)

For Billing term, make sure itis set to Monthly. (Monthly is the only supported
option.)
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14. Read and agree to the terms of use, then enter your preferred e-mail address and
phone number.

15. Click Subscribe. It might take a few minutes to deploy your Security as a Service
resource.

16. Use the top search bar to navigate to the Software as a Service (SaaS) page. If
your account name hasn't appeared, click Refresh.

17. Click your account name (Example Inc - Deep Security as a Service)
then Configure Account.

£ co nfigure Account

You are redirected to a Create A New Account page in Deep Security as a
Service.

18. Click the Already have an account? link.

) IREND. | Deep Security ®) Learn More | € Support

Create A New Account

| Already have an account? Click here to sign in to an existing account.

Simply complete and submit the form and you'll be up and running in minutes.

First Name: |

Inet Kara:

19. Sign in to your Deep Security as a Service account.

The following success message appears.
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Subscribed through Azure Marketplace

V You have successfully subscribed to Deep Security as a
Service through Azure Marketplace.

Close

Your subscription is now active.

If you do not have a Deep Security as a Service account

1. Go to the Trend Micro Deep Security as a Service page on Azure Marketplace,
and click GET IT NOW. You are navigated to the Microsoft Azure portal.
2. Select Pay as you go as your software plan and click Create.

Trend Micro™ Deep Security™ as a Service
Trend Micro

Select a software plan

| Pay as you go v |

=—
-0
om
22
cO

3. Enter a name for your Deep Security as a Service Azure account. For example:
Example Inc - Deep Security as a Service

4. Read and agree to the terms of use, then enter your preferred e-mail address and
phone number.

5. Click Subscribe. It might take a few minutes to deploy your Security as a Service
resource.

6. Navigate to the Software as a Service (SaaS) page. If your account name hasn't
appeared, click Refresh.
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7. Click your account name (Example Inc - Deep Security as a Service)
then Configure Account, which redirects you to Deep Security as a Service to
create a new account.

I'_}.' Configure Account

You are redirected to a Create A New Account page in Deep Security as a
Service.

oo

Enter your account information and click Sign Up.

9. Within a few minutes you will receive an email from Deep Security as a Service.
Click the activation link in the email to activate your newly created Deep Security
as a Service account.

Your subscription is now active.

Troubleshooting the sign-up on AWS

If you successfully subscribed to Trend Micro Deep Security as a Service with an AWS
subscription but were unable to complete the Deep Security as a Service software setup
process, follow the steps below:

Log in to your AWS Marketplace account.

Click Your Software.

Under the Trend Micro Deep Security as a Service product, click Configure Software.
Click click here.

N -

Having issues signing up for your
product?

If you were unable to complete the set-up process for
this software, please click here to be taken to the
product’s registration area.

Sign up with prepaid credit billing

1. Contact aws@trendmicro.com and a Trend Micro representative will connect you to
someone in your region who can help you purchase prepaid credit and give you an
activation code.
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2,
3.
4.

In Deep Security as a Service, click your account name and select Account Details.
Click Upgrade to Paid.
Enter your activation code and then click Enter Activation Code.

Sign up with BYOL billing

1.

w

Contact aws@trendmicro.com and a Trend Micro representative will connect you to
someone in your region who can help you purchase a bring-your-own-license (BYOL)
license and give you an activation code.

In Deep Security as a Service, click your account name and select Account Details.
Click Upgrade to Paid.

Enter your activation code and then click Enter Activation Code.

Try the Deep Security demo

Note: If you'd prefer, you can watch Try the Deep Security as a Service demo application on

Youtube.

You can try out the Deep Security demo application to learn how to add a protected computer
and explore the various protection modules.

1.

2.

3.

In Deep Security Manager, go to Support > Deployment Scripts. For more information
about deployment scripts, see "Use deployment scripts to add and protect computers" on
page 1013.

Set the Platform to Linux Agent Deployment and the Security Policy to Base Policy >
Demo.

Copy the deployment script to your clipboard.
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Deployment Scripts

Deep Security Agents can be deployed using tools such as RightScale, Chef, Puppet, or SSH. Use this deployment script generator to generate
the scripts required.

For platforms other than Windows and Linux, please see the installation guide.

Platform: Linux Agent Deployment v

v Activate Agent automatically after installation. (Required if you want to assign a security policy)

Security Policy: Base Policy » Demo v
Computer Group: Computers v
Relay Group: Primary Tenant Relay Group -
Proxy to contact Deep Security Manager: Select a proxy... v
Proxy to contact Relay(s): Select a proxy... v

Hostname, description, unique identifiers and other properties can also be set on agent-initiated activation. See the
Command-Line Instructions page in the online help for more information.

v Validate Deep Security Manager TLS certificate. Learn More

#1/bin/bash

Copy to Clipboard Close

4. Navigate to your AWS console and go to Services > Compute > EC2.
5. Select Instances from the side-menu. Click Launch Instance.

© New EC2 Experience — = P
ellus what you think SRS fotions A O % @
EC2 Dashboard new . Q Filter by tags and attributes or search by keyword @ K < 1to1of1 > >
Events )
( @ Name - Instance ID < Instance Type - Availability Zone - | Instance State - Status Checks - Alarm Status  PublicDNS (Pv4) - IPvaPubliclP - IPV6IPs -~ KeyName - Monitoring - Launch Time

Tags
Reports
Limits

¥ INSTANCES

Instance Types
Launch Templates riew
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations

¥ IMAGES
AMIs
Bundle Tasks

 ELASTIC BLOCK
TORE
Volumes
Snapshots

Lifecycle Manager

6. Select Ubuntu Server 18.04 from the list.
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Ubuntu Server 18.04 LTS (HVM), SSD Volume Type - ami-0d5d9d301¢c853a04a (64-bit x86) / ami-

0fb0129cd568fe35f (64-bit Arm)

Ubuntu Server 18.04 LTS (HVM),EBS General Purpose (SSD) Volume Type. Support available from Canonical

(http://www.ubuntu.com/cloud/services).

Roof device type: ebs

Virtualization type: hvm

ENA Enabled: Yes

(® B4-bit (x86)
_ B4-bit (Arm)

7. In Choose an Instance Type, select t2.micro. Click Next: Configure Instance Details.

Step 2: Choose an Instance Type

Amazon EG2 provides a wide selection of instance types optimized to fit ifferent use cases. Instances are virtual servers that can run applications. They have varying combinations of GPU, memory, storage, and networking capacity, and give you the flexibillty to choose the appropriate mix of resources for your
applications. Leam more about instance types and how they can meet your computing needs.

Filterby: | Allinstancetypes v | Currentgeneration v Show/Hide Columns

Currently selected: 2.micro (Variable ECUs, 1VCPUS, 2.5 GHz, Intel Xeon Family, 1 GIB memory, EBS only)

Family - Type = VCPUs (i - Memory (GiB) = Instance Storage (GB) i EBS-Optimized Available (i) ~ Network Performance (i o 1Pv6 Support (i) -
General purpose t2.nano 1 05 EBS only Low to Moderate. Yes
e General purpose. ﬁelw 1 1 EBS only Low to Moderate Yes
General purpose t2.small 1 2 EBS only Low to Moderate. Yes
General purpose 2.medium 2 4 EBS only Low to Moderate Yes
General purpose t2Jarge 2 8 EBS only Low to Moderate Yes
General purpose ©2.xiarge 4 16 EBS only Moderate Yes
General purpose 12.2xarge 8 32 EBS only Moderate Yes
General purpose t3a.nano 2 05 EBS only Yes Up to 5 Gigabit Yes
General purpose t3a.micro 2 1 EBS only Yes Upto5 Gigabit Yes
General purpose 3a.small 2 2 EBS only Yes Up to 5 Gigabit Yes
General purpose tsa.medium 2 4 EBS only Yes Upto5 Gigabit Yes
General purpose tBalarge 2 8 EBS only Yes Up to0 5 Gigabit Yes
General purpose 13axiarge 4 16 EBS only Yes Upto’5 Gigabit Yes
General purpose t3a.2xlarge B 32 EBS only Yes Up t0 5 Gigabit Yes
General burnose 13 nann 2 05 FRS only. Yes. UIn to & Ginahit Yes.

cancel | Previous [WLEVEVELETENLEN  Next: Configure Instance Details

8. In Configure Instance Details, choose a Network and Subnet that have public internet

access.

9. Open the Advanced Details pane and paste the deployment script.
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Step 3: Configure Instance Details

Network

Subnet

Auto-assign Public IP (i)

Placement group (i)

Capacity Reservation

1AM role

Shutdown behavior (i)

Enable termination protection

Monitoring ¢

Tenancy (i)

Elastic Inference

T2IT3 Unlimited

File systems

vpc-b3fd392 (default) v] C Create new VPC
No preference (default subnet in any Availability Zonc v | Create new subnet
Use subnet setting (Enable) il

Add instance to placement group

iew Capacity Reservation

Open "1 @ createn
None v| C Create new IAM role
Stop v

© Protect against accidental termination

© Enable CloudWatch detailed monitoring
Additional charges

) Add an Elastic Inference accelerator
Additional charges apply.

© Enable
Addltional charges may apply

C Create new file system

|v Advanced Details

Userdata (i)

® Astext O Asfile [ Input s already base64 encoded

[Optional)

10. Under the deployment script, paste the following command:

Reviewand Launch [N LRGN

curl https://raw.githubusercontent.com/deep-security/demo-

app/master/demo-app.sh | sudo bash

This will install and configure tomcat.

11. Itis not necessary to add storage or tags, so click through to the Configure Security Group

page.

12. Add an SSH rule and an HTTP rule and set the Source to My IP. This security group is the
only thing blocking outside access to your instance until the Deep Security Agentis
installed, which is why we highly recommend you only allow access from your IP address.
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1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 6: Configure Security Group
A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web

server and allow Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below.
Learn more about Amazon EC2 security groups.

Assign a security group: ®Create a new security group

(USelect an existing security group

Security group name: ‘Iaunch-wizard-15 ‘
Description: ‘Iaunch-wizard-15 created 2019-11-27T14:02:59.758-05:00 ‘
Type (i) Protocol (i) Port Range (i) Source (i) Description (i)
[ssH v TCcp | le.g. SSH for Admin Desktop | @
HTTP v TCP \ B0 le.g. SSHfor Admin Desktop | @

Add Rule

Cancel = Previous Review and Launch

13. Click Review and Launch.
14. In the pop-up window, select Proceed without a key pair. Click Launch Instance.

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI .

| Proceed without a key pair v |

¥ | acknowledge that | will not be able to connect to this instance unless | already know the
password built into this AMI.

Cancel Launch Instances

15. Click on the instance ID to navigate to the AWS console. Your instance and demo app will
take about five minutes to launch and install.

Once the instance is running and all the necessary checks are complete, you’re ready to
explore Deep Security Manager and Deep Security Agent!
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16. To view your new instance, go to Deep Security Manager > Computers. Your new
instance should be displayed.

Dashboard  Actions  Alerts  Events &Reports  Computers  Policies  Administration

Computers With sub-Groups ¥ By Group ¥ Q Search this page

+ Add ~ [ Delete... Details... 4 Actions ~ [=] Events ~ B Bport ~  ER Columns...

NAME ~ DESCRIPTION PLATFORM POLICY STATUS MAINTENAN... SEND POLICY SUCCESSFUL

v Computers (1)

W ip172-3126-171use...

Ubuntu Linux ... Demo @ Managed (Online) N/A 8 Minutes Ago

17. To access the demo application, go back to the AWS Instance page, copy your Public
DNS and enter the URL into a browser with /demo-app at the end.
18. Trigger the security module of your choice.
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Deep Security as a Service Demo

This demo computer was created to introduce you to the capabilities of Deep Security as a
Service. Use the buttons to simulate various security events your computers will encounter.

This demo computer will be removed after your trial period is over.

O 0 & ©

Anti-Malware

New malware is being created every second of every day, Deep Security as a Service provides timely protection against this
avalanche of malware being used to aftack systems and steal data

Download malware test sample

Intrusion Prevention

Shield unpatched vulnerabilities from attack with auto-updating security policies that ensure the right protection is applied to
the nght cloud servers at the right time

Inject malicious script

Firewall

Create a firewall perimeter around each cloud server to block attacks and limit communication to only the ports and protocols
necessary

Access a blocked port

Web Reputation

Control which domains your servers can communicate with to reduce the risk of compromise

Access a malicious URL

19. To view the security event, go to Deep Security Manager > Computers and double-click
the demo computer.
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Computers  with sub-Groups By Group ¥
+ Add ~ D Delete... Details... 4 Actions ~ [=] Events ~ B Export ~ ER Columns...
NAME =~ DESCRIPTION PLATFORM POLICY STATUS MAINTENAN... SEND POLICY SUCCESSFUL
v Computers (1)
i ec2-52-42-110-116.us-... This computer is a demonstrati... Amazon Linu... Demo @ Managed (Online) N/A November 27,2019 21:42

20. In the pop-up window, select the security module that you triggered, then navigate to the

Events page of that module.

21. Ifthe event hasn't appeared, click Get Events. Double-click the event for more information.

@ app.deepsecurity.trendmicro.com/Computerkditor.screen?host|D=1#com.trendmicro.ds.network--DeepPacketInspection.screen?hostiD=1

Computer: ec2-52-42-110-116.us-west-2.compute.amazonaws.com

B Overview General  Advanced Intrusion Prevention Events
€ Anti-Malware
Intrusion Prevention Events Al ~ No Grouping ¥ Q Search this page -
@ Web Reputation
@ Firewall Period:  Last Hour -
6 Intrusion Prevention - — - = C
Computers: | Computer ec2-52-42 6.us-west-2.co e
@ Integrity Monitoring
B Export ~ R Auto-Tagging... [ Columns...
@ Log Inspection
Application @il TIME ~ COMPUTER REASON TAG(S) APPLICATION TYPE ACTION RAM
X [I:‘ November 29, 2019 14:28:42 ec2-52-42-11... 1000552 - Generic Cro... Web Application Com... Reset 100

@ Container Control

IL! November 29,2019 14:28:42 ec2-52-42-11... 1000552 - Generic Cro... Web Application Com... Log 100
M Interfaces

IR November 29,2019 14:28:40 ec2-52-42-11... 1000552 - Generic Cro... Web Application Com... Reset 100
¥ Settings N _

I November 29,2019 14:28:40 ec2-52-42-11... 1000552 - Generic Cro... Web Application Com... Log 100
@ Updates Ej November 29, 2019 14:28:40 ec2-52-42-11... 1000552 - Generic Cro... Web Application Com... Log 100
3G Overrides

] )

Get Events
Close

Now you're ready to add an account of your own! For your next steps, see "Start protecting

computers" on the next page.
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Start protecting computers

If you haven't registered for a Deep Security as a Service account yet, you can sign up for a free
30 day trial account. Once your account is registered, you will need to:

1. "Add AWS EC2 instances to Deep Security" below, if they exist.

2. "Add Azure virtual machines to Deep Security" on the next page, if they exist.

3. "Add Google Cloud Platform (GCP) virtual machines to Deep Security" on the next page, if
they exist.

4. "Deploy Deep Security agents to your AWS EC2 instances or Azure virtual machines" on
the next page.

5. "Protect your instances with policies" on the next page

Tip: You can "Try the Deep Security demo" on page 127 to get familiar with the features of
Deep Security before you start deploying.

Add AWS EC2 instances to Deep Security

Modify your AWS security group to allow outbound traffic over port 443

If you have AWS security groups that restrict outbound traffic, you need to allow outbound
communication over port 443. To do so:

1. Log in to your Amazon Web Services Console and click EC2.

2. In the navigation pane, go to Network & Security > Security Groups.

3. On the Security Group page, select the security group associated with your instances and
edit the outbound rules for the group to allow traffic to all IPs over port 443.

Note: You can also further restrict outbound traffic to only allow access to the "Deep Security
as a Service IP addresses" on page 113 used by Deep Security Agents.

Add AWS EC2 instances

For details on how to add your AWS EC2 instances to Deep Security, see "About adding AWS
accounts" on page 171.
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Add Azure virtual machines to Deep Security

For instructions on how to add your Azure virtual machines to Deep Security, see "Add a
Microsoft Azure account to Deep Security" on page 187.

Add Google Cloud Platform (GCP) virtual machines to Deep Security

Forinstructions on how to add your GCP virtual machines to Deep Security, see "Add a Google
Cloud Platform account" on page 199.

Deploy Deep Security agents to your AWS EC2 instances or Azure
virtual machines

Once you've added your AWS EC2 instances or Azure virtual machines to Deep Security, you
need to install the Deep Security Agent on each instance to start protecting it. You can either
"Use deployment scripts to add and protect computers"” on page 1013 (recommended) or "Install
the agent” on page 146.

Protect your instances with policies

Once you've installed the Deep Security Agent on your instances, you need to create policies
and assign them to your instances to start protecting them.

Check digital signatures on software packages

Before you install Deep Security, you should check the digital signature on the software ZIP
packages and installer files. A correct digital signature indicates that the software is authentically
from Trend Micro and hasn't been corrupted or tampered with.

You should:
« "Check the signature on software ZIP packages" on the next page

« "Check the signature on installer files (EXE, MSI, RPM or DEB files)" on page 139

You can also validate the software's checksums, as well as the security updates' and Deep
Security Agent modules' digital signature. See "How Deep Security validates update integrity"
on page 952 and Linux Secure Boot support for agents.
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Check the signature on software ZIP packages

The Deep Security Agent and online help are made available in ZIP packages. These packages
are digitally signed. You can check the digital signature on the ZIP file in the following ways:

By exporting the ZIP from the manager

Export a ZIP file following the instructions in "Export the agent installer" on page 145.

On export, the manager checks the digital signature on the ZIP file. If the signature is
good, the manager allows the export to proceed. If the signature is bad, or doesn't exist,
the manager disallows the action, deletes the ZIP, and logs an event.

By viewing the ZIP's properties file

Log in to Deep Security as a Service.

Click Administration at the top.

On the left, expand Updates > Software > Local.

Find the ZIP package whose digital signature you want to check and double-click
it.

5. The Properties page for the ZIP file opens, and the manager checks the digital
signature. If the signature is good, you'll see a green check mark in the Signature
field. (See image below.) If the signature is bad, or doesn't exist, the manager
deletes the ZIP and logs an event.

N
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General Information
Name: Agent-Windows-12.5.0-713.i386.zip
Platform: Microsoft Windows (32 bit)
Version: 12.5.0.713

Signature: & Signed By Trend Micro, Inc.

C1:7F:D9:DF:1A:BE:48:DF:D2:A4:9F:2F:E6:37:71:76:5
2:FA:AT:FB

Fingerprint:
Imported: March 19, 2020 15:51

Notes:

By using jarsigner

Use the jarsigner Java utility to check a signature on a ZIP when you can't check it
through the manager. For example, let's say you obtained an agent ZIP package from a
non-manager source, such as the Deep Security Software page, and then wanted to
install the agent manually. In this scenario, you'd use the jarsigner utility since the
manager is not involved.

To check a signature using jarsigner:
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1. Install the latest Java Development Kit on your computer.
2. Download the ZIP.
3. Use the jarsigner utility within the JDK to check the signature. The command is:

jarsigner -verify -verbose -certs -strict <ZIP file>

Example:

jarsigner -verify -verbose -certs -strict Agent-RedHat EL7-
11.2.0-124.x86_64.zip

4. Read any errors as well as the content of the certificate to determine if the
signature can be trusted.

Check the signature on installer files (EXE, MSI, RPM or DEB
files)

The installers for the Deep Security Agent and Deep Security Notifier are digitally signed using
RSA. The installer is an EXE or MSI file on Windows, an RPM file on Linux operating systems
(Amazon, CloudLinux, Oracle, Red Hat, and SUSE), or a DEB file on Debian and Ubuntu.

Note: The instructions below describe how to check a digital signature manually on an
installer file. If you'd like to automate this check, you can include it in your agent deployment
scripts. For more on deployment scripts, see "Use deployment scripts to add and protect
computers" on page 1013.

Follow the instructions that correspond to the type of installer file you want to check.

« "Check the signature on an EXE or MSl file" below
« "Check the signature on an RPM file" on the next page

« "Check the signature on a DEB file" on page 142

Check the signature on an EXE or MSl file

1. Right-click the EXE or MSI file and select Properties.
2. Click the Digital Signatures tab to check the signature.
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Check the signhature on an RPM file

First, install GhuPG

Install GnuPG on the agent computer where you intend to check the signature, ifitis not
already installed. This utility includes the GPG command-line tool, which you'll need in
order to import the signing key and check the digital signature.

Note: GnuPG is installed by default on most Linux distributions.

Next, import the signing key

1.

Look for the 3trend public.asc file in the root folder of the agent's ZIP file. The
ASC file contains a GPG public signing key that you can use to verify the digital
signature.

(Optional) Verify the SHA-256 hash digest of the ASC file using any hashing
utility. The hash is:

c59caa8l0a9dc9fdecdf5dcd4e3dlc8an6342932calc9573745ec9£1a82c118d7

On the agent computer where you intend to check the signature, import the ASC
file. Use this command:

Note: Commands are case-sensitive.

gpg --import 3trend public.asc
The following messages appear:

gpg: directory ' /home/build/.gnupg' created

gpg: new configuration file ~/home/build/.gnupg/gpg.conf’

created

gpg: WARNING: options in ~/home/build/.gnupg/gpg.conf' are not
yet active during this run

gpg: keyring ' /home/build/.gnupg/secring.gpg' created
gpg: keyring " /home/build/.gnupg/pubring.gpg' created

gpg: /home/build/.gnupg/trustdb.gpg: trustdb created
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gpg: key E1051CBD: public key "Trend Micro (trend linux sign)
<alloftrendetscodesign@trendmicro.com>" imported

gpg: Total number processed: 1
gpg: imported: 1 (RSA: 1)
4. Export the GPG public signing key from the ASC file
gpg --export -a 'Trend Micro' > RPM-GPG-KEY-CodeSign
5. Import the GPG public signing key to the RPM database:
sudo rpm --import RPM-GPG-KEY-CodeSign
6. Verify thatthe GPG public signing key has been imported:
rpm -ga gpg-pubkey*
7. The fingerprints of imported GPG public keys appear. The Trend Micro one is:
gpg-pubkey-el1051cbd-5b59ac99

The signing key has now been imported and can be used to check the digital
signature on the agent RPM file.

Finally, verify the signature on the RPM file

Tip: Instead of checking the signature on the RPM file manually, as described below,
you can have a deployment script do it. See "Use deployment scripts to add and
protect computers" on page 1013 for details.
Use this command:
rpm -K Agent-PGPCore-<0OS agent version>.rpm
Example:

rpm -K Agent-PGPCore-RedHat EL7-11.0.0-950.x86 64.rpm

Make sure you run the above command on the Agent-PGPCore-<...>.rpn file.
(Running iton Agent-Core-<...>.rpm does notwork.) If you cannot find the Agent-
PGPCore-<...>.rpm file in the agent ZIP, you'll need to use a newer ZIP, specifically:
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« Deep Security Agent 11.0 Update 15 or a later update

or

o Deep Security Agent 12 Update 2 or later

or
« Deep Security Agent 20 or later

If the signature verification is successful, the following message appears:

Agent-PGPCore-RedHat EL7-11.0.0-950.x86 64.rpm: rsa shal (md5) pgp
md5 OK

Check the signature on a DEB file

First, install the dpkg-sig utility

Install dpkg-sig on the agent computer where you intend to check the signature, ifitis
not already installed. This utility includes the GPG command-line tool, which you'll need
in order to import the signing key and check the digital signature.

Next, import the signing key

1. Look forthe 3trend public.asc file in the root folder of the agent's ZIP file. The
ASC file contains a GPG public signing key that you can use to verify the digital

signature.
2. (Optional) Verify the SHA-256 hash digest of the ASC file using any hashing

utility. The hash is:

c59caa8l10a9dc9fdecdf5dcd4e3dlcB8an6342932calc9573745ec9£1a82c118d7

3. On the agent computer where you intend to check the signature, import the ASC
file to the GPG keyring. Use this command:

gpg --import 3trend public.asc

The following message appears:
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gpg: key E1051CBD: public key "Trend Micro (trend linux sign)
<alloftrendetscodesign@trendmicro.com>" imported

gpg: Total number processed: 1
gpg: imported: 1 (RSA: 1)
4. (Optional) Display the Trend Micro key information. Use this command:
gpg --list-keys
A message similar to the following appears:

/home/user01/.gnupg/pubring.gpg

pub 2048R/E1051CBD 2018-07-26 [expires: 2021-07-25]

uid Trend Micro (trend linux sign)

<alloftrendetscodesign@trendmicro.com>

sub 2048R/202C302E 2018-07-26 [expires: 2021-07-25]

Finally, verify the signature on the DEB file

Tip: Instead of verifying the signature on the DEB file manually, as described below,
you can have a deployment script do it. See "Use deployment scripts to add and
protect computers" on page 1013 for details.

Enter this command:

dpkg-sig --verify <agent deb file>

where <agent deb file> is the name and path of the agent DEB file. For example:
dpkg-sig --verify Agent-Core-Ubuntu 16.04-12.0.0-563.x86 64.deb

A processing message appears:

Processing Agent-Core-Ubuntu 16.04-12.0.0-563.x86 64.deb...

If the signature is verified successfully, the following message appears:
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GOODSIG gpgbuilder CF5EBBC17D8178A7776C1D365B09AD42E1051CBD
1568153778

Deploy Deep Security Relay

A Deep Security Relay is an agent that is configured to redistribute Deep Security software and
security updates to other agents. This helps your deployment scale.

Relays are already deployed inside the Deep Security as a Service environment, ready for use.
To begin using these relays, simply verify that your computers can connect to the Deep Security
as a Service listening port number.

Note: Under special circumstances, you may need to deploy additional relays in your own
environment. For details, see "Deploy additional relays" on page 816.

Deploy Deep Security Agent

Get Deep Security Agent software

In this topic:

« "View a list of available agent software" below
. "Export the agent installer" on the next page
« "Solaris-version-to-agent-package mapping table" on the next page

« "AlX agent package naming format" on page 146

View a list of available agent software

To view a list of all available software:

1. In Deep Security as a Service, go to Administration > Updates > Software > Local. All
available software appears.

2. (Optional) Organize the list of software by version or platform (OS) by selecting Version or
Platform from the drop-down list at the top.
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Export the agent installer

You can download the agent installer from Deep Security Manager.

1. In Deep Security Manager, go to Administration > Updates > Software > Local.
2. Select your agent from the list.

Note: If you're looking for a Solaris agent, see "Solaris-version-to-agent-package
mapping table" below for information on which agent to choose.

3. Click Export > Export Installer.

The manager then checks the digital signature on the software package. If the signature is
good, the export proceeds.

4. Save the agentinstaller. If you will install the agent manually, save it on the computer
where you want to install Deep Security Agent.

Tip: To install Deep Security Agent, only use the exported agent installer (the .msi, .rpm, .pkg,
.p5Sp, or .bff file depending on the platform) notthe full agent ZIP package. If you run the agent
installer from the same folder that holds the other zipped agent components, all protection
modules will be installed, even if you haven't enabled them on the computer. This consumes
extra disk space. (For comparison, if you use the .msi, .rpm, .pkg, .p5p, or .bff file, the agent will
download and install protection modules only if your configuration requires them.)

Tip: Installing an agent, activating it, and applying protection with a security policy can be
done using a command line script. For more information, see "Use deployment scripts to add
and protect computers" on page 1013.

Tip: You can generate deployment scripts to automate the agent installation using the Deep
Security API. For more information, see Generate an agent deployment script.

Solaris-version-to-agent-package mapping table

If you're not sure which agent package to pick when exporting the agent, review the mapping
table below.

Solaris-version-to-agent-package mapping table
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If you're installing the agent on... Choose this agent package...

Solaris 10 Updates 4-6 (64-bit, SPARC or  Agent-Solaris_5.10_U5-xx.x.x-
x86) Xxx.<sparc|.x86_64>.zip

Solaris 10 Updates 7-11 (64-bit, SPARC or = Agent-Solaris_5.10_U7-xx.x.x-
x86) Xxx.<sparc|.x86_64>.zip

Solaris 11.0 (1111)-11.3 (64-bit, SPARC or = Agent-Solaris_5.11-xx.x.x-xxx.<sparc|.x86_
x86) 64>.zip

Solaris 11.4 (64-bit, SPARC or x86) Q)?Xezéfaorf‘lr;%—ggl;gi“p‘xx'x'x'

e xx.x.x.xxx IS the build number of the agent. For example: 12.0.0-682

e <sparc|.x86 64>isoneof sparcor.x86 64, depending on the Solaris processor.

AlX agent package naming format

The naming format is different depending on the agent version:

« Deep Security Agent 12 for AIX: Agent-AIX-<agent release>-<agent
build>.powerpc.zip. Example: Agent-AIX-12.0.0-1234.powerpc.zip.

« Deep Security Agent 9.0 for AIX: Agent-AIX <AIX version>-<agent release>-
<build>.powerpc.bff.gz.zip. ExXample: Agent-AIX 5.3-9.0.0-
5625.powerpc.bff.gz.zip.

For details on which agent you'll need for the version of AlIX you're using, see "Deep Security
Agent platforms" on page 80.

Install the agent

Topics:

« "Install the agent manually" on the next page
« "Install the agent using other methods" on page 152

» "Post-installation tasks" on page 152
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Install the agent manually

Before you begin, make sure you have:

1. Reviewed the agent's system requirements. See "Deep Security Agent requirements" on
page 105.

2. Allowed inbound and outbound communication to and from the agent on the appropriate
port numbers. See "Deep Security port numbers" on page 107.

3. Exported the agent software from the manager. See "Export the agent installer" on
page 145.

Next, install the agent. Follow the instructions for your platform.
Install the agent on Windows

1. Copy the agent ZIP to the computer and extract it.

2. Double-click the installation file (.MSl file) to run the installer package.

Note: On Windows Server 2012 R2 Server Core, launch the installer using this
command instead: msiexec /i Agent-Core-Windows-12.x-xxxx.x86

64 .msi

w

At the Welcome screen, click Next to begin the installation.

4. End-User License Agreement: If you agree to the terms of the license agreement,
select | accept the terms of the license agreement and click Next.

5. Destination Folder: Select the location where you would like Deep Security Agent
to be installed and click Next.

6. Ready to install Trend Micro Deep Security Agent: Click Install to proceed with
the installation.

7. Completed: when the installation has completed successfully, click Finish.

The Deep Security Agentis now installed and running on this computer, and will start
every time the machine boots.

Note: When installing the agent on Windows 2012 Server Core, the notifier will not be
included.
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Note: During an install, network interfaces will be suspended for a few seconds
before being restored. If you are using DHCP, a new request will be generated,
potentially resulting in a new IP address for the restored connection.

Installation on Amazon WorkSpaces

« If you are unable to install Deep Security Agent .msi file due to error code ‘2503’

then you must do one of the following:
« Edit your C:\Windows\Temp folder and allow the write permission for your

user
OR

o Open the command prompt as an administrator and run the .msi file

Note: Amazon has fixed this issue for newly-deployed Amazon WorkSpaces.

Installation on Windows 2012 Server Core

« Deep Security does not support switching the Windows 2012 server mode
between Server Core and Full (GUI) modes after the Deep Security Agent is
installed.

« Ifyou are using Server Core mode in a Hyper-V environment, you will need to use
Hyper-V Manager to remotely manage the Server Core computer from another
computer. When the Server Core computer has the Deep Security Agent installed
and Firewall enabled, the Firewall will block the remote management connection.
To manage the Server Core computer remotely, turn off the Firewall module.

« Hyper-V provides a migration function used to move a guest VM from one Hyper-V
server to another. The Deep Security Firewall module will block the connection
between Hyper-V servers, so you will need to turn off the Firewall module to use
the migration function.

Install the agent on Red Hat, SUSE, Oracle Linux, or Cloud Linux

1. Copy the agent ZIP to the computer and extract it.
2. Install the agent.

# sudo rpm -i <package name>
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Preparing... #########444HH4444HH44444H4444HHF4EH#HF4E#4 [100%]
l:ds _agent ###########4#HHHH#FHHAHHH#SHHAHSFHSHREHSHS [100%]
Loading ds filter im module version ELx.x [ OK ]

Starting ds agent: [ OK ]

The Deep Security Agent will start automatically upon installation.

Install the agent on Ubuntu or Debian

1. Copy the agent ZIP to the computer and extract it.
2. Install the agent.
sudo dpkg -i <installer deb file>
To start, stop, or reset the agent:
Using SysV init scripts:

o Start:: /etc/init.d/ds_agent start

Stop: /etc/init.d/ds_agent stop

o Reset: /etc/init.d/ds agent reset

Restart: /etc/init.d/ds_agent restart

Display status: svcs -a | grep ds agent

Using systemd commands:
o Start: systemctl start ds agent
o Stop: systemctl stop ds_agent
o Restart: systemctl restart ds agent
o Display status: systemctl status ds agent

Install the agent on Solaris

Note: The Deep Security Agent installation is only supported in the global zone.
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Solaris requires the following libraries to be installed to support Deep Security Agent:

Solaris 10: SUNWgccruntime

Solaris 11.0 - 11.3: gcc-45-runtime

Solaris 11.4: none; gcc-c-runtime version 7.3 is installed by default

1. Copy the agent installer package to the computer where you want to install the

2.
3.

agent.
Unzip the ZIP file.
Unzip the GZ file.

gunzip <agent GZ file>

The agentinstaller file (P5P or PKG) is now available.

Install the agent. Some examples of installation commands are provided below.
Alter the commands to suit your Solaris version, Solaris zone, Solaris processor,
and Deep Security agent package name.

« On Solaris 11, with one zone, run the following command in the global zone:

x86: pkg install -g file:///mnt/Agent-Solaris 5.11-xXX.X.xX-
xxxx.x86 64/Agent-Core-Solaris 5.11-xx.x.x-xxxxX.x86 64.p5p
pkg:/security/ds-agent

SPARC: pkg install -g file:///mnt/Agent-Solaris 5.11-xx.x.X-
xxxx.sparc/Agent-Core-Solaris 5.11-xX.X.X-XXXX.sparc.p5p

pkg:/security/ds-agent

On Solaris 11, with multiple zones, run the following command in the global
zone:

mkdir <path>

pkgrepo create <path>

pkgrecv -s file://<path to agent p5p file> -d <path> '*'
pkg set-publisher -g <path> trendmicro

pkg install pkg://trendmicro/security/ds-agent

pkg unset-publisher trendmicro
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rm -rf <path>
e On Solaris 10, run one of these commands:

x86: pkgadd -G -d Agent-Core-Solaris 5.10 Ux-xx.X.X-XXX.x86
64 .pkg

SPARC: pkgadd -G -d Agent-Core-Solaris 5.10 Ux-XX.X.x-
XXX .sparc.pkg

To start, stop, or reset the agent:

o Start: svcadm enable ds agent
o Stop: svcadm disable ds agent

Reset: /opt/ds_agent/dsa control -r

Restart: svcadm restart ds agent

Display status: svcs -a | grep ds agent

To uninstall the agent on Solaris 11:
pkg uninstall pkg:/security/ds-agent
To uninstall the agent on Solaris 10:

pkgrm -v ds-agent

Install the agent on AIX

1. Copy the agent ZIP to the computer and extract it. A GZ file becomes available.

2. Move the GZ file to another location.

3. Extract the GZ file using gunzip. A BFF file becomes available. This is the installer
file.

4. Copy the BFF file to the AIX computer.

5. Place the BFF file in a temporary folder such as /tmp.

6. Install the agent.

/tmp> installp -a -d /tmp/<agent BFF file name> ds_ agent

where <agent BFF file name> is replaced with the name of the BFF installer
file you extracted.
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To start, stop, load, or unload the driver for the agent:

o Start: startsrc -s ds_agent
o Stop: stopsrc -s ds_agent
o Loadthedriver: /opt/ds agent/ds fctrl load

« Unload the driver: /opt/ds agent/ds fctrl unload

Install the agent using other methods

If you don't want to install the agent manually, you can use one of the methods described below.

« Deployment scripts: Generate deployment scripts within the manager and use them to
install the agent. For details, see "Use deployment scripts to add and protect computers"
on page 1013

« Deep Security API: Use the API to generate deployment scripts to automate the
installation of the agent on a computer. See Use Scripts to Deploy Deep Security Manager
and Agent on the Deep Security Automation Center.

o SCCM: Use Microsoft System Center Configuration Manager (SCCM) to install an agent,
activate it, and apply a policy. To use SCCM, go to Administration > System Settings >
Agents and enable agent-initiated activation.

. Template: Include the agentin your VM template. See "Install the agent on an AMI or
WorkSpace bundle" on page 158 and "Install the agent on Azure VMs" on page 161.

Post-installation tasks

After you install the agent, you must perform the following post-installation tasks, if they were not
already completed as part of the installation process:

« "Activate the agent" on page 164
« "Assign a policy to a computer" on page 215

Install the agent on Amazon EC2 and WorkSpaces

Note: The Deep Security Agent only supports Amazon WorkSpaces Windows desktops—it
does not support Linux desktops.
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Read this page if you want to protect existing Amazon EC2 instances and Amazon WorkSpaces
with Deep Security.

If instead you want to:

« launch new Amazon EC2 instances and Amazon WorkSpaces with the agent 'baked in',
see "Install the agent on an AMI or WorkSpace bundle" on page 158.

« protect Amazon WorkSpaces after already protecting your Amazon EC2 instances, see
instead "Protect Amazon WorkSpaces if you already added your AWS account” on
page 178.

To protect your existing Amazon EC2 instances and Amazon WorkSpaces with Deep Security,
follow these steps:

"Add your AWS accounts to Deep Security Manager" below

"Configure the activation type" on the next page

"Open ports" on page 155

"Deploy agents to your Amazon EC2 instances and WorkSpaces" on page 155
"Verify that the agent was installed and activated properly" on page 156
"Assign a policy" on page 157

ook wN =

Add your AWS accounts to Deep Security Manager

You'll need to add your AWS account or accounts to Deep Security Manager. These AWS
accounts contain the Amazon EC2 instances and Amazon WorkSpaces that you want to protect
with Deep Security.

See "About adding AWS accounts" on page 171 for details.
After adding your AWS accounts:

« your existing Amazon EC2 instances and Amazon WorkSpaces appear in Deep Security
Manager. If no agent is installed on them, they appear with a Status of Unmanaged
(Unknown) and a grey dot next to them. If an agent was already installed, they appear with
a Status of Managed (Online) and green dot next to them.

« any new Amazon EC2 instances or Amazon WorkSpaces that you launch through AWS
under this AWS account are auto-detected by Deep Security Manager and displayed in the
list of computers.
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Configure the activation type

‘Activation’ is the process of registering an agent with a manager. You'll need to indicate whether
you'll allow agent-initiated activation. If not, only manager-initiated activation is allowed.

abrwd =

Log in to Deep Security Manager.

Click Administration at the top.

On the left, click System Settings.

In the main pane, make sure the Agents tab is selected.

Select or deselect Allow Agent-Initiated Activation, noting that:

« Agent-initiated activation does not require you to open up inbound ports to your

Amazon EC2 instances or Amazon WorkSpaces, while manager-initiated activation
does.

« If agent-initiated activation is enabled, manager-initiated activation continues to work.

If you selected Allow Agent-Initiated Activation, also select Reactivate cloned Agents,
and Enable Reactivate unknown Agents. See "Agent settings" on page 863 for more
information.

Click Save.

If you're using Amazon WorkSpaces, and you didn'tallow agent-initiated activation,
manually assign an elastic IP address to each WorkSpace now, before proceeding with
further steps on this page. This gives each Amazon WorkSpace a public IP that can be
contacted by other computers. This is not required for EC2 instances because they already
use public IP addresses.

£ SETDETTT System Settings

Scheduled Tasks

Tenants  Agents  Alerts  Contexts EventForwarding ~Ranking ~ SystemEvents  Security =~ Updates ~ SmartFeedback ~ Connected ThreatDefense ~ SMTP  Storage  Proxies Advanced

Hostnames

O Update the "Hostname" entry i an IP is used as a hostname and a change in IP is detected on puter after i ordiscovery

Agent-Initiated Activation

@ Allow Agent-Initiated Activation

@ For Any Computers

© " For Existing Computers

©  For Gomputers on the following IP List None

> 3 dentity Providers
@& System Information Re-activate the existing Computer -

v @ Updates

v & Secutty

= Rules

Data Privacy
s Patierns

O Allow packet data capture on encrypted traffic (SSL)
v @ Software
® oownload center Agentless vCloud Protection

B tocal

@ Relay Groups

[ Allow Appliance protection of vCloud VMs
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Open ports

You'll need to make sure that the necessary ports are open to your Amazon EC2 instances or
Amazon WorkSpaces.

To open ports:

1. Open ports to your Amazon EC2 instances, as follows:
a. Log into your Amazon Web Services Console.
b. Go to EC2 > Network & Security > Security Groups.
c. Select the security group that is associated with your EC2 instances, then select
Actions > Edit outbound rules.
d. Open the necessary ports. See "Which ports should be opened?" below below.
2. Open ports to your Amazon WorkSpaces, as follows:
a. Go to the firewall software that is protecting your Amazon WorkSpaces, and open the
ports listed above.

You have now opened the necessary ports so that Deep Security Agent and Deep Security
Manager can communicate.

Which ports should be opened?
Generally-speaking:

« agent-to-manager communication requires you to open the outbound TCP port (443 or 80,
by default)

« Manager-to-agent communication requires you to open an inbound TCP port (4118).
More specifically:

. Ifyou enabled Allow Agent-Initiated Activation, you'll need to open the outbound TCP
port (443 or 80, by default)

. Ifyou disabled Allow Agent-Initiated Activation, you'll need to open the inbound TCP port
of4118.

Deploy agents to your Amazon EC2 instances and WorkSpaces

You'll need to deploy agents onto your Amazon EC2 instances and Amazon WorkSpaces.
Below are a couple of options.
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« Option 1: Use a deployment script to install, activate, and assign a policy

Use Option 1 if you need to deploy agents to many Amazon EC2 instances and Amazon
WorkSpaces.

With this option, you must run a deployment script on the Amazon EC2 instances or

Amazon WorkSpaces. The script installs and activates the agent and then assigns a
policy. See "Use deployment scripts to add and protect computers" on page 1013 for
details.

OR
« Option 2: Manually install and activate

Use Option 2 if you only need to deploy agents to a few EC2 instances and Amazon
WorkSpaces.

a. Getthe Deep Security Agent software, copy it to the Amazon EC2 instance or Amazon
WorkSpace, and then install it. For details, see "Get Deep Security Agent software" on
page 144, and "Install the agent" on page 146.

b. Activate the agent. You can do so on the agent (if agent-initiated activation was
enabled) or on the Deep Security Manager. For details, see "Activate the agent" on
page 164

You have now installed and activated Deep Security Agent on an Amazon EC2 instance or
Amazon WorkSpace. A policy may or may not have been assigned, depending on the option
you chose. If you chose Option 1 (you used a deployment script), a policy was assigned to the
agent during activation. If you chose Option 2 (you manually installed and activated the agent),
then no policy has been assigned, and you will need to assign one following the instructions
further down on this page.

Verify that the agent was installed and activated properly

You should verify that your agent was installed and activated properly.

1. Log in to Deep Security Manager.

2. Click Computers at the top.

3. On the navigation pane on the left, make sure your Amazon EC2 instance or Amazon
WorkSpace appears under Computers > your AWS_account> your_region . (Look for
WorkSpaces in a WorkSpaces sub-node.)
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4. In the main pane, make sure your Amazon EC2 instances or Amazon WorkSpaces appear
with a Status of Managed (Online) and a green dot next to them.

Assign a policy

Skip this step if you ran a deployment script to install and activate the agent. The script already
assigned a policy so no further action is required.

If you installed and activated the agent manually, you must assign a policy to the agent.
Assigning the policy sends the necessary protection modules to the agent so that your computer
is protected.

To assign a policy, see "Assign a policy to a computer" on page 215.

After assigning a policy, your Amazon EC2 instance or Amazon WorkSpace is now protected.
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Install the agent on an AMI or WorkSpace bundle

Read this page if you want to launch new Amazon EC2 instances and Amazon WorkSpaces
with the agent 'baked in'.

If instead you want to:

« protect existing Amazon EC2 instances and Amazon WorkSpaces with Deep Security, see
"Install the agent on Amazon EC2 and WorkSpaces" on page 152.

« protect Amazon WorkSpaces after already protecting your Amazon EC2 instances, see
instead "Protect Amazon WorkSpaces if you already added your AWS account" on
page 178.

'Baking the agent' is the process of launching an EC2 instance based on a public AMI, installing
the agent on it, and then saving this custom EC2 image as an AMI. This AMI (with the agent
'baked in') can then be selected when launching new Amazon EC2 instances.

Similarly, if you want to deploy the Deep Security Agent on multiple Amazon WorkSpaces, you
can create a custom '"WorkSpace bundle' that includes the agent. The custom bundle can then
be selected when launching new Amazon WorkSpaces.

To bake an AMI and create a custom WorkSpace bundle with a pre-installed and pre-activated
agent, follow these steps:

"Add your AWS account to Deep Security Manager" below

"Configure the activation type" on the next page

"Launch a 'master' Amazon EC2 instance or Amazon WorkSpace" on the next page
"Deploy an agent on the master" on the next page

"Verify that the agent was installed and activated properly" on the next page
"(Recommended) Set up policy auto-assignment" on page 160

"Create an AMI or custom WorkSpace bundle based on the master" on page 161
"Use the AMI" on page 161

NSO R N =

Add your AWS account to Deep Security Manager

You'll need to add your AWS accounts to Deep Security Manager. These are the AWS accounts
that will contain the Amazon EC2 instances and Amazon WorkSpaces that you want to protect.

See "About adding AWS accounts" on page 171 for details.
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Configure the activation type

You'll need to indicate whether you'll allow agent-initiated activation.

See "Install the agent on Amazon EC2 and WorkSpaces" on page 152 > "Configure the
activation type" on page 154 for instructions.

Launch a 'master' Amazon EC2 instance or Amazon WorkSpace

You'll need to launch a 'master' Amazon EC2 instance or Amazon WorkSpace. The master
instance is the basis for the EC2 AMI or WorkSpace bundle that you will create later.

1. In AWS, launch an Amazon EC2 instance or Amazon WorkSpace. See the Amazon EC2
documentation and Amazon WorkSpaces documentation for details.
2. Call the instance 'master'.

Deploy an agent on the master

You'll need to install and activate the agent on the master. During this process, you can
optionally install a policy.

See "Install the agent on Amazon EC2 and WorkSpaces" on page 152 > "Deploy agents to your
Amazon EC2 instances and WorkSpaces" on page 155 for instructions.

Tip: Ideally, if you bake the agent into your AMI or workspace bundle and then want to use a
newer agent later on, you should update the bundle to include the new agent. However, if
that's not possible, you can use the Automatically upgrade agents on activation setting so
when the agent in the AMI or bundle activates itself, Deep Security Manager can automatically
upgrade the agent to the latest version. For details, see "Automatically upgrade agents on
activation" on page 853.

Verify that the agent was installed and activated properly

You should verify that the agent was installed and activated properly on the master before
proceeding.

See "Install the agent on Amazon EC2 and WorkSpaces" on page 152 > "Verify that the agent
was installed and activated properly" on page 156 for instructions.
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(Recommended) Set up policy auto-assignment

You may need to set up policy auto-assignment depending on how you deployed the agent on
the master:

« If you used a deployment script, then a policy has already been assigned, and no further
action is required.

« If you manually installed and activated the agent, no policy was assigned to the agent, and
one should be assigned now so that the master is protected. The Amazon EC2 instances
and Amazon WorkSpaces that are launched based on the master will also be protected.

If you want to assign a policy to the master, as well as auto-assign a policy to future EC2
instances and WorkSpaces that are launched using the master, follow these instructions:

1. In Deep Security Manager, create an event-based task with these parameters:
« Setthe Event to Agent-Initiated Activation.

« Set Assign Policy to the policy you want to assign.

« (Optional) Set a condition to Cloud Instance Metadata, with
. atagKey of EC2 and a tagValue.* of True (for an EC2 instance)
OR

. atagKey of WorkSpaces and a tagValue.* of True (for WorkSpaces)

The above event-based task says:

When an agent is activated, assign the specified policy, on condition that EC2=t rue
orworkSpaces=true exists in the Amazon ECZ2 instance or WorkSpace.

If that key/value pair does not exist in the EC2 instance or WorkSpace, then the policy
is not assigned (but the agent is still activated). If you do not specify a condition, then
the policy is assigned on activation unconditionally.

For details on creating event-based tasks, see "Automatically assign policies by AWS
instance tags" on page 1024.

2. Ifyou added a key/value pair in Deep Security Manager in the previous step, do the
following:

a. Goto AWS.

b. Find your master EC2 instance or WorkSpace.

c. Add tags to the master with a Key of EC2 or WorkSpaces and a Value of True.
For details, see this Amazon EC2 documentation on tagging, and this Amazon
WorkSpace documentation on tagging.
You have now set up policy auto-assignment. New Amazon EC2 instances and
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Amazon WorkSpaces that are launched using the master are activated automatically
(since the agent is pre-activated on the master), and then auto-assigned a policy
through the event-based task.

3. On the master EC2 instance or WorkSpace, reactivate the agent by re-running the
activation command on the agent, or by clicking the Reactivate button in Deep Security
Manager. For details, see "Activate the agent" on page 164
The re-activation causes the event-based task to assign the policy to the master. The
master is now protected.

You are now ready to bake your AMI or create a custom WorkSpace bundle.

Create an AMI or custom WorkSpace bundle based on the master

o To create an AMI on Linux, see this Amazon documentation.

o To create an AMI on Windows, see this Amazon documentation.

« To create a custom WorkSpace bundle, see this Amazon documentation.

You now have an AMI or WorkSpace bundle that includes a pre-installed and pre-activated
agent.

Use the AMI

Now that you have a custom AMI or WorkSpace bundle, you can use it as the basis for future
Amazon EC2 instances and Amazon WorkSpaces. With the custom AMI or bundle, Deep
Security Agent starts up automatically, activates itself, and applies the protection policy assigned
to it. It appears in Deep Security Manager with a Status of Managed and a green dot next to it.

Install the agent on Azure VMs

To install the agent on VM instances running in the Microsoft Azure cloud, you need to deploy
Deep Security Agents to them. You can do this in multiple ways:

« You can generate Deep Security deployment scripts for automatically deploying agents
using deployment tools such as RightScale, Chef, Puppet, and SSH. For more information
on how to do so, see "Use deployment scripts to add and protect computers" on
page 1013.

« You can add a custom script extension to an existing virtual machine to deploy and
activate the Deep Security Agent. To do this, navigate to your existing virtual machine in
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the Azure management portal and follow the steps below to upload and execute the
deployment script on your Azure VM.

To add a custom script extension to an existing virtual machine:

. Log in to the Azure portal.

Switch to the preview portal, and then click the virtual machine that you want to add the
custom script to.

In the Settings blade, click Extensions, in the Extensions blade, click Add extension, in the
New Resource blade, select Custom Script, and then click Create.

In the Add Extension blade under Script File (required), click upload, select the saved

.ps1 deployment script, and then click OK.

Script File (required)

| deploymentscript.ps1 | D

deploymentscript.psi done

Install the agent on Google Cloud Platform VMs

Read this page if you want to protect existing Google Cloud Platform (GCP) VM instances with
Deep Security.

To protect your existing GCP VMs:

1.

Add a GCP service account to Deep Security as a Service. For instructions, see "Add a
Google Cloud Platform account" on page 199.

Configure agent-initiated activation (AlA). For instructions, see "Activate and protect agents
using agent-initiated activation and communication" on page 852.

Open ports so that Deep Security components can access your GCP VMs and the GCP
API. For information on which ports to open, see "Port numbers, URLs, and IP addresses"
on page 106. For instructions on how to open ports, see this GCP webpage.

. Deploy agents to your GCP VMs. You must use Deep Security Agent 12 or later.

To deploy agents, you have two options:

Option Use if... Instructions
Option 1: You need to deploy many geeslobjri?ent
Use a deployment script to agents to your GCP VMs. scripts to add
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Option Useif...

install, activate, and assign a
policy to the agent

Option 2:
You only need to deploy a few
Manually install and activate the  ggents.

agent
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Option Useif... Instructions

"Activate
the agent"
below

5. Verify that the agent was installed and activated properly:
a. Loginto Deep Security Manager.
b. Click Computers at the top.
c. On the navigation pane on the left, make sure your GCP VM appears under
Computers > your GCP_service_account > your_GCP_project.
d. Inthe main pane, make sure your GCP VMs appear with a Status of Managed
(Online) and a green dot next to them.
6. Assign a policy if you installed and activated the agent manually. For instructions, see
"Assign a policy to a computer" on page 215. Assigning the policy sends the necessary
protection modules to the agent so that your computer is protected.

Note: Skip the policy assignment step if you ran a deployment script to install and
activate the agent. The script already assigned a policy so no further action is required.

After assigning a policy, your GCP VM is now protected.

Activate the agent

Tip: If you haven't already installed the agent, see "Use deployment scripts to add and protect
computers" on page 1013 or "Install the agent" on page 146 for instructions.

Before the installed agent can protect its computer or be converted to a relay, you must activate
the agent with Deep Security as a Service. Activation registers the agent with Deep Security as
a Service during an initial communication.

To do this, you can either:
« Activate the agent through a deployment script. See "Use deployment scripts to add and

protect computers" on page 1013 for details.

« Activate the agent from the computer where the agent is installed. Run this command:
dsa control -a dsm://agents.deepsecurity.trendmicro.com:443/
"tenantID:<tenant ID>" "token:<token>"

To find the appropriate values for <tenant 1ID>and <token>, in the Deep Security as a
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Service console, go to Support > Deployment Scripts, scroll to the end of the script that is
generated, and copy the tenantID and token values.

For details on this command, including additional parameters, see "Command-line basics"
on page 973.

« Activate the agent through an event-based task ("Computer Created (by System)" event) to
automatically activate computers when they connect to the manager or when the manager
syncs with an LDAP directory, cloud account, or vCenter. For more information, see
"Automatically perform tasks when a computer is added or changed (event-based tasks)"
on page 993.

Before activation, the agent will have one of these statuses:

« No Agent: Indicates one of the following situations:

« No agentis running or listening on the default port.

« An agentis installed and running but is working with another manager and
communications are configured as agent-initiated. In this case, the agent is not
listening for this manager. To correct this situation, deactivate the agent from the
computer.

« Activation Required: The agent is installed and listening, and is ready to be activated by
the manager.

. Reactivation Required: The agent s installed and listening and is waiting to be
reactivated by the manager.

. Deactivation Required: The agent is installed and listening, but has already been
activated by another manager.

« Unknown: The computer has been imported (as part of an imported Computers list) without
state information, or has been added by way of an LDAP directory discovery process.

After a successful activation, the agent state is Online. If the activation failed, the computer status
is Activation Failed with the reason for the failure in brackets. Click this link to display the system
event for more details on the reason for the activation failure.

Note: Although IPv6 traffic is supported by Deep Security 8.0 and earlier agents, it is blocked
by default. To allow IPv6 traffic on Deep Security 8.0 Agents, open a Computer or Policy
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editor' and go to Settings > Advanced > Advanced Network Engine Settings. Set the Block
IPv6 for 8.0 and Above Agents option to No.

Deactivate the agent

If you want to transfer control of a computer from one Deep Security Manager installation to
another, you must deactivate the agent with its current manager, and then re-activate it with the
new manager.

You can normally deactivate the agent from the Deep Security Manager that is currently
managing the agent. If the Deep Security Manager cannot communicate with the agent, you may
have to perform the deactivation manually. To run the commands below, you must have
administrator privileges on the local machine.

To deactivate the agent on Windows:

1. From a command line, change to the agent directory (Default is C:\Program Files\Trend
Micro\Deep Security Agent)
2. Run the following: dsa_control -r

To deactivate the agent on Linux:

1. Run the following: /opt/ds_agent/dsa_control -r

Start or stop the agent

To start or stop the agent on Windows:
o Start: sc start ds agent
o Stop: sc stop ds_agent
To start or stop the agent on Linux:
Using SysV init scripts:

o Start: /etc/init.d/ds_agent start

o Stop: /etc/init.d/ds_agent stop

1You can change these settings for a policy or for a specific computer. To change the settings for a policy, go to the Polices page and double-
click the policy that you want to edit (or select the policy and click Details). To change the settings for a computer, go to the Computers page

and double-click the computer that you want to edit (or select the computer and click Details).
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Using systemd commands:

o Start: systemctl start ds agent

° StOp: systemctl stop ds agent

User Guide

Add computers

About adding computers

The Computers page in Deep Security Manager enables you to manage and monitor the
computers you are protecting with Deep Security.

This page regularly refreshes itself to display the most current information. (You can modify the
refresh rate on a per-user basis. Go to Administration > User Management > Users and then
double-click on a user account to open its Properties window. On the Settings tab, in the
Refresh Rate section, modify the page refresh rate.)

Add computers to the manager

Note: After being installed on a computer, an agent must be activated by the Deep Security
Manager. During activation, the Deep Security Manager sends a fingerprint to the agent, after
which the agent accepts instructions only from a manager with that unique fingerprint.

You can add computers through the Computers page.

Group computers

Creating computer groups is useful from an organizational point of view and it speeds up the
process of applying and managing policies. Groups are displayed in the tree structure on the left
side of the Computers page. To create a new group, select the computer group under which you
want to create the new computer group and then click Add > Create Group(s).

To move a computer to a group, select the computer and click Actions > Move to Group. Keep in
mind that policies are applied at the computer level, not the computer group level. Moving a
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computer from one computer group to another has no effect on the policy assigned to that
computer.

To remove a group, right-click it and click Remove Group. You can only remove a computer
group if it contains no computers and has no sub-groups.

You can also "Group computers dynamically with smart folders" on page 922.

Export your computers list

You can click Export on the Computers page to export your computers list to an XML or CSV file.
Exporting is useful when you want to back up your computer information, integrate it with other
reporting systems, or to migrate computers to another Deep Security Manager. (If you export, you
do not have to re-discover and scan computers from the new manager.)

Note: The exported computers file does not include any assigned policies, firewall rules,
firewall stateful configurations or intrusion prevention rules. To export this configuration
information use the Policy export option in the Policies page.

Delete a computer

If you delete a computer (by selecting it and clicking Delete), all information pertaining to that
computer is deleted along with it. If you re-discover the computer, you will have to re-assign a
policy and whatever rules were assigned previously.

Add local network computers

Agent-initiated activation

If the Deep Security Manager cannot initiate communication with computers that you want to
protect (for example, if computers are on a different local network or are protected by a firewall),
then computers must initiate connections to the manager instead. This includes the connection
for agent activation. To use agent-initiated activation, you must install the Deep Security Agent
on the computer and then run a set of command-line instructions which tell the agent to
communicate with the Deep Security Manager. During the communication, the Deep Security
Manager activates the agent and can be further instructed to perform a number of other actions
such as assigning a security policy, making the computer a member of a computer group, and so
on.
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If you are going to add a large number of computers to the Deep Security Manager at one time,
you can use the command-line instructions to create scripts to automate the process. For more
information on agent-initiated activation, scripting, and command line options, see "Command-
line basics" on page 973.

Manually add a computer

You can manually add an individual computer by specifying its IP address or hostname.

1. Go to the Computers page and click Add > Add Computer in the toolbar to display the
New Computer wizard.

Enter the new computer's IP address or hostname.

Select a policy to assign to it from the list.

Select a relay group from which the new computer will download security updates.

5. Click Next to begin the search for the computer.

>N

If the computer is detected and an agent is installed and running on that computer, the computer
will be added to your computers list and the agent will be activated.

Note: "Activating" an agent means that the manager communicates with the agent sending ita
unique "fingerprint". The agent will then use this fingerprint to uniquely identify the Deep
Security Manager and will not accept instructions from any other managers that might try to
contactit.

If a policy has been assigned to the computer, the policy will be deployed to the agent and the
computer will be protected with all the rules and configurations that make up the policy.

By default, the security updates delivered by relay groups include new malware patterns. If you
have enabled the Support 9.0 (and earlier) agents option (on the Administration > System
Settings > Updates page), updates to the engines will also be included.

If the computer is detected but no Deep Security Agent is present, you will be told that the
computer can still be added to your computers list but that you still have to install an agent on the
computer. Once you install an agent on the computer, you will have to find the computer in your
computers list, right-click it, and choose Activate/Reactivate from the context menu.

If the computer is not detected (not visible to the manager), you will be told that you can still add
the computer but that when it becomes visible to the manager you will have to activate it as
above.
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Discover computers

A discovery operation scans the network for visible computers. To initiate a discovery operation,
go to the Computers page, click Add > Discover. The Discover Computers dialog will appear.

You are provided several options to restrict the scope of the scan. You can choose to perform a
port scan of each discovered computer.

Note: If you are discovering or scanning a large number of computers, a port scan can take
time and reduce performance until itis complete.

When discovering computers, you can specify a computer group to which they should be added.
Depending on how you have chosen to organize your computer groups, it may be convenient to
create a computer group called "Newly Discovered Computers", or "Newly Discovered
Computers on Network Segment X" if you will be scanning multiple network segments. You can
then move your discovered computers to other computer groups based on their properties and
activate them.

During discovery, the manager searches the network for any visible computers that are not
already listed. When a computer is found, the manager attempts to detect whether an agent is
present. When discovery is complete, the manager displays all the computers it has detected
and displays their status in the Status column.

Note: The Discovery operation only checks the status of newly-discovered computers. To
update the status of already-listed computers, right-click the selected computer(s) and click
Actions > Check Status.

After discovery operations, a computer can be in one of the following states:

« Discovered (No Agent): The computer has been detected but no agent is present. The
computer may also be in this state if an agent is installed but has been previously activated
and is configured for agent initiated communications. In this case, you will have to
deactivate and then reactivate the agent. ("No Agent" will also be reported if the agentis
installed but not running.)

« Discovered (Activation Required): The agentis installed and listening, and has been
activated, but is not yet being managed by the manager. This state indicates that this
manager was at one point managing the agent, but the agent's public certificate is no
longer in the manager's database. This may be the case if the if the computer was removed
from the manager and then discovered again. To begin managing the agent on this
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computer, right-click the computer and select Activate/Reactivate. Once reactivated, the
Status will change to "Online".

Discovered (Deactivation Required): The agentis installed and listening, but it has
already been activated by another manager. In this case, the agent must be deactivated
(reset) prior to activation by this manager. Deactivating an agent can be done using the
manager that originally activated it or it can be reset through the command line. To
deactivate the agent from the manager, right-click the computer and choose Actions >
Deactivate. To deactivate the agent from the command line, see "Reset the agent” on
page 987.

Discovered (Activated): The agentis installed and activated by the current manager. In
this case, the status will change to "Online" on the next heartbeat. To begin managing the
agent, right-click the computer and select Activate/Reactivate. Once reactivated, the
Status will change to "Online".

Note: The discovery operation does not discover computers running as virtual machines in a

vCenter, computers in a Microsoft Active Directory or in other LDAP directories.

Add AWS instances

About adding AWS accounts

Topics:

"Overview of methods for adding AWS accounts" below
"What happens when you add an AWS account?" on the next page
"What are the benefits of adding an AWS account?" on the next page

"What AWS regions are supported?" on page 173

Overview of methods for adding AWS accounts

There a few ways to add AWS accounts to Deep Security as a Service:

"Add an AWS account using the quick setup" on page 173. Use this method to add one or
more AWS accounts quickly.

"Add an AWS account using a cross-account role" on page 174. Use this method if you
want to add multiple AWS accounts, or if you don't want to use the quick setup.
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What happens when you add an AWS account?

When you add an AWS account to Deep Security, all the Amazon EC2 and Amazon WorkSpace
instances under that account are imported into Deep Security as a Serviceand become visible in
one of these locations:

« EC2 instances appear on the left under Computers > your AWS_account > your_region >
your_VPC > your_subnet

« Amazon WorkSpaces appear on the left under Computers > your AWS_account > your
region >WorkSpaces

Once imported, the EC2 and WorkSpace instances can be managed like any other computer.

Note: If you previously added Amazon EC2 instances or Amazon WorkSpaces as individual
computers, and they are part of your AWS account, after importing the account, the instances
are moved into the treestructure described above.

What are the benefits of adding an AWS account?

The benefits of adding an AWS account (through Deep Security Manager > Computers > Add
AWS Account) instead of adding individual EC2 instances and WorkSpaces (through Deep
Security Manager > Computers > Add Computer), are:

« Changes in your EC2 and WorkSpaces inventory are automatically reflected in Deep
Security Manager. For example, if you delete a number of EC2 or WorkSpace instances in
AWS, those instances disappear automatically from the manager. By contrast, if you use
Computers > Add Computer, EC2 and WorkSpace instances that are deleted from AWS
remain visible in the manager until they are manually deleted.

« Your EC2 and WorkSpace instances are organized into AWS region > VPC > subnetin
the manager, which lets you easily see which instances are protected and which are not.
Without the AWS account, all your EC2 and WorkSpace instances appear at the same root
level under Computers.

« You get AWS metadata, which can be used in event-based tasks (EBTs) to simplify policy
assignment. You can also use metadata with smart folders to organize your AWS
instances.

o Your EC2 and WorkSpace instances are billed at the appropriate rate.
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What AWS regions are supported?

Deep Security Manager's Computers > Add > Add AWS Account option only supports AWS
regions that use the global AWS Identity Access Management (IAM) service at
iam.amazonaws.com. 10 determine whether your region uses the global service, see this table.

At the time or writing, the following regions do not use the global IAM service
(iam.amazonaws . com):

« China (Beijing)

o China (Ningxia)

« AWS GovCloud (US-East)

« AWS GovCloud (US)

For the regions listed above, and any others that might not use the global IAM service, you can
still load your EC2 and WorkSpace instances into the manager using the Deep Security REST
API. Trend Micro has provided this sample script for your use.

Add an AWS account using the quick setup

Quick setup is the easiest way to add an AWS account because it uses an AWS
CloudFormation template to automate the setup. You can run through the quick setup several
times to add multiple AWS accounts.

To add an AWS account:

1. In the Deep Security Manager, go to Computers and click Add > Add AWS Account.

2. Select Quick.

Click Next. A page appears that describes what happens during the setup process with a

URL. The URL is valid for one hour.

Click Next.

If you have not already signed into your AWS account you are prompted to do so.

Click Next on the Select Template page to accept the defaults.

If your organization uses tags, you can add them on the Options page.

Click Next.

On the Review page, select the check box next to | acknowledge that this template might

cause AWS CloudFormation to create IAM resources.

10. Click Create.When AWS CloudFormation finishes setting up a cross-account role, the
Deep Security Manager wizard displays a success message. You can close the screen
before the success message is displayed. The account is added to Deep Security

e
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immediately after the cross-account role is set up. For more information on how this is
done, see "What does the Cloud Formation template do when | add an AWS account?" on
page 184

11. If your AWS account includes Amazon WorkSpaces, and you want to protect them with
Deep Security, go to Deep Security Manager, right-click your AWS account on the left, and
select Properties. Enable Include Amazon WorkSpaces and click Save. By enabling the
check box, you ensure that your Amazon WorkSpaces appear in the correct location in the
tree structure in Deep Security Manager and are billed at the correct rate.

Tip: If your account does not appear as a sub-folder under the Computers folder on the left
within 10 minutes, or if an error message appears saying that the account could not be added,
refer to "Issues adding your AWS account to Deep Security" on page 1072 for troubleshooting
tips.

After completing the above tasks, proceed to Install the agent on your Amazon EC2 and
WorkSpace instances if you have not done so already.

Add an AWS account using a cross-account role

Follow the instructions below to add an AWS account using a cross-account role. Use a cross-
account role if you want to add multiple AWS accounts, or if you want to add a single account but
don't want to use the quick setup method.

The instructions below assume you want to add an AWS account with this name:

« AWS Account A

Tip: You can also add a cross-account role through the Deep Security API. See "Add the
account through the API" on page 178 for details.

First, note the Deep Security as a Service account ID

Deep Security as a Service Account ID: 147995105371

You'll need this ID later, when creating the cross-account role.

Next, configure the manager instance role
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In Deep Security as a Service, click Administration at the top.

Click System Settings on the left.

Click the Advanced tab in the main pane.

Scroll to the bottom and look for the Manager AWS Identity section.
Make sure Use Manager Instance Role is selected.

Click Save.

Next, retrieve the external ID

il o\ e

Log in to Deep Security as a Service.

Click Computers at the top.

Click Add > Add AWS Account. A wizard appears.

Click the eye icon next to the obscured external ID to reveal it. For more on this ID,
see "What is the external ID?" on page 181

Copy the external ID to a secure place. You will need it in the next step to
configure AWS Account A and any other AWS accounts you want to add.
(Optional.) Close the wizard and the manager.

Next, configure an IAM policy for AWS Account A

o

. Make sure you're logged in to AWS Account A.

In the Amazon Web Services Console, go to the IAM service.
In the left navigation pane, click Policies.

Note: If this is your first time on this page, you'll need to click Get Started.

Click Create policy.
Select the JSON tab.
Copy the following JSON code into the text box:

{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "cloudconnector",
"Action": [

"ec2:DescribelImages",

"ec2:DescribelInstances",

175



Trend Micro Deep Security as a Service

"ec2:DescribeRegions",
"ec2:DescribeSubnets",
"ec2:DescribeTags",
"ec2:DescribeVpcs",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeSecurityGroups",
"workspaces:DescribeWorkspaces",
"workspaces:DescribeWorkspaceDirectories",
"workspaces:DescribeWorkspaceBundles",
"workspaces:DescribeTags",
"iam:ListAccountAliases",
"jam:GetRole",
"iam:GetRolePolicy"

I

"Effect": "Allow",

"Resource": "*x"

Note: The "iam:GetRole" and "iam:GetRolePolicy" permissions are
optional, but recommended because they allow Deep Security to determine
whether you have the correct policy when an update to the manager occurs that
requires additional AWS permissions.

7. Click Review policy.

8. Give the policy a name and description. Example name: Deep Security
Policy Cross.

9. Click Create policy. Your policy is now ready to use.

Next, create a cross-account role for AWS Account A

Make sure you're logged in to AWS Account A.
Go to the IAM service.

In the left navigation pane, click Roles.

In the main pane, click Create role.

Click the Another AWS account box.

asrLd =
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6. In the Account ID field:
« Enterthe Deep Security as a Service account ID. Itis: 147995105371

7. Nextto Options, enable Require external ID. In the External ID field, enter the
external ID you retrieved from the manager earlier.
Click Next: Permissions.
9. Selectthe IAM policy that you just created (the example name was Deep
Security Policy Cross)and then click Next: Review.
10. On the Review page, enter a role name and description. Example role name:

o

Deep Security Role Cross

11. On the main role page, search for the role you just created (Deep Security
Role Cross).

12. Click it.

13. Find the Role ARN field at the top. It looks similar to:

arn:aws:iam::2222222222:role/Deep Security Role Cross
14. Note the Role ARN value. You'll need it later.

You now have a cross-account role under AWS Account A that includes the correct
policy and references the of the AWS Primary Account.

Next, add AWS Account A to the manager

Log in to Deep Security as a Service.

Click Computers at the top.

Click Add > Add AWS Account.

Select Advanced and click Next.

Select Use Cross Account Role.

Enter AWS Account A's Cross Account Role ARN. You noted this earlier, when

you created the cross-accountrole. In this example, itis

arn:aws:iam::2222222222:role/Deep Security Role Cross

7. If AWS Account A includes Amazon WorkSpaces, select Include Amazon
WorkSpaces to include them with your Amazon EC2 instances. By enabling the
check box, you ensure that your Amazon WorkSpaces appear in the correct
location in the tree structure in Deep Security Manager and are billed at the correct
rate.

8. Click Next.

AWS Account A's Amazon EC2 instances and Amazon WorkSpaces are loaded.

oA wWN =

You have now added AWS Account A to the manager.
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After completing the above tasks, proceed to Install the agent on your Amazon EC2 and
WorkSpace instances if you have not done so already.

Add the account through the API

1. Ifyou don’t yet have the external ID, call the Deep Security
/api/awsconnectorsettings endpointto retrieve it (the External1d parameter). For
more on this ID, see "What is the external ID?" on page 181

2. In AWS, specify the external ID in your cross-account role's |AM trust policy.

3. Usethe /api/awsconnectors APl endpointto add AWS accounts to Deep Security. (Do
not use the /rest/cloudaccounts/aws APl because it has been deprecated.) See
hitps://success.trendmicro.com/solution/00024 1973 for details on how long the
/rest/cloudaccounts/aws APl will continue to be supported and tips on how to move to
the new endpoint.

Add Amazon WorkSpaces

Amazon WorkSpaces are virtual cloud desktops that run in Amazon Web Services (AWS). You
can protect them with Deep Security following the instructions in one of these sections:

« "Protect Amazon WorkSpaces if you already added your AWS account" below

« "Protect Amazon WorkSpaces if you have not yet added your AWS account" on the next
page

Note: The Deep Security Agent only supports Amazon WorkSpaces Windows desktops—it
does not support Linux desktops.

After completing the steps in one of the above-mentioned sections:

« your Amazon WorkSpaces are displayed in Deep Security Manager on the left under
Computers > your AWS_account> your_region > WorkSpaces

« your Amazon WorkSpaces are protected by the Deep Security Agent

Protect Amazon WorkSpaces if you already added your AWS account

If you already added your AWS account to Deep Security Manager (to protect your Amazon EC2
instances), complete the steps in this section to configure Deep Security to work with Amazon
WorkSpaces.
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1.
2. Launch an Amazon WorkSpace, and then install and activate Deep Security Agent 10.2 or
later on it. See "Install the agent on Amazon EC2 and WorkSpaces" on page 152 for

details. Optionally, create a custom WorkSpace bundle so that you can deploy it to many
people. See "Install the agent on an AMI or WorkSpace bundle" on page 158 for details on
installation, activation, and bundle creation.

3. Modify your IAM policy to include Amazon WorkSpaces permissions:

a. Loginto AWS with the account that was added to Deep Security Manager.

b. Go to the IAM service.

c. Find the Deep Security IAM policy. You can find it under Policies on the left, or you
can look for the Deep Security IAM role or IAM user that references the policy and then
click the policy within it.

d. Modify the Deep Security IAM policy to look like the one shown in "Add an AWS
account using a cross-account role" on page 174. The policy includes Amazon
WorkSpaces permissions. If you added more than one AWS account to Deep Security,
the IAM policy must be updated under all the AWS accounts.

4. In Deep Security Manager, edit your AWS account:

a. On the left, right-click your AWS account and select Properties.

b. Enable Include Amazon WorkSpaces.

c. Click Save.

You have now added Amazon WorkSpaces to Deep Security.

Protect Amazon WorkSpaces if you have not yet added your AWS account

If you have not yet added your AWS account to Deep Security Manager, complete the steps in
one of the following sections:

« If you want to protect existing Amazon WorkSpaces, read "Install the agent on Amazon
EC2 and WorkSpaces" on page 152

« If you wantto be able to launch new Amazon WorkSpaces with the agent 'baked in', read
"Install the agent on an AMI or WorkSpace bundle" on page 158.

Manage an AWS account

Topics:

. "Editan AWS account" on the next page

. "Remove an AWS account" on the next page
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« "Synchronize an AWS account" below

Edit an AWS account

You can editan AWS account's settings in Deep Security Manager. You might need to do this if,
for example, your AWS account needs to be configured to include Amazon WorkSpaces. To edit
an AWS account:

1. Log in to Deep Security Manager.

2. Click Computers at the top.

3. On the left, right-click your AWS account name and select Properties.
4. Editthe settings and click OK.

Remove an AWS account

Removing an AWS account from Deep Security as a Service permanently removes the account
from the Deep Security database as well as its underlying computers. Your account with AWS is
unaffected and any Deep Security Agents that were installed on the instances are still installed,
running, and providing protection (although they will no longer receive security updates). If you
decide to re-import computers from the AWS account, the Deep Security Agents download the
latest security updates at the next scheduled opportunity.

1. In Deep Security Manager, click Computers at the top.
2. In the navigation panel, right-click the AWS account and select Remove AWS Account.
3. Confirm that you want to remove the account.

The account is removed from the Deep Security Manager.

Synchronize an AWS account

When you synchronize (sync) an AWS account, Deep Security Manager connects to the AWS
APl to obtain and display the latest set of AWS EC2 and WorkSpace instances.

To force a sync immediately:

1. In Deep Security as a Service, click Computers.
2. On the left, right-click your AWS account and select Synchronize Now.

There is also a background sync that occurs every 10 minutes, and this interval is not
configurable. If you force a sync, the background sync is unaffected and continues to occur
according to its original schedule.
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Manage an AWS account external ID

Note: The AWS account external ID is only used when adding an AWS account using a

cross-accountrole.

Topics:

. "Whatis the external ID?" below

« "Configure the external ID" below

« "Update the external ID" below

« "Retrieve the external ID" on page 183

. "Disable retrieval of the external ID" on page 183

What is the external ID?

Along with the cross-account role ARN, the external ID is used to grant access from one AWS
role to another. The external ID is provided by a third-party service that wants to assume the role
of your account. If you trust that service to act on your behalf, you add that external ID to your
cross-account role. In this case, Deep Security is the third-party service that is providing an
external ID to you, in order to act on behalf of your AWS account. Deep Security uses this
access to synchronize information from your AWS account and maintain an up-to-date record of
your resources. For details, see this AWS document: How to Use External ID When Granting
Access to Your AWS Resources.

Notes:
« The external ID is only used when adding an AWS account using a cross-account role.
« The same external ID is used for all AWS accounts added using cross-account roles.
Configure the external ID

Configuring the external ID is one step in a larger process of adding a cross-account role. See
"Add an AWS account using a cross-account role" on page 174 for details.

Update the external ID

If you previously added an AWS account using cross-account role, you might have specified a
user-defined external ID. To better align with AWS best-practices, Trend Micro recommends
switching to the manager-defined external ID.
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Note: AWS accounts that were previously added with a user-defined external ID will continue
to function as normal.

Determine whether you're using a user- or manager-defined external ID

If you're not sure whether you're currently using a user- or manager-defined external ID,
follow the procedure below to find out.

1. Loginto Deep Security as a Service.

2. Click Computers.

3. Right-click the AWS account that was added using a cross-account role and
select Properties.

4. If an Update link appears next to the external ID, it means that a user-defined
external ID is currently in use and should be updated. If an Update link does not
appear, it's because the manager-defined external ID is currently in use, and no

action is necessary.
5. Repeat this procedure for each account that has been added to the manager using

a cross-accountrole.

Update the external ID through the manager

1. If you have not already done so, log in to Deep Security as a Service, right-click
the AWS account you want to update, and select Properties.
2. Click the Update link that appears next to the external ID. The Update link

disappears.

3. Note the external ID. You'll need itin the next step to configure the cross-account
role.

4. Log in to the AWS account whose external ID you just updated. Update the cross-
account role's IAM policy by replacing the old external ID with the new one.

5. Back on the properties window, click Apply to apply changes.

Your account's user-defined external ID has now been updated to the manager-
defined one.

6. Repeat this procedure for each account that has been added to the manager using

a cross-account role.

Update the external ID through the Deep Security API
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1. If you don't already have the new manager-defined external ID, call the
/api/awsconnectorsettings endpointto retrieve it (the Externalid

parameter).
2. Log in to the AWS account where the cross-account role was configured. Update

the cross-account role's IAM policy by replacing the old external ID with the new
one. Repeat this step for each account that has been added to the manager using
a cross-account role.

3. Using the /api/awsconnectors endpoint, perform an Update action on the
account you are updating, with its CrossAccountRoleARN parameter set to the
same role ARN as itis currently. Do not provide an external ID in the request

object.

Your account's user-defined external ID has now been updated to the manager-
defined one.

Retrieve the external ID

There are a few ways to retrieve the external ID for use with cross-accounts.

Through the 'add account' wizard
« See "Add an AWS account using a cross-account role" on page 174 which
includes a sub-section on how to retrieve the external ID through the wizard.
Through the Deep Security API

o Callthe /api/awsconnectorsettings endpointto retrieve it (the Externalid
parameter).

Disable retrieval of the external ID

You might want to disable the ability to view and retrieve the external ID in the manager to
prevent unauthorized access to it. You can retrieve the ID once, store it in a safe place like your
secrets manager, and then disable the retrieval for everyone else.

Note: Retrieval can be enabled again at any time.
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Disabling retrieval of the external ID also disables the quick setup method of adding
AWS accounts.

To disable retrieval:

Log in to Deep Security as a Service.

Click Administration at the top.

In the main pane, click the Security tab.

Deselect Enable retrieval and viewing of AWS external ID.
Click Save.
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Tip: You can also use roles to prevent access to the external ID. For details, see "Define roles
for users" on page 874.

Protect an account running in AWS Outposts

Deep Security supports AWS accounts running on AWS Outposts.

To protect your AWS accounts in Outposts:
1. ."Add an AWS account using the quick setup" on page 173.

Note: Once you've added your AWS account to Deep Security Manager, the Computers
page will display the resource as part of the AWS region the Outpost is connected to. For
EC2 instances, the ARN of the Outpost rack is added to the instance metadata.

2. "Install the agent on Amazon EC2 and WorkSpaces" on page 152.
"Activate the agent" on page 164.
4. "Create policies" on page 212.

w

What does the Cloud Formation template do when | add an AWS
account?

The AWS Cloud Formation template creates a cross-account role that has both a unique
external ID and a policy that allows Deep Security to access your AWS resources.

To accomplish this, the template first creates a temporary role with the necessary Deep Security
permissions. Using this role, it starts Lambda functions that perform the following actions:
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1. Creates the cross-account role for Deep Security.
2. Obtains the Amazon Resource Name (ARN) of the cross-account role.
3. Sends the ARN to the Deep Security API.

Note: The Lambda functions cannot delete the original temporary role: after your AWS
account has been added to Deep Security, you must remove it by deleting the Cloud
Formation stack.

For more details, you can view the content of the Cloud Formation template directly in AWS by
editing it during the template selection process.

Add Azure instances

Create an Azure app for Deep Security

In your operating environment, it may not be desirable to allow the Deep Security Manager to
access Azure resources with an account that has both the Global Administrator role for the Azure
Active Directory and the Subscription Owner role for the Azure subscription. As an alternative,
you can create an Azure app for the Deep Security Manager that provides read-only access to
Azure resources.

Tip: If you have multiple Azure subscriptions, you can create a single Deep Security Azure
app for all of them, as long as the subscriptions all connect to the same Active Directory.
Details are provided within the set of instructions below.

To create an Azure app, you will need to:

"Assign the correct roles" below.

"Create the Azure app" on the next page.

"Record the Azure app ID, Active Directory ID, and password" on the next page.
"Record the Subscription ID(s)" on the next page.

"Assign the Azure app a role and connector" on page 187.

oD =

Assign the correct roles

To create an Azure app, your account must have the User Administrator role for the Azure Active
Directory and the User Access Administrator role for the Azure subscription. Assign these roles
to your Azure account before proceeding.
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Create the Azure app

abkowd =

In the Azure Active Directory blade, click App registrations.

Click New registration.

Enter a Name (for example, Deep Security Azure Connector).

For the Supported account types, select Accounts in this organizational directory only.
Click Register.

The Azure app appears in the App registrations list with the Name you chose in Step 3
(above).

Record the Azure app ID, Active Directory ID, and password

1.

N>R WD

In the App registrations list, click the Azure app.

Note: The Azure app will display with the Name you chose foritin Step 3 of the "Create
the Azure app" above procedure.

Record the Application (client) ID.

Record the Active Directory ID

Click Certificates & secrets.

Click New client secret.

Enter a Description for the client secret.

Select an appropriate Duration. The client secret expires after this time.
Click Add.

The client secret Value appears.

Record the client secret Value. This will be used as the Application Password when
registering the Azure app with Deep Security.

The client secret Value only appears once, so record it now. If you do not, you

must regenerate it to obtain a new Value.

Note: If the client secret Value expires, you must regenerate it and update itin the
associated Azure accounts.

Record the Subscription ID(s)

1.

On the left, go to All Services and click Subscriptions.

A list of subscriptions appears.
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2. Record the Subscription ID of each subscription you want to associate with the Azure app.
You will need the ID(s) later, when adding the Azure account(s) to Deep Security.

Assign the Azure app a role and connector

1. Under All Services > Subscriptions, click a subscription that you want to associate with the
Azure app.

Note: You can associate another subscription with the Azure app later if you want to.

2. Click Access Control (IAM).

3. In the main pane, click Add and then select Add Role Assignment from the drop-down
menu.

4. Under Role, enter reader and then click the Reader role that appears.

5. Under Assign access to, select Azure AD user, user group, or service principal.

6. Under Select, enter the Azure app Name (for example, Deep Security Azure

Connector).

The Azure app appears with the Name you chose foritin Step 3 of the "Create the Azure
app" on the previous page procedure.

7. Click Save.
8. If you want to associate the Azure app to another subscription, repeat this procedure
("Assign the Azure app a role and connector" above) for that subscription.

You can now configure Deep Security to add Azure virtual machines by following the
instructions in "Add a Microsoft Azure account to Deep Security" below.

Add a Microsoft Azure account to Deep Security

Once you've installed Deep Security Manager, you can add and protect Microsoft Azure virtual
machines by connecting a Microsoft Azure account to the Deep Security Manager. Virtual
machines appear on the Computers page, where you can manage them like any other computer.

Topics in this section:

« "Add virtual machines from a Microsoft Azure account to Deep Security" on the next page

« "Manage Azure classic virtual machines with the Azure Resource Manager connector" on
page 189

« "Remove an Azure account" on page 189

« "Synchronize an Azure account" on page 190
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What are the benefits of adding an Azure account?

The benefits of adding an Azure account (through Deep Security Manager > Computers > Add
Azure Account) instead of adding individual Azure virtual machines (through Deep Security
Manager > Computers > Add Computer), are:

« Changes in your Azure virtual machine inventory are automatically reflected in Deep
Security Manager. For example, if you delete a number of instances in Azure, those
instances disappear automatically from the manager. By contrast, if you use Computers
> Add Computer, Azure instances that are deleted from Azure remain visible in the
manager until they are manually deleted.

« Virtual machines are organized into their own branch in the manager, which lets you easily
see which Azure instances are protected and which are not. Without the Azure account, all
your virtual machines appear at the same root level under Computers.

Add virtual machines from a Microsoft Azure account to Deep Security

Add your Microsoft Azure account to Deep Security following the instructions below.

1. Before you begin, create an Azure app for Deep Security.
2. In Deep Security Manager, go to Computers > Add > Add Azure Account.

Note: As of Deep Security Manager 12.0, 'Quick' mode is no longer available. If you
used Quick mode in prior releases, there is no impact to your deployment. All new Azure
Cloud accounts must use the advanced method.

3. Enter a Display name, and then enter the following Azure access information you recorded

in step 1:
« Active Directory ID

« Subscription ID
« Application ID
« Application Password

Note: If you are upgrading from the Azure classic connector to the Azure Resource
Manager connector, the Display name and the Subscription ID of the existing connector
will be used.

Note: If you have multiple Azure subscriptions, specify only one in the Subscription ID
field. You can add the rest later.
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4. Click Next.

Review the summary information, and then click Finish.

6. Repeat this procedure for each Azure subscription, specifying a different Subscription ID
each time.

o

The Azure virtual machines will appear in the Deep Security Manager under their own branch on
the Computers page.

Tip: You can right-click your Azure account name and select Synchronize Now to see the
latest set of Azure VMs.

Tip: You will see all the virtual machines in the account. If you'd like to only see certain virtual
machines, use smart folders to limit your results. See "Group computers dynamically with smart
folders" on page 922 for more information.

Note: If you have previously added virtual machines from this Azure account, they will be
moved under this account in the Computers tree.

Manage Azure classic virtual machines with the Azure Resource Manager
connector

You can also manage virtual machines that were added with the Azure classic connector with
the Azure Resource Manager connector, allowing you to manage both your Azure classic and
Azure Resource Manager virtual machines with a single connector.

For more information, see "Why should | upgrade to the new Azure Resource Manager
connection functionality?" on the next page

1. On the Computers page, in the Computers tree, right-click the Azure classic portal and
then click Properties.

2. Click Enable Resource Manager connection.

3. Click Next. Follow the corresponding procedure above.

Remove an Azure account

Removing an Azure account from the Deep Security Manager will permanently remove the
account from the Deep Security database. This will not affect the Azure account. Virtual
machines with Deep Security Agents will continue to be protected, but will not receive security
updates. If you later import these virtual machines from the same Azure account, the Deep
Security Agents will download the latest security updates at the next scheduled update.
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1. Gotothe Computers page, right-click on the Microsoft Azure account in the navigation
panel, and select Remove Cloud Account.

2. Confirm that you want to remove the account.

3. The accountis removed from the Deep Security Manager.

Synchronize an Azure account

When you synchronize (sync) an Azure account, Deep Security Manager connects to the Azure
API to obtain and display the latest set of Azure VMs.

To force a sync immediately:

1. In Deep Security Manager, click Computers.
2. On the left, right-click your Azure account and select Synchronize Now.

There is also a background sync that occurs every 10 minutes, and this interval is not
configurable. If you force a sync, the background sync is unaffected and continues to occur
according to its original schedule.

Why should | upgrade to the new Azure Resource Manager connection
functionality?

The next time you try to add an Azure cloud account to Deep Security Manager you will be
shown a message suggesting that you upgrade to the new Resource Manager connection
functionality. Basically, this new functionality allows Deep Security to connect to Azure virtual
machines using the Resource Manager interface. As an Azure user, you are probably aware that
the new Azure deployment model Resource Manager is now the default deployment model,
replacing the classic model. Since new resources are deployed using this model by default,
Deep Security is only able to display these VM resources on the Computers page if it is able to
communicate with the Resource Manager interface. So, if you allow Deep Security to upgrade to
this new functionality then VM resources deployed with either the Resource Manager
deployment model or the classic deployment model will be visible on the Computers page.

Two things to note:

« You can upgrade to this new functionality in Deep Security as a Service (DSaaS) and in
Deep Security 10. It is already available in the new Deep Security Manager VM for Azure
Marketplace console and no upgrade is needed.

« Until you perform this upgrade VMs deployed using Resource Manager are still being fully
protected by Deep Security but for you to see them on the Computers page they have to be
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added as a computer object. For more information, see "Why can't | view all of the VMs in
an Azure subscription in Deep Security?" on page 1064

Add GCP instances

Create a Google Cloud Platform service account

Below is all the information you need to create a Google Cloud Platform (GCP) service account
for use with Deep Security.

Tip: For information on why you might want to create a GCP service account to use with Deep
Security Manager, see "What are the benefits of adding a GCP account?" on page 200.

Topics:

« "Prerequisite: Enable the Google APIs" below
« "Create a GCP service account" on the next page
« "Add more projects to the GCP service account" on page 196

« "Create multiple GCP service accounts" on page 199

Prerequisite: Enable the Google APIs

Before you can create a GCP service account for Deep Security Manager, you'll need to enable
a few Google APIs under your existing GCP account.

Follow the procedure below to enable these APIs inside each of your projects:

1. Log in to Google Cloud Platform using your existing GCP account. This account must have
access to all the GCP projects that contain VMs that you want to protect with Deep
Security.

2. Atthe top, select a project that includes VMs that you want to add to Deep Security
Manager. If you have multiple projects, you can select them later.

Forexample: Project01
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= Google Cloud Platform 8 Project01 Q
4
ﬁ Home DASHBOARD ACTIVITY
% Pins appear here @ X
B o® Project info H
..’E. Marketplace Project name
Project01
& Billing Project ID
projectO1
APT  APls & Services > )
Project number
'i' s n N 446283956359
uppo
e IAM & admin > —» Go to project settings

Click Google Cloud Platform at the top to make sure you're on the Home screen.

From the tree view on the left, select APIs & Services > Dashboard.

Click + ENABLE APIS AND SERVICES.

In the search box, enter cloud resource manager API and then click the Cloud
Resource Manager API box.

Click ENABLE.

Repeat steps 5 - 7 of this procedure, entering compute engine API and clicking the
Compute Engine API box.

9. Repeat steps 1 - 9 of this procedure for any other projects that include VMs that you want to
add to Deep Security Manager.

ook w

®© ~

For more information on how to enable or disable APIs in GCP, refer to this page from Google:

https://cloud.google.com/apis/docs/getting-started

Create a GCP service account

Note: A service account is a special type of Google account that is associated with an
application or VM, instead of an individual end user. Deep Security Manager assumes the
identity of the service account to call Google APls, so that users aren't directly involved.

Follow the procedure below to create a service account for Deep Security Manager:

1. Before you begin, make sure you've enabled the GCP APIs. See "Prerequisite: Enable the
Google APIs" on the previous page.
2. Log into Google Cloud Platform using your existing GCP account.

192


https://cloud.google.com/apis/docs/getting-started

Trend Micro Deep Security as a Service

w

. Atthe top, select a project. If you have multiple projects, you can select any one. For
example: Project01.

. Click Google Cloud Platform at the top to make sure you're on the Home screen.

From the tree view on the left, select IAM & admin > Service accounts.

. Click + CREATE SERVICE ACCOUNT.

= Google Cloud Platform $s Projecto1 » |

e IAM & admin Service accounts + CREATE SERi(JICE ACCOUNT @ DELETE

o o A

2 1AM Service accounts for project "Project01"

e Identity & Organization A service account represents a Google Cloud service identity, such as code running on Compute Erj(

8 Organization policies

= Filter table

7. Enter a service account name, ID and description.

e IAM & admin Create service account
2 1AM o Service account details — e Grant this service account access to project
(2] Identity & Organization
Bl  Organization policies Service account details
Service account name
|m] Quotas GCP Deep Security
_ Display name for this service account
o Service accounts
Service account ID
- Y Labels gcp-deep-security @ projectd1.iam.gserviceaccount.com ¥ &
%) Privacy & Security Service account description
GCP service account for connecting Deep Security Manager to GCP.
&  Settings
Describe what this service account will do
® Cryptographic keys
- Identity-Aware Proxy CREATE CANCEL
- Roles
For example:
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10.

« Service account name: GCP Deep Security

« Service account ID: gcp-deep-security@<your project
ID>.iam.gserviceaccount.com

« Service account description: GCP service account for connecting Deep
Security Manager to GCP.

Click Create.
In the Select a role drop-down list, select the Compute Engine > Compute Viewer role, or

click inside the Type to filter area and enter compute viewer to find it.
Click CONTINUE.

8 IAM & admin Create service account

L 0 Service account details — e Grant this service account access to project (optional)
(2] Identity & Organization

B  Organization policies Service account permissions (optional)

Grant this service account access to Project01 so that it has permission to complete

e LoEER specific actions on the resources in your project. Learn more
°d  Service accounts Role _
[ Compute Viewer - ]
A EinE Read-only access to get and list information
about all Compute Engine resources,
s, ] Privacy & Security including instances, disks, and firewalls.
Allows getting and listing information about
. lisks, images, and snapshots, but does not
Settings : ' §
= g allow reading the data stored on them.
Cryptographic keys
® yprographic Key + ADD ANOTHER ROLE
= Identity-Aware Proxy
b
= Roles CONTINUE CANCEL
= Audit Logs

You have now assigned the Compute Viewer role.
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11. Click + CREATE KEY.

e IAM & admin Create service account
2 1AM 9 Service account details — 0 Grant this service account access to project
a Identity & Organization
B  Organization policies Grant users access to this service account (optional)
Grant access to users or groups that need to perform actions as this service account.
=] Quotas
Learn more
od Service accounts
Service account users role ﬂ
L J Labels Grant users the permissions to deploy jobs and VMs with this service account
%)) Privacy & Security
Service account admins role (7]
] Settings Grant users the permission to administer this service account
® Cryptographic keys
= Identity-Aware Proxy Create key (optlonal)
Download a file that contains the private key. Store the file securely because this key
= Roles cant be recovered if lost. However, if you are unsure why you need a key, skip this step
for now.
= Audit Logs

+ CREATE KEY

U

3 -
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12. Select JSON and click CREATE.
Create key (optional)

Download a file that contains the private key. Store the file securely because this key
can't be recovered if lost. However, if you are unsure why you need a key, skip this step
for now.

Key type
@® JSON

Recommended

O P12

For backward compatibility with code using the P12 format

m CANCEL

The key is generated and placed in a JSON file.

13. Save the key (JSON file) to a safe place.
14. Place the JSON file in a location that is accessible to Deep Security Manager for later
upload. If you need to move or distribute the file, make sure you do so using secure

methods.
15. Click DONE.

You have now created a GCP service account with necessary roles, as well as a service
account key in JSON format. The service account is created under the selected project
(Project01), but can be associated with additional projects. For details, see the following
section.

Note: It will take 60 seconds - 7 minutes for the IAM permissions to propagate through
the system. See this Google article for details.

Add more projects to the GCP service account

If you have multiple projects in GCP, you must associate them with the service account you just
created. All your projects (and underlying VMs) will then become visible in Deep Security
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Manager when you later add the service account to Deep Security Manager.

Note: If you have many projects, you might find it easier to divide them up across multiple
GCP accounts instead of adding them all to just 1, as described below. For details on a multi-
GCP account setup, see "Create multiple GCP service accounts" on page 199.

Follow this procedure to associate additional projects with 1 service account:

1. Before you begin, make sure you have completed the procedures in "Prerequisite: Enable
the Google APIs" on page 191 and "Create a GCP service account" on page 192.
2. Determine the email of the GCP service account you just created, as follows:
a. In Google Cloud Platform, from the drop-down list at the top, select the project under
which you created the GCP service account (in our example, Project01).
b. On the left, expand IAM & Admin > Service accounts.
c. Inthe main pane, look under the Email column to find the GCP service account email.
For example:

gcp-deep-security@projectOl.iam.gserviceaccount.com

The service account email includes the name of the project under which it was
created.

d. Note this address or copy it to the clipboard.
3. Still in Google Cloud Platform, go to another project by selecting it from the drop-down list
at the top. For example: Project02.

Google Cloud Platform  $e Projecto2 «

h Home DASHBOARD ACTIVITY
| ¥ Pinsappearhere @ X}
N B o® Project info H
&,
g Marketplace Project name
Project02
& Billing Project ID
project02
AP APls & Services > )
Project number
° 446283956358
W Support >
e IAM & admin > —> Go to project settings

4. Click Google Cloud Platform at the top to make sure you're on the Home screen.
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o

From the tree view on the left, click IAM & admin > |AM.

Click ADD at the top of the main pane.
In the New members field, paste the project01 GCP service account email address. For

example:

gcp-deep-securityl@project0l.iam.gserviceaccount.com

Tip: You can also start typing the email address to auto-fill the field.
In the Select a role drop-down list, select the Compute Engine > Compute Viewer role, or
click inside the Type to filter area and enter compute viewer to find it.

Add members to "Project02”

Add members, roles to "Project02" project

Enter one or more members below. Then select a role for these members to grant them
access to your resources. Multiple reles allowed. Learn more

New members

gcp-deep-security@ project01.iam.gserviceaccount.com € (2]
Role
Compute Viewer hd .

Read-only access to get and list information
about all Compute Engine resources,
including instances, disks, and firewalls.
Allows getting and listing information about
disks, images, and snapshots, but does not
allow reading the data stored on them.

-+ ADD ANOTHER ROLE

SAVE CANCEL

You have now added the service account with the Compute Viewer role to Project02.
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9. Click SAVE.
10. Repeat steps 1 -9 in this procedure for each project that you want to associate with the

GCP service account.

For more information on how to create a service account, refer to the following page from
Google:

https://cloud.google.com/compute/docs/access/create-enable-service-accounts-for-instances

You are now ready to add the GCP account you just created to Deep Security Manager. Proceed
to "Add a Google Cloud Platform account" below.

Create multiple GCP service accounts

Normally, you would create a single GCP service account for Deep Security Manager and
associate all your projects to it. This configuration is straightforward and works well for smaller
organizations with fewer projects. If, however, you have a large number of projects, having them
all under the same GCP service account might make them difficult to manage. In this scenario,
you can divide your projects across multiple GCP service accounts. Here's how you would set
this up, assuming your projects were spread across your organization's Finance and Marketing
departments:

1. Create a Finance GCP Deep Security GCP service accountfor Deep Security
Manager.

2. Add finance-related projects to Finance GCP Deep Security.

3. Create a Marketing GCP Deep Security GCP service accountfor Deep Security

Manager.
4. Add marketing-related projects t0 Marketing GCP Deep Security.

For detailed instructions, see "Create a GCP service account" on page 192 and "Add more
projects to the GCP service account" on page 196

5. After creating the GCP service accounts, add them to Deep Security Manager one by one,
following the instructions "Add a Google Cloud Platform account" below.

Add a Google Cloud Platform account

When you add a Google Cloud Platform (GCP) account to Deep Security, all GCP VM instances
associated with that account are imported into Deep Security Manager and become visible in:

« Deep Security Manager > Computers > your GCP_service_account > your GCP_project

Once imported, the GCP VM instances can be managed like any other computer.
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Note: Adding a GCP account to Deep Security Manager is equivalent to adding a GCP

connector through the Deep Security API.

Topics:

"What are the benefits of adding a GCP account?" below
"Add a GCP account to Deep Security" below
"Remove a GCP account" on page 202

"Synchronize a GCP account" on page 203

What are the benefits of adding a GCP account?

The benefits of adding a GCP account (through Deep Security Manager > Computers > Add
GCP Account) instead of adding individual GCP VMs (through Deep Security Manager >
Computers > Add Computer), are:

Changes in your GCP VM inventory are automatically reflected in Deep Security Manager.
For example, if you delete a number of VM instances in GCP, those instances

disappear automatically from the manager. By contrast, if you use Computers > Add
Computer, GCP instances that you've deleted remain visible in the manager until you
manually delete them.

VMs are organized into projects in the manager, which lets you easily see which GCP VMs
are protected and which are not. Without the GCP account, all your GCP VMs appear at
the same root level under Computers.

Your smaller-sized GCP instances will be billed at a lower rate (if you are using metered
billing). By contrast, if you use Computers > Add Computer, all your GCP instances
regardless of size are billed at the highest 'Data Center' rate. For details on billing, see
"About billing and pricing" on page 74.

Add a GCP account to Deep Security

To add a GCP account to Deep Security Manager:

1.

If you have not done so already, "Create a Google Cloud Platform service account" on
page 191 for Deep Security.
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2. In Deep Security Manager, go to Computers > Add > Add GCP Account.

TREND | Deep Security Dashboard  Actions

Smart Folders
B Computers  Wwith sub-Groups ¥ By

i Computers
+ Add ~ I Delete... Details...

I Add Computer... DESCRIPTION
a@ Add Active Directory...
@ Add VMware vCenter...
' ec2-18-237-21-1.
& Add AWS Account... 554191248
ec2-54-191-248-,
& Add Azure Account...
£y Add GCP Account...

£33 Add vCloud Account...

A Create Smart Folder...

B Create Group(s)...

Discover...

‘ P& Import From File...

3. Enter a Display Name. We recommend using the GCP service account name. Examples:
GCP Deep Security, Finance GCP Deep Security,Marketing GCP Deep
Security.

4. Choose the Service Account Key. The key is a JSON file that you saved earlier, when
creating the GCP service account. See "Create a Google Cloud Platform service account"

on page 191 for details.
5. Click Next.
6. Review the summary information, and then click Close.

The following occurs:
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« Deep Security Manager displays your GCP service account and its associated
projects in their own branch on the left side of the Computers page (see image below).
Associated VMs are displayed in the main pane. You can right-click your GCP service
account name and select Synchronize Now to see the latest set of GCP VMs.

« If you previously added VM instances from this service account through the
Computers > Add Computers option (instead of the Computers > Add GCP Account
option described here), these VMs are moved to the correct project under the service
account you just added. This move occurs only for VMs that have Deep Security Agent
12.0 or later installed. VMs with pre-12.0 agents remain listed under the root
Computers folder.

The following image shows the imported GCP service account, projects, and a VM.

C) TREND. | Deep Security Dashboard  Actions  Alerts  Events &Reports  Computers

o

Smart Folders .
B PI‘D]ECt01 With sub-Groups ¥ By Group ¥

v [ Computers

v & GCP Deep Security Details... 4 Actions ~ [=] Events ~ EEx
2 Project01 NAME ~ DESCRIPTION PLATFORM  POLICY
¢ Project02 v Computers > GCP Deep Security > Project01 (1)
o Project03 Q) vm-instance-1 Debian 9 None

¢ Project04

7. Repeat the steps in this procedure for each GCP service account you want to add.

You have now added a GCP service account to Deep Security Manager. Proceed to
"Install the agent on Google Cloud Platform VMs" on page 162 if you have not done so
already.

Remove a GCP account

Removing a GCP account from the Deep Security Manager permanently removes the account
from the Deep Security database. This does not affect the GCP account. VM instances with
Deep Security Agents continue to be protected, but do not receive security updates. If you later
reactivate Deep Security Agents on these VM instances, the Deep Security Agents will
download the latest security updates at the next scheduled update.

To remove a GCP account:
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1. In Deep Security Manager, click Computers at the top.

2. Right-click the GCP account in the tree view on the left, and select Remove Cloud
Account.

3. Confirm that you want to remove the account.

The account is removed from the Deep Security Manager.

Synchronize a GCP account

When you synchronize (sync) a GCP account, Deep Security Manager connects to the GCP API
to obtain and display the latest set of GCP VMs.

To force a sync immediately:

1. In Deep Security Manager, click Computers.
2. On the left, right-click your GCP account and select Synchronize Now.

There is also a background sync that occurs every 10 minutes, and this interval is not
configurable. If you force a sync, the background sync is unaffected and continues to occur
according to its original schedule.

Add VMWare VMs

Add virtual machines hosted on VMware vCloud

To import cloud resources into Deep Security Manager, Deep Security users must first have a
account with which to access the cloud provider service resources. For each Deep Security user
who will import a cloud account into the Deep Security Manager, Trend Micro recommends
creating a dedicated account for that Deep Security Manager to access the cloud resources.
Thatis, users should have one account to access and control the virtual machines themselves,
and a separate account for their Deep Security Manager to connect to those resources.

Note: Having a dedicated account for Deep Security ensures that you can refine the rights and
revoke this account at any time. It is recommended to give Deep Security an access key or
secret key with read-only rights at all times.

Note: The Deep Security Manager only requires read-only access to import the cloud
resources and mange their security.

Topics in this section:
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. "What are the benefits of adding a vCloud account?" below

« "Proxy setting for cloud accounts" below

» "Create a VMware vCloud Organization account for the manager" below

« "Import computers from a VMware vCloud Organization Account" on the next page
« "Import computers from a VMware vCloud Air data center" on page 206

» "Configure software updates for cloud accounts" on page 206

« "Remove a cloud account" on page 207

What are the benefits of adding a vCloud account?

The benefits of adding a vCloud account (through Deep Security Manager > Computers > Add
Azure Account) instead of adding individual vCloud resources (through Deep Security Manager
> Computers > Add Computer), are:

« Changes in your cloud resource inventory are automatically reflected in Deep Security
Manager. For example, if you delete a number of instances from vSphere, those instances
disappear automatically from the manager. By contrast, if you use Computers > Add
Computer, cloud instances that are deleted from vCenter remain visible in the manager
until they are manually deleted.

« Cloud resources are organized into their own branch in the manager, which lets you easily
see which resources are protected and which are not. Without the vCloud account, all your
cloud resources appear at the same root level under Computers.

Proxy setting for cloud accounts

You can configure Deep Security Manager to use a proxy server specifically for connecting to
instances being protected in cloud accounts. The proxy setting can be found in Administration >
System Settings > Proxies > Proxy Server Use > Deep Security Manager (Cloud Accounts -
HTTP Protocol Only).

Create a VMware vCloud Organization account for the manager

Log in to VMware vCloud Director.

On the System tab, go to Manage And Monitor.

In the left navigation pane, click Organizations.

Double-click the Organization you wish to give the Deep Security user access to.
On the Organizations tab, click Administration.

In the left navigation pane, go to Members > Users.

Click the " plus " sign to create a new user.

Nookwh =
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8. Enter the new user's credentials and other information, and select Organization
Administrator as the user's Role.

Note: Organization Administrator is a simple pre-defined Role you can assign to the
new user account, but the only privilege required by the account is All Rights > General
> Administrator View and you should consider creating a new vCloud role with just this
permission.

9. Click OK to close the new user's properties window.

The vCloud account is now ready for access by a Deep Security Manager.

Note:
To import the VMware vCloud resources into the Deep Security Manager, users will be
prompted for the Address of the vCloud, their User name , and their Password .

The User name must include "@orgName". For example if the vCloud account's username is
kevin and the vCloud Organization you've given the account access to is called CloudOrgOne,
then the Deep Security user must enter kevin@CloudOrgOne as their username when
importing the vCloud resources.

(For a vCloud administrator view, use @system.)

Import computers from a VMware vCloud Organization Account

1. In the Deep Security Manager, go to Computers.

2. Right-click Computers in the navigation panel and select Add vCloud Account to display
the Add vCloud Cloud Account wizard.

3. In Name and Description, enter the resources you are adding. (These are only used for
display purposes in the Deep Security Manager.)

4. In Address, enter the hostname or address of vCloud Director.

5. In User Name and Password, enter vCloud authentication credentials. User names should
have the format username@vcloudorganization.

6. Click Next.

7. Deep Security Manager will verify the connection to the cloud resources and display a
summary of the import action. Click Finish.

The VMware vCloud resources now appear in the Deep Security Manager under their own
branch on Computers.
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Import computers from a VMware vCloud Air data center

1. In the Deep Security Manager, go to the Computers section, right-click Computers in the
navigation panel and select Add vCloud Account to display the Add vCloud Account
wizard.

2. Entera Name and Description of the vCloud Air data center you are adding. (These are
only used for display purposes in the Deep Security Manager.)

3. Enterthe Address of the vCloud Air data center.
To determine the address of the vCloud Air data center:

a. Log in to your vCloud Air portal.
b. On the Dashboard tab, click on the data center you want to import into Deep Security.
This will display the Virtual Data Center Details information page.
c. Inthe Related Links section of the Virtual Data Center Details page, click on vCloud
Director APl URL. This will display the full URL of the vCloud Director API.
d. Use the hostname only (not the full URL) as the Address of the vCloud Air data center
that you are importing into Deep Security.
4. In User Name and Password, enter virtual data center credentials. User names should
have the format username@virtualdatacenterid.
5. Click Next.
6. Deep Security Manager will verify the connection to the vCloud Air data center and display

a summary of the import action. Click Finish.

The VMware vCloud Air data center now appears in the Deep Security Manager under its own
branch on Computers.

Configure software updates for cloud accounts

Relays are modules within Deep Security Agents that are responsible for the download and
distribution of Security and Software updates. Normally, the Deep Security Manager informs the
relays when new updates are available, the relays get the updates and then the agents get their
updates from the relays.

However, if your Deep Security Manager is in an enterprise environment and you are managing
computers in a cloud environment, relays in the cloud may not be able to communicate with
Deep Security Manager. You can solve this problem by allowing the relays to obtain software
updates directly from the Trend Micro Download Center when they cannot connect to the Deep
Security Manager. To enable this option, go to Administration > System Settings > Updates
and under Software Updates, select Allow Relays to download software updates from Trend
Micro Download Center when Deep Security Manager is not accessible.
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Remove a cloud account

Removing a cloud provider account from Deep Security Manager permanently removes the
account from the Deep Security database. Your account with your cloud provider is unaffected
and any Deep Security agents that were installed on the instances will still be installed, running,
and providing protection (although they will no longer receive security updates.) If you decide to
re-import computers from the Cloud Provider Account, the Deep Security Agents will download
the latest Security Updates at the next scheduled opportunity.

1. Gotothe Computers page, right-click on the Cloud Provider account in the navigation
panel, and select Remove Cloud Account.

2. Confirm that you want to remove the account.

3. The accountis removed from the Deep Security Manager.

Manually upgrade your AWS account connection

In older iterations of Deep Security as a Service, you could add an AWS account to Deep
Security Manager by clicking Add AWS Account on the Computers page. This method used an
AWS CloudFormation template to add your account. All of the AWS instances associated with
your account would appear on the Computer page, listed under your AWS account name and
regions.

Deep Security as a Service now includes the ability to display your AWS instances organized by
region, VPC and subnet. The migration from the older type of AWS connection to the new
method usually happens automatically. However, if Deep Security encounters a problem and
cannot perform the migration automatically, it will produce an "AWS Account Migration Failed"
alert. If you encounter this alert, follow the steps in this article to migrate your AWS account
connection. The main cause of the migration failure is a lack of permissions for the AWS role
listed in the alert message.

Verify the permissions associated with the AWS role

Log in to your Amazon Web Services Console and go to the |1AM service.

In the left navigation pane, click Roles.

Find the role that was identified in the alert message and click the role.
Under Permissions, expand the "DeepSecurity" policy, and click Edit Policy.
The policy in the "Action" section should be:

oD =

"Action": [
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"ec2:DescribeImages",
"ec2:DescribelInstances",
"ec2:DescribeRegions",
"ec2:DescribeSubnets",
"ec2:DescribeTags",
"ec2:DescribeVpcs",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeSecurityGroups",
"workspaces:DescribeWorkspaces",
"workspaces:DescribeWorkspaceDirectories",
"workspaces:DescribeWorkspaceBundles",
"workspaces:DescribeTags",
"iam:ListAccountAliases",

L

iam:GetRole",

iam:GetRolePolicy",
"sts:AssumeRole"

]

Note: The "sts:AssumeRole" permission is required only if you are using cross
accountroles.

Note: The "iam:GetRole" and "iam:GetRolePolicy" permissions are optional, but
recommended because they allow Deep Security to determine whether you have the
correct policy when an update to the manager occurs that requires additional AWS
permissions.

6. Click Review policy and Save changes.

7. Wait for up to 30 minutes and your connection should be upgraded. On the Computers tab
in Deep Security Manager, your AWS instances are organized by region, VPC and subnet.
Your Amazon WorkSpaces are organized by region and WorkSpace directory.

How do | migrate to the new cloud connector functionality?

If you previously used the "Add Cloud Account" wizard to import Amazon Web Services
resources into Deep Security Manager, those resources are organized by AWS region on
Computers. You may have run the wizard more than once if you have multiple AWS regions.
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The latest versions of Deep Security provide the ability to display your AWS instances under
your AWS account name, organized in a hierarchy that includes the AWS Region, VPC, and
subnet.

Before migrating your AWS resources, you will need to edit the policy that allows Deep Security
to access your AWS account:

1. Log in to your Amazon Web Services Console and go to ldentity and Access
Management (IAM).

2. Inthe left navigation pane, click Policies.

3. In the list of policies, select the policy that allows Deep Security to access your AWS
account.

4. Go to the Policy Document tab and click Edit.

5. Editthe policy document to include this JSON code:

{

"Version": "2012-10-17",
"Statement": [
{

"Sid": "cloudconnector",

"Effect": "Allow",

"Action": [
"ec2:DescribelImages",
"ec2:DescribelInstances",
"ec2:DescribeRegions",
"ec2:DescribeSubnets",
"ec2:DescribeTags",
"ec2:DescribeVpcs",
"jam:ListAccountAliases",
"sts:AssumeRole"

1,

"Resource": [

"Wk
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Note: The "sts:AssumeRole" permission is required only if you are using cross-
account role access. For more information on IAM roles, see Tutorial: Delegate Access
Across AWS Accounts Using IAM Roles.

6. Select Save as default version.
To migrate your AWS resources in the Deep Security Manager:

1. In the Deep Security Manager, go to the Computers page.

2. Inthe Computers tree, right-click an AWS region and select Upgrade to Amazon Account.

3. Click Finish and then Close. Your AWS instances will now appear under your AWS
account name, organized in a hierarchy that includes the AWS Region, VPC, and subnet.

Protect Docker containers

The benefits of a Docker deployment are real, but so is the concern about the significant attack
surface of the Docker host's operating system (OS) itself. Like any well-designed software
deployment, OS hardening and the use of best practices for your deployment, such as the
Center for Internet Security (CIS) Docker Benchmark, provide a solid foundation as a starting
point. Once you have a secure foundation in place, adding Deep Security to your deployment
gives you access to Trend Micro’s extensive experience protecting physical, virtual, and cloud
workloads as well as to real-time threat information from the Trend Micro Smart Protection
Network. Deep Security both protects your deployment as well as helps meet and maintain
continuous compliance requirements. See "Docker support" on page 84 for information on
supported Docker editions and releases.

Deep Security protects your Docker hosts and containers running on Linux distributions. Deep
Security can do the following:

« Identify, find, and protect Docker hosts within your deployment through the use of badges
and smart folders

« Protect Docker hosts and containers from vulnerabilities to protect them against known and

zero-day exploits by virtually patching new found vulnerabilities

. Provide real-time anti-malware detection for the file systems used on Docker hosts and
within the containers

« Assert the integrity of the Docker host for continuous compliance and to protect your
deployment using the following techniques:
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« Prevent the unauthorized execution of applications on Docker hosts by helping you
control which applications are allowed to run in addition to the Docker daemon

o Monitor Docker hosts for unexpected changes to system files

« Notify you of suspicious events in your OS logs

Note: Deep Security Docker protection works at the OS level. This means that the Deep
Security Agent must be installed on the Docker host's OS, not inside a container.

Note: Communication between containers in the pod is not supported.

Beginning with Deep Security 10.1, Deep Security supports Docker in swarm mode while using
an overlay network.

Deep Security protection for the Docker host

The following Deep Security modules can be used to protect the Docker host:

« Intrusion Prevention (IPS)
« Anti-Malware

« Integrity Monitoring

Log Inspection

Application Control

Firewall

Web Reputation

Deep Security protection for Docker containers

The following Deep Security modules can be used to protect Docker containers:

« Intrusion Prevention

o Anti-Malware

Limitation on Intrusion Prevention recommendation scans

Although Deep Security Intrusion Prevention controls work at the host level, it also protects
container traffic on the exposed container port numbers. Since Docker allows multiple
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applications to run on the same Docker host, a single Intrusion Prevention policy is applied to all
Docker applications. This means that recommendation scans should not be relied upon for
Docker deployments.

Configure policies

Create policies

Policies allow collections of rules and configuration settings to be saved for easier assignment to
multiple computers. You can use the Policy editor’ to create and edit policies that you can then
apply to one or more computers. You can also use the Computer editor? (which is very similar to
the Policy editor) to apply settings to a specific computer, but the recommended method is to
create specialized policies rather then edit the settings in the Computer editor.

Tip: You can automate policy creation and configuration using the Deep Security API. For
examples, see the Create and Configure Policies guide in the Deep Security Automation

Center.

In this article:

. "Create a new policy" on the next page

. "Other ways to create a policy" on the next page

. "Edit the settings for a policy or individual computer" on page 214
« "Assign a policy to a computer" on page 215

. "Disable automatic policy updates" on page 215

« "Send policy changes manually" on page 215

« "Export a policy" on page 216

170 open the Policy editor, go to the Policies page and double-click the policy that you want to edit (or select the policy and click Details).
2To open the Computer editor, go to the Computers page and double-click the computer that you want to edit (or select the computer and

click Details).
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Create a new policy

1. Click Policies > New > New Policy.
2. Enter a name for the policy. If you want the new policy to inherit its settings from an existing
policy, select a policy from the Inherit from list. Click Next.

Tip: For information on inheritance, see "Policies, inheritance, and overrides" on
page 216.

3. Select whether you want to base this policy on an existing computer's configuration and
then click Next.

4. Ifyou selected Yes in step 3:

a. Select a computer to use as the basis for the new policy and click Next.

b. Specify which protection modules will be enabled for the new policy. If this policy is
inheriting its settings from an existing policy, those settings will be reflected here. Click
Next.

c. On the next screen, select the properties that you want to carry into the new policy and
click Next. Review the configuration and click Finish.

5. Ifyou selected No in step 3, specify which protection modules will be enabled for the new
policy. If this policy is inheriting its settings from an existing policy, those settings will be
reflected here. Click Finish.

6. Click Close. Next, you can edit the settings for the policy, as described in "Edit the settings
for a policy or individual computer" on the next page.

Other ways to create a policy

There are several ways to create a policies on the Policies page:

« Create a new policy as described above.

o Click New > Import From File to import policies from an XML file.

Note: When importing policies, ensure that the system where you created the policies
and the system that will receive them both have the latest security updates. If the system
that is receiving the policies is running an older security update, it may not have some of
the rules referenced in the policies from the up-to-date system.

« Duplicate (and then modify and rename) an existing policy. To do so, right-click an existing
policy you want to duplicate and then click Duplicate.
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« Create a new policy based on a recommendation scan of a computer. To do so, go to the
Computers page, right-click a computer and select Actions > Scan for Recommendations.
When the scan is complete, return to the Policies page and click New to display the New
Policy wizard. When prompted, choose to base the new policy on "an existing computer's
current configuration". Then select "Recommended Application Types and Intrusion
Prevention Rules", "Recommended Integrity Monitoring Rules", and "Recommended Log
Inspection Rules" from among the computer's properties.

Note: The Policy will consist only of recommended elements on the computer,
regardless of what Rules are currently assigned to that computer.

Edit the settings for a policy or individual computer

The Policies page shows your existing policies in their hierarchical tree structure. To edit the
settings for a policy, select it and click Details to open the policy editor.

These sections are available in the Computer or Policy editor’:

« Overview (the "Overview section of the policy editor" on page 238 and "Overview section
of the computer editor" on page 232 are different)
« Anti-Malware

« Web Reputation

o Firewall

« Intrusion Prevention

« Integrity Monitoring

o Log Inspection

« Application Control

« Interface Types

« Settings
« Overrides

1You can change these settings for a policy or for a specific computer. To change the settings for a policy, go to the Polices page and double-
click the policy that you want to edit (or select the policy and click Details). To change the settings for a computer, go to the Computers page

and double-click the computer that you want to edit (or select the computer and click Details).
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Assign a policy to a computer

1. Go to Computers.

2. Select your computer from the Computers list, right click and choose Actions > Assign
Policy.

3. Select the policy from the hierarchy tree and click OK.

The policy is sent when the next agent heartbeat occurs.

For more information on how child policies in a hierarchy tree can inherit or override the settings
and rules of parent policies, see "Policies, inheritance, and overrides" on the next page.

After assigning a policy to a computer, you should still run periodic recommendation scans on
your computer to make sure that all vulnerabilities on the computer are protected. See "Manage
and run recommendation scans" on page 221 for more information.

Disable automatic policy updates

By default, any changes to a security policy are automatically sent to the computers that use the
policy. You can change this so automatic sending is disabled, and you must manually send the

policy.

1. Open the Policy editor’ for the policy to configure.

2. Go to Settings > General > Send Policy Changes Immediately.

3. Next to Automatically send Policy changes to computers, select Yes to allow automatic
sending of policy changes. To disable automatic sending, and only allow manually
sending, select No.

4. Click Save to apply the changes.

Send policy changes manually

If you make a policy change and want to send the policy changes manually to a particular
computer, follow the instructions below.

Go to Computers .

Double-click your computer from the Computers list.

In the navigation pane, make sure Overview is selected.
In the main pane, click the Actions tab.

Under Policy, click Send Policy.

abrowbd =

170 open the Policy editor, go to the Policies page and double-click the policy that you want to edit (or select the policy and click Details).

215



Trend Micro Deep Security as a Service

The policy is sent when the next agent heartbeat occurs.

Export a policy

To export a policy to an XML file, select a policy from the policies tree and click Export > Export
Selected to XML (For Import).

Note: When you export a selected policy to XML, any child policies that the policy may have
are included in the exported package. The export package contains all the actual objects
associated with the policy except: intrusion prevention rules, log inspection rules, integrity
monitoring rules, and application types.

Policies, inheritance, and overrides

Policies in Deep Security are intended to be created in a hierarchical structure. As an
administrator, you begin with one or more base policies from which you create multiple levels of
child policies that get progressively more granular in their detail. You can assign broadly
applicable rules and other configuration settings at the top-level policies and then get more
targeted and specific as you go down through levels of child policies, eventually arriving at rule
and configuration assignments at the individual computer level.

As well as assigning more granular settings as you move down through the policy tree, you can
also override settings from higher up the policy tree.

Deep Security provides a collection of policies that you can use as initial templates for the
design of your own policies tailored to your environment:

v % Base Policy
> 78 Deep Security
78 Linux Server
%8 Solaris Server
v 33 Windows
%8 Windows Desktop

8 Windows Server
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In this topic:

« "Inheritance" below
« "Overrides" on the next page

« "View the overrides on a computer or policy at a glance" on page 220

Inheritance

Child policies inherit their settings from their parent policies. This allows you to create a policy
tree that begins with a base parent policy configured with settings and rules that will apply to all
computers. This parent policy can then have a set of child and further descendant policies which
have progressively more specific targeted settings. Your policy trees can be built based on any
kind of classification system that suits your environment. For example, the branch in the policy
tree that comes with Deep Security has two child policies, one designed for a server hosting the
Deep Security Manager and one designed for the Deep Security Virtual Appliance. This is a
role-based tree structure. Deep Security also has three branches designed for specific operating
systems, Linux, Solaris, and Windows. The windows branch has further child policies for various
sub-types of Windows operating systems.

In the Windows policy editor on the Overview page, you can see that the Windows policy was
created as a child of the Base policy. The policy's anti-malware setting is Inherited (Off):
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Policy: Base Policy > Windows

W Overview General = Computer(s) Using This Policy =~ Events
Anti-Malware
. Nere niond
Web Reputation -
Description: An example policy from which all the example Windows policies inherit. Any settings that are common to all Windows policies
© Firewall can be set here.
© |Intrusion Prevention
Integrity Monitoring £
@ Log Inspection Inheritance .
Parent Policy: & None -
Interface Types
- i % Base Policy
Settings
o g %3 Deep Security
X Overrides %% Linux Server
Modules
@ Anti-Malware: Inherited (Off) - off
Web Reputation: Inherited (Off) - Off
@ Firewall: Inherited (Off) - Off, 1 rule
© Intrusion Prevention: | Inherited (Off) - Off, no rules
@ Integrity Monitoring:  Inherited (Off) v Off, no rules
@ Log Inspection: Inherited (Off) - Off, no rules
Close

This means that the setting is inherited from the parent Base policy, and that if you were to
change the anti-malware setting in the Base policy from Off to On, the setting would change in
the Windows policy as well. (The Windows policy setting would then read Inherited (On). The
value in parentheses always shows you what the current inherited setting is.)

Overrides

The Overrides page shows you how many settings have been overridden at this policy or
specific computer level. To undo the overrides at this level, click the Remove button.

In this example, the Windows Server policy is a child policy of the Windows policy. Here, the
anti-malware setting is no longer inherited; it is overridden and hard-set to On.
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Policy: Base Policy > Windows > Windows Server

"2 Overview General Computer(s) Using This Policy = Events

€ Anti-Malware =
Name: Windows Server

Web Reputation Description: An example policy for Windows Server servers.

& Firewall
& Intrusion Prevention

@ Integrity Monitoring
Inheritance
@& Log Inspection
Parent Policy:

Application Control & None

> 5 Base Polic
M Interface Types E /

£¥ Settings {
4 Overrides Modules
|@ Anti-Malware: on v+ @ Real Time
Web Reputation: Inherited (Off) - Off
@ Firewall: On - ® On,22rules
© |Intrusion Prevention: ~ On A Prevent, no rules
@ Integrity Monitoring: On v On, no rules
@ Log Inspection: On v on, ne rules
Application Control: Inherited (Off) v Off

Close

Tip: You can automate override checking, creation, and removal using the Deep Security API.
For examples, see the Configure Computers to Override Policies guide in the Deep Security

Automation Center.
Override object properties

The intrusion prevention rules that are included in this policy are copies of the intrusion
prevention rules stored by the Deep Security Manager which are available for use by any other
policies. If you want to change the properties of a particular rule, you have two choices: modify
the properties of the rule globally so that the changes you make apply to all instances where the
rule is in use, or modify the properties locally so that the changes you make only apply locally.
The default editing mode in a Computer or policy editor is local. If you click Properties on the
Assigned Intrusion Prevention Rules area toolbar, any changes you make in the Properties
window that appears will only apply locally. (Some properties like the rule name can't be edited
locally, only globally.)
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Right-clicking a rule displays a context menu which gives you the two Properties editing mode
options: selecting Properties will open the local editor window and Properties (Global) will
open the global editor window.

Most of the shared common objects in Deep Security can have their properties overridden at any
level in the policy hierarchy right down to the individual computer level.

Override rule assignments

You can always assign additional rules at any policy or computer level. However, rules that are
in effect at a particular policy or computer level because their assignment is inherited from a
parent policy cannot be unassigned locally. They must be unassigned at the policy level where
they were initially assigned.

Tip: If you find yourself overriding a large number of settings, you should probably consider
branching your parent policy.

View the overrides on a computer or policy at a glance

You can see the number of settings that have been overridden on a policy or a computer by
going to the Overrides page in the computer or policy Editor:
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Policy: Base Policy > Windows > Windows Server

® Overview Overrides
0 Anti-Malware Anti-Malware
Anti-Malware Settings 1 Override Remove

Web Reputation
Malware Scan Configurations Assigned Inherited

& Firewall )
Web Reputation
© Intrusion Prevention Web Reputation Settings Inherited
@ Integrity Monitoring Firewall
i Firewall Settings 1 Qverride Remave
@& Log Inspection
Firewall Rules Overridden Inherited

b el 2 Firewall Stateful Configurations Assigned  Inherited

M Interface Types Intrusion Prevention

3 Settings ‘ Intrusion Prevention Settings 3 Overrides Remave
Intrusion Prevention Rules Overridden Inherited

G Overrides
Application Types Overridden Inherited

Integrity Monitoring
Integrity Monitoring Settings 3 Overrides Remove
Integrity Monitoring Rules Overridden Inherited

Log Inspection
Log Inspection Settings 3 Overrides Remove
Log Inspection Rules Overridden Inherited

Application Control
Application Control Settings Inherited

Quatam

Remave All Close

Overrides are displayed by protection module. You can revert system or module overrides by
clicking the Remove button.

Manage and run recommendation scans

Deep Security can run recommendation scans on computers to help identify intrusion
prevention, integrity monitoring, and log inspection rules that should be applied or removed.

Tip: Recommendation scans provide a good starting point for establishing a list of rules that
you should implement, but there are some important additional rules that are not identified by
recommendation scans. You should implement those rules manually. See "Implement
additional rules for common vulnerabilities" on page 229

You can configure recommendation scans and implement the recommended rules for individual
computers or at the policy level. For large deployments, Trend Micro recommends managing
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recommendations through policies. This way, you can make all your rule assignments from a
single source (the policy) rather than having to manage individual rules on individual computers.
This can mean that some rules are assigned to computers on which they are not required;
however, the minimal effect on performance is outweighed by the ease of management that
results from using policies. If you enable recommendation scans in policies, use separate
policies for scanning Windows and Linux computers, to avoid assigning Windows rules to Linux
computers, and vice-versa.

"What gets scanned?" below

"Scan limitations" below

"Run a recommendation scan" on page 224

"Automatically implement recommendations” on page 227

"Check scan results and manually assign rules" on page 228
"Configure recommended rules" on page 229

"Implement additional rules for common vulnerabilities" on page 229

"Troubleshooting: Recommendation Scan Failure" on page 231

What gets scanned?

During a recommendation scan, Deep Security Agents scan the operating system for:

installed applications

the Windows registry

open ports

the directory listing

the file system

running processes and services
environment variables

users

Scan limitations

Certain technical or logical limitations result in the rules for some types of software not being
accurately recommended, or not recommended at all:
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« On Unix/Linux systems, the recommendation scan engine might have trouble detecting
software that is not installed through the operating system's default package manager, for
example, Apache Struts, Wordpress, or Joomla. Applications installed using standard
package managers are not a problem.

« On Unix/Linux systems, rules for desktop application vulnerabilities or local vulnerabilities
(for example, browsers and media players) are not included in recommendation scans.

« Generic web application protection rules are notincluded in recommendation scans.

« Smart rules are generally not included in recommendation scans unless they address a
major threat or a specific vulnerability. Smart rules address one or more known and
unknown (zero-day) vulnerabilities. Rule lists in Deep Security Manager identify smart
rules with "Smart" in the Type column.

« When dealing with rules related to a content management system (CMS), the
recommendation scan cannot detect the CMS installation and installed version. It also
cannot detect the plug-ins installed with a CMS and their versions. As a result, whenever a
recommendation scan finds a web server installed and PHP installed or running on a
system, all CMS-related intrusion prevention rules get recommended. This may resultin
the over-recommendation of rules, but balances the need for security vs. accuracy.

« The recommendations for the following web technologies may suggest more rules than
necessary, so some tailoring may be required:
« Red Hat JBoss

« Eclipse Jetty
« Apache Struts
« Oracle WebLogic
 WebSphere
« Oracle Application Testing Suite
« Oracle Golden Gate
o Nginx
o OpenSSL rules are recommended on Windows only when OpenSSL is explicitly installed.

If OpenSSL in being used internally by an application but it was not installed as a separate
package, a recommendation scan does not detect it.

« On Linux systems, rules for Java-related vulnerabilities do not get recommended if web
browsers are the only applicable vector.
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« Recommendation scans cannot detect the Adobe Flash Player plug-in thatis included in a
default Chrome installation. Recommendations are based on the Chrome version, which
means some unnecessary rules may be recommended.

Run a recommendation scan

Because changes to your environment can affect which rules are recommended, it's best to run
recommendation scans on a regular basis (the best practice is to perform recommendation
scans on a weekly basis). Trend Micro releases new intrusion prevention rules on Tuesdays, so
it's recommended that you schedule recommendation scans shortly after those releases. The
use of system resources, including CPU cycles, memory, and network bandwidth, increases
during a recommendation scan so it's best to schedule the scans at non-peak times.

There are several ways to run recommendation scans:

« Scheduled task: Create a scheduled task that runs recommendation scans according to a
schedule that you configure. You can assign the scheduled task to all computers, one
individual computer, a defined computer group, or all computers protected by a particular
policy. See "Create a scheduled task to regularly run recommendation scans" on the next
page.

« Ongoing scans: Configure a policy so that all computers protected by the policy are
scanned for recommendations on a regular basis. You can also configure ongoing scans
for individual computers. This type of scan checks the timestamp of the last scan that
occurred and then and follows the configured interval thereafter to perform future scans.
This results in recommendation scans occurring at different times in your environment.
This setting is helpful in environments where an agent might not be online for more than a
few days (for example, in cloud environments that are building and decommissioning
instances frequently). See "Configure an ongoing scan" on the next page

« Manual scans: Run a single recommendation scan on one or more computers. A manual
scan is useful if you’ve recently made significant platform or application changes and want
to force a check for new recommendations instead of waiting for a scheduled task. See
"Manually run a recommendation scan" on page 226.

. Command line: Initiate a recommendation scan via the Deep Security command-line
interface. See "Command-line basics" on page 973.

« API: Initiate a recommendation scan via the Deep Security API. See "Use the Deep
Security API to automate tasks" on page 990.
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Note: Scheduled tasks and ongoing scans are each capable of running recommendation
scans independently with their own settings. Use either the scheduled tasks or ongoing scans,
but not both.

Once a recommendation scan has run, alerts are raised on the all computers for which
recommendations have been made.

Create a scheduled task to regularly run recommendation scans

1. In the Deep Security Manager, go to the Administration > Scheduled Tasks page.
2. Click New on the toolbar and select New Scheduled Task to display the New Scheduled

Task wizard.

3. Inthe Type list, select Scan Computers for Recommendations and then select how often
you want the scan to occur. Click Next.

4. Depending on your choice in step 3, the next page lets you be more specific about the
scan frequency. Make your selection and click Next.

5. Now select which computer(s) to scan and click Next.

Note: You can select all computers, choose one individual computer, select a group of
computers, or select computers that are assigned a particular policy. For large
deployments, it's best to perform all actions, including recommendation scans, through
policies.

6. Give a name to your new scheduled task, select whether or not to Run Task on 'Finish’,
click Finish.

Configure an ongoing scan

1. In the Deep Security Manager, open the Computer or Policy editor’, depending on
whether you want to configure the scan for an individual computer or for all computers that
are using a policy.

Note: For large deployments, it's best to perform all actions, including recommendation
scans, through policies.

1You can change these settings for a policy or for a specific computer. To change the settings for a policy, go to the Polices page and double-
click the policy that you want to edit (or select the policy and click Details). To change the settings for a computer, go to the Computers page

and double-click the computer that you want to edit (or select the computer and click Details).
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2. Click Settings. On the General tab, under Recommendations, the Perform ongoing
Recommendation Scans setting enables or disables ongoing recommendation scans. The
Ongoing Scan Interval setting specifies how often the scans occur. Both of those settings
can be inherited from the computer or policy's parent (see "Policies, inheritance, and
overrides" on page 216 for details about how inheritance works).

Manually run a recommendation scan

1. In the Deep Security Manager, go to the Computers page.
2. Select the computer or computers you want to scan.
3. Click Actions > Scan for Recommendations.

Cancel a recommendation scan
You can cancel a recommendation scan before it starts running.

1. In the Deep Security Manager, go to the Computers page.
2. Select the computer or computers where you want to cancel the scans.
3. Click Actions > Cancel Recommendation Scan.

Exclude a rule or application type from recommendation scans

If you don't want a particular rule or application type to be included in recommendation scan
results, you can exclude it from scans.

1. In the Deep Security Manager, open the Computer or Policy editor’.

Note: For large deployments, it's best to perform all actions, including recommendation
scans, through policies.

2. Depending on which type of rule you want to exclude, go to the Intrusion Prevention,
Integrity Monitoring, or Log Inspection page.

3. On the General tab, click Assign/Unassign (for rules) or Application Types (for application
types).

4. Double-click the rule or application type that you want to exclude.

5. Go to the Options tab. For rules, set Exclude from Recommendations to "Yes" or
"Inherited (Yes)". For application types, select the Exclude from Recommendations
checkbox.

1You can change these settings for a policy or for a specific computer. To change the settings for a policy, go to the Polices page and double-
click the policy that you want to edit (or select the policy and click Details). To change the settings for a computer, go to the Computers page

and double-click the computer that you want to edit (or select the computer and click Details).
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Automatically implement recommendations

You can configure Deep Security to automatically implement recommendation scan results
when it is appropriate to do so:

1. In the Deep Security Manager, open the Computer or Policy editor’.

Note: For large deployments, it's best to perform all actions, including recommendation
scans, through policies.

2. Depending on which type of rules you want to implement automatically, go to the Intrusion
Prevention, Integrity Monitoring, and/or Log Inspection pages. (You can change the
setting independently for each protection module.)

3. On the General tab, under Recommendations, change the setting to "Yes" or "Inherited
(Yes)".

Not all recommendations can be implemented automatically. The exceptions are:

« Rules that require configuration before they can be applied.
¢ Rules that are excluded from recommendation scans.

« Rules that have been automatically assigned or unassigned but that a user has
overridden. For example, if Deep Security automatically assigns a rule and you
subsequently unassign it, the rule is not reassigned after the next recommendation scan.

« Rules that have been assigned at a higher level in the policy hierarchy cannot be
unassigned at a lower level. A rule assigned to a computer at the policy level must be
unassigned at the policy level.

« Rules that Trend Micro has issued but which may pose a risk of producing false positives.
(This will be addressed in the rule description.)

1You can change these settings for a policy or for a specific computer. To change the settings for a policy, go to the Polices page and double-
click the policy that you want to edit (or select the policy and click Details). To change the settings for a computer, go to the Computers page

and double-click the computer that you want to edit (or select the computer and click Details).
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Check scan results and manually assign rules

The results of the latest recommendation scan are displayed in the Computer or Policy editor’,
on the General tab of the protection module (Intrusion Prevention, Integrity Monitoring, and Log
Inspection).

The example below describes how to deal with intrusion prevention recommendation scan
results via a policy:

1.

w

Once a recommendation scan is complete, open the policy that is assigned to the
computers you have just scanned.

. Go to Intrusion Prevention > General. The number of unresolved recommendations (if

any) is displayed in the Recommendations section.

Click Assign/Unassign to open the rule assignment window.

Sort the rules By Application Type and select Recommended for Assignment from the
display filter menu:

IPS Rules Al - Recommended for Assignment = By Application Type -

This displays a list of rules that are recommended for assignment but that have not been
assigned.

To assign a rule to the policy, select the checkbox next to the rule name. Rules flagged

with a @ icon have configuration options that you can set. Rules flagged with a 4} icon
have settings that must be configured before the rule is enabled.)

Alternatively, to assign several rules at once, use the Shift or Control keys to select the
rules, right-click the selection, and click Assign Rule(s).

Tip: The results of a recommendation scan can also include recommendations to unassign

rules. This can happen when applications are uninstalled, when security patches from a

manufacturer are applied, or when unnecessary rules have been applied manually. To view

rules that are recommended for unassignment, select Recommended for Unassignment from

the display filter menu.

1You can change these settings for a policy or for a specific computer. To change the settings for a policy, go to the Polices page and double-

click the policy that you want to edit (or select the policy and click Details). To change the settings for a computer, go to the Computers page

and double-click the computer that you want to edit (or select the computer and click Details).

228



Trend Micro Deep Security as a Service

Note: Recommended rules are indicated by a full flag (|-) . A partial flag (|.') identifies an

application type where only some of the rules that are part of the application type have been
recommended.

Configure recommended rules

Some rules require configuration before they can be applied. For example, some log inspection
rules require that you specify the location of the log files to be inspected for change. If this is the
case, an alert is raised on the computer on which the recommendation has been made. The text
of the alert will contain the information required to configure the rule. In the policy or computer

editor, rules flagged with a @ icon have configuration options that you can set. Rules flagged

with a ﬁ icon have settings that must be configured before the rule is enabled.

Implement additional rules for common vulnerabilities

Recommendation scans provide a good starting point for establishing a list of rules that you
should implement, but there are some additional rules for common vulnerabilities that are not
identified by recommendation scans because they need to be carefully configured and tested
before being implemented in "prevent" (block) mode. Trend Micro recommends that you
configure and test these rules, then manually enable them in your policies (or for individual
computers):

Tip: This listincludes the most common of the additional rules you should configure. You can
find others in Deep Security Manager by searching for rules whose type is "Smart" or "Policy".

Rule name Application type

1007598 - Identified Possible Ransomware File Rename Activity Over  DCERPC

Network Share Services
1007596 - Identified Possible Ransomware File Extension Rename DCERPC
Activity Over Network Share Services
. : DCERPC
1006906 - Identified Usage Of PsExec Command Line Tool Services
1007064 - Executable File Uploaded On System32 Folder Through DCERPC
SMB Share Services
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Rule name

1003222 - Block Administrative Share

1001126 - DNS Domain Blocker

1000608 - Generic SQL Injection Prevention
See "Configure an SQL injection prevention rule" on page 386 for
details.

1005613 - Generic SQL Injection Prevention - 2

1000552 - Generic Cross Site Scripting (XSS) Prevention

1006022 - Identified Suspicious Image With Embedded PHP Code

1005402 - Identified Suspicious User Agent In HTTP Request

1005934 - Identified Suspicious Command Injection Attack

1006823 - Identified Suspicious Command Injection Attack - 1

1005933 - Identified Directory Traversal Sequence In Uri Query
Parameter

1006067 - Identified Too Many HTTP Requests With Specific HTTP
Method

1005434 - Disallow Upload Of A PHP File

1003025 - Web Server Restrict Executable File Uploads

1007212 - Disallow Upload Of An Archive File

1007213 - Disallow Upload Of A Class File

230

Application type

DCERPC
Services
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Web Application
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Web Application
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Web Application
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Web Application
Common

Web Application
Common

Web Application
Common

Web Application
Common

Web Application
Common

Web Server
Common

Web Server
Common

Web Server
Common

Web Server
Common
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Rule name Application type

Common

Troubleshooting: Recommendation Scan Failure

If you are receiving a Recommendation Scan Failure on your server, follow the steps below to
resolve the issue. If the issue continues to persist after troubleshooting, create a diagnostic
package from the agent and contact support.

Communication

Typically for communication issues "protocol error" will appear in the body of the error message.

To resolve this issue, ensure that you're using agent-initatied communication. For more
information, see "Activate and protect agents using agent-initiated activation and
communication" on page 852.

Server resources

Monitor the CPU and memory resources on the server. If the memory or CPU is becoming
exhausted during the scan, increase the resources.

Detect and configure the interfaces available on a computer

The Computer and Policy editors contain an Interfaces (in the Computer editor) and Interface
Types (in the Policy editor) section that displays the interfaces detected on the computer. If a
policy with multiple interface assignments has been assigned to the computer, interfaces that
match the patterns defined in the policy will be identified.

The Interface Types section of the Policy editor provides additional capabilities:

Configure a policy for multiple interfaces

If you have computers with more than one interface, you can assign various elements of a policy
(firewall rules, etc.) to each interface.

1. In the Policy editor, click Interface Types.
2. In the Network Interface Specificity section, select Rules can apply to specific interfaces
3. Inthe Interface Type sections that appear, type the names and pattern matching strings.
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The interface type name is used only for reference. Common names include "LAN", "WAN",
"DMZ", and "Wi-Fi", though any name can be used to map to your network's topology.

The interface name used for all container network interfaces and host virtual interfaces is
"integrated_veth", which has a MAC address of 02:00:00:00:00:00.

The matches define a wildcard-based interface name to auto map the interfaces to the
appropriate interface type. Examples would be "Local Area Connection *", "eth™, or"Wireless *".
When an interface cannot be mapped automatically, an alert is triggered. You can manually map
it from the Interfaces page in the computer editor for a particular computer.

Note: If Deep Security detects interfaces on the computer that don't match any of these entries,
the manager will trigger an alert.

Enforce interface isolation

When Interface Isolation is enabled, the firewall will try to match the regular expression patterns
to interface names on the local computer. To enforce interface isolation, click Enable Interface
Isolation option on the Policy or Computer Editor > Firewall > Interface Isolation tab and enter
string patterns that will match the names of the interfaces on a computer (in order of priority).

Before you enable Interface Isolation make sure that you have configured the
interface patterns in the proper order and that you have removed or added all necessary string
patterns. Only interfaces matching the highest priority pattern will be permitted to transmit
traffic. Other interfaces (which match any of the remaining patterns on the list) will be
"restricted". Restricted Interfaces will block all traffic unless an Allow Firewall Rule is used to
allow specific traffic to pass through.

Selecting Limit to one active interface will restrict traffic to only a single interface even if more
than one interface matches the highest priority pattern.

Note: Deep Security uses POSIX basic regular expressions to match interface names. For
information on basic POSIX regular expressions, see
https://pubs.opengroup.org/onlinepubs/009695399/basedefs/xbd_chap09.html#tag_09_03

Overview section of the computer editor

The computer editor Overview page has the following tabbed sections:
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« "General tab" below

« "Actions tab" on page 236

. "TPMtab" on page 237

« "System Events tab" on page 238

General tab

« Hostname: Appears in the Name column on the Computers page. The name must be
either the IP address of the computer or the hostname of the computer. Either a fully
qualified hostname or a relative hostname can be used if a hostname is used instead of an
IP address. You have to specify a hostname that can be resolved or a valid IP address that
the Deep Security Manager can access. This is because the communication between the
Deep Security Manager and the agent computers are based on the hostname. For relay-
enabled agents, all of the computers within the relay group should be able to reach the
specified IP address or hostname. If the Deep Security Manager cannot access the target
computer the communication direction should be set to Agent/Appliance Initiated (Settings
> Computer).

« Display Name: Appears in the Display Name column and in brackets next to the
Hostname value.

« Description: a description of the computer.

 Platform: Details of the computer's OS will appear here.

« Group: The computer group to which the computer belongs appears in the list. You can
reassign the computer to any other existing computer group.

« Policy: The policy (if any) that has been assigned to this computer.

Note: Keep in mind that if you unassign a policy from a computer, rules may still be in
effect on the computer if they were assigned independently of the policy.

« Asset Importance: Deep Security Manager uses a ranking system to quantify the
importance of security events. Rules are assigned a severity level (high, medium, low,
etc.), and assets (computers) are assigned an "asset importance" level. These levels have
numerical values. When a rule is triggered on a computer the asset importance value and
the severity level value are multiplied together. This produces a score which is used to sort
events by importance. (Event ranking can be seen in the Events pages.) Use this Asset
Importance list to assign an asset importance level to this computer. (To edit the
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numerical values associated with severity and importance levels, go to Administration >
System Settings > Ranking.)

- Download Security Updates From: Use the dropdown list to select which relay group the
agent/appliance on this computer will download security updates from. (not displayed if
agentis acting as a relay.)

Computer status

The Status area displays the latest available information about the computer and the protection
modules in effect on it. Whether the computer is protected by an agent or an appliance (or both in
the case of combined mode) is displayed in the top row.

« Status:

« When the computer is unmanaged the status represents the state of the agent or
appliance with respect to activation. The status will display either "Discovered" or
"New" followed by the agent or appliance state in brackets ("No Agent/Appliance”,
"Unknown", "Reactivation Required", "Activation Required", or "Deactivation
Required").

« When the computer is managed and no computer errors are present, the status will
display "Managed" followed by the state of the agent or appliance in brackets
("Online" or "Offline").

« When the computer is managed and the agent or appliance is in the process of
performing an action (e.g. "Integrity Scan in Progress", "Upgrading Agent (Install
Program Sent)", etc.) the task status will be displayed.

« When there are errors on the computer (e.g., "Offline", "Update Failed", etc.) the status
will display the error. When more than one error is present, the status will display
"Multiple Errors" and each error will be listed beneath.

Protection module status

With Deep Security 9.5 and later, protection modules are deployed to agents on an as-needed
basis. Only core functionality is included when an agent is first installed.

The Status area provides information about the state of the Deep Security modules. The status
reflects the state of a module on the agent as well as its configuration in Deep Security Manager.
A status of "On" indicates that the module is configured in Deep Security Manager and is
installed and operating on the Deep Security Agent.
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A green status light is displayed for a module when itis "On" and working. In addition, modules
that allow individual rule assignment must have at least one rule assigned before they will
display a green light.

Anti-Malware: Whether Anti-Malware protection is on or off and whether it is configured for
real-time or on-demand scans.

Web Reputation: Whether Web Reputation is on or off.
Firewall: Whether the Firewall is on or off and how many rules are in effect.

Intrusion Prevention: Whether Intrusion Prevention is on or off and how many rules are in
effect.

Integrity Monitoring: Whether Integrity Monitoring is on or off and how many rules are in
effect.

Log Inspection: Whether Log Inspection is on or off and how many rules are in effect.
Application Control: Whether Application Control is on or off.

Online: Indicates whether the manager can currently communicate with the agent or
appliance.

Last Communication: The last time the manager successfully communicated with the
agent or appliance on this computer.

Check Status: This button allows you to force the manager to perform an immediate
heartbeat operation to check the status of the agent or appliance. Check Status will not
perform a security update of the agent or appliance. When manager to agent or appliance
communications is set to "Agent/Appliance Initiated" the Check Status button is disabled.
Checking status will not update the logs for this computer. To update the logs for this
computer, go to the Actions tab.

Clear Warnings/Errors: Dismisses any alerts or errors on this computer.

ESXi server: If the computer is a virtual machine protected by a virtual appliance, the ESXi
server that hosts them is displayed.

Appliance: If the computer is a virtual machine protected by a virtual appliance, the
protecting appliance is displayed.

ESXi Version: If the computer is an ESXi server, the ESXi version number is displayed.

Filter Driver version: If the computer is an ESXi server, the filter driver version number is
displayed. If you are using Deep Security Virtual Appliance 10.0 or later with ESXi 6.0 or
later, "N/A" will be displayed because no filter driver is in use.

Guests: If the computer is an ESXi server, the virtual appliance and guests are displayed.
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« Appliance Version: If the computer is a virtual appliance, the appliance version number is
displayed.

« Protected Guests On: If the computer is a virtual appliance, the IP of the ESXi server and
the protected guest are displayed.

VMware virtual machine summary

This section displays a summary of hardware and software configuration information about the
virtual machine on which the agent or appliance is running (VMware virtual machines only).

Actions tab

Activation

A newly installed Deep Security agent or appliance needs to be "activated" by the Deep
Security Manager before policies, rules, requests for event logs, etc. can be sentto it. The
activation procedure includes the exchange of SSL keys which uniquely identify a manager (or
one of its nodes) and an agent/appliance to each other. Once activated by a Deep Security
Manager, an agent/appliance will only accept instructions or communicate with the Deep
Security Manager which activated it (or one of its nodes).

An unactivated agent or appliance can be activated by any Deep Security Manager.

Agents and appliances can only be deactivated locally on the computer or from the Deep
Security Manager which activated it. If an agent or appliance is already activated, the button in
this area will read Reactivate rather than Activate. Reactivation has the same effect as
activation. A reactivation will reset the agent or appliance to the state it was in after first being
installed and initiate the exchange of a new set of SSL keys.

Policy

When you change the configuration of an agent or appliance on a computer using the Deep
Security Manager (apply a new Intrusion Prevention rule, change logging settings, etc.) the

Deep Security Manager has to send the new information to the agent or appliance. This is a
"Send Policy" instruction. Policy updates usually happen immediately but you can force an

update by clicking the Send Policy button.

Agent Software

This displays the version of the agent or appliance currently running on the computer. If a newer
version of the agent or appliance is available for the computer's platform you can click the
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Upgrade Agent or Upgrade Appliance button to remotely upgrade the agent or appliance from

the Deep Security Manager. You can configure the Deep Security Manager to trigger an alert if
new versions of the agent or appliance software running on any of your computers by going to

the Administration > System Settings > Updates tab.

Note: Before updating or uninstalling a Deep Security Agent or Relay on Windows, you must
disable agent self-protection. To do this, on the Deep Security Manager, go to Computer
editor' > Settings > General. In Agent Self Protection, and then either deselect Prevent local
end-users from uninstalling, stopping, or otherwise modifying the Agent or enter a password
for local override.

Support

The Create Diagnostic Package button creates a snapshot of the state of the agent or appliance
on the computer. Your support provider may request this for troubleshooting purposes.

If you have lost communication with the computer, a diagnostics package can be created locally.
For more information, see "Create a diagnostic package and logs" on page 1075.

TPM tab

Note: The TPM tab will appear in place of the Actions tab for ESXi servers.

A Trusted Platform Module (TPM) is a type of chip that is used for hardware authentication.
VMware uses the TPM with its ESXi hypervisors. During the boot sequence, an ESXi writes a
SHA-1 hash of each hypervisor component to a set of registers as it loads. An unexpected
change in these values from one boot sequence to the next can indicate a possible security
issue worth investigating. Deep Security can monitor the TPM on an ESXi after every boot and
raise an Alert if it detects any changes. If you select the option to enable TPM monitoring on an
ESXi that doesn't support it, the option will be automatically disabled.

Enable TPM Monitoring: Select to enable Trusted Platform Module monitoring.

Raise an alert when TPM Monitoring fails to obtain valid register values: Select to have Deep
Security raise an alert if the Trusted Platform Module fails to obtain valid register values for the
hypervisor components during the ESXi boot sequence.

1To open the Computer editor, go to the Computers page and double-click the computer that you want to edit (or select the computer and

click Details).
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TPM Register Data Imported: Indicates whether the Trusted Protection Module data has been
imported.

TPM Last Checked: Indicates when the Trusted Protection Module was last checked. You can
click Check Now to start a check of the Trusted Platform Module.

Note: The minimum requirements for TPM monitoring are
o TPM/TXT installed and enabled on the ESXi (consult your VMware documentation for
details)

« The Deep Security Integrity Monitoring and Application Control modules must be
properly licensed.

System Events tab

For information about events, see " System events" on page 717.

Overview section of the policy editor

The Overview section of the policy editor has the following tabbed sections:

« "General tab" below
« "Computer(s) Using This Policy tab" on the next page
. "Events tab" on the next page

General tab

General

« Name: Appears in the Display Name column and in brackets next to the Hostname value.

« Description: a description of the computer.

Inheritance

Identifies the parent policy (if any) from which the current policy inherits its settings.
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Modules

. Anti-Malware: Whether anti-malware protection is on or off and whether it is configured for
real-time or on-demand scans.

« Web Reputation: Whether web reputation is on or off.
« Firewall: Whether the firewall is on or off and how many rules are in effect.

« Intrusion Prevention: Whether intrusion prevention is on or off and how many rules are in
effect.

« Integrity Monitoring: Whether integrity monitoring is on or off and how many rules are in
effect.

« Log Inspection: Whether log inspection is on or off and how many rules are in effect.
« Application Control: Whether application control is on or off.
Computer(s) Using This Policy tab

Lists computers to which this policy has been assigned.

Events tab

For information about events, see " System events" on page 717.

Network engine settings

To edit the network engine settings of a policy or computer, open the Policy editor’ or the
Computer editor? for the policy or computer to configure and click Settings > Advanced .

Note: The Advanced tab also contains Events settings. For information on those settings, see
Limit log file sizes. It also contains the Generate an Alert when Agent configuration package
exceeds maximum size setting, which controls the display of the "Agent configuration package
too large" setting.

The following settings are available:

170 open the Policy editor, go to the Policies page and double-click the policy that you want to edit (or select the policy and click Details).
2To open the Computer editor, go to the Computers page and double-click the computer that you want to edit (or select the computer and

click Details).
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« Network Engine Mode : The network engine is a component within the Intrusion
Prevention, Firewall, and Web Reputation modules that decides whether to block or allow
packets. For the Firewall and Intrusion Prevention modules, the network engine performs a
packet sanity check and also makes sure each packet passes the Firewall and Intrusion
Prevention rules (called, rules matching). The network engine can operate inline or in tap
mode. When operating inline, the packet stream passes through the network engine and is
either dropped or passed based on the rules you've set. Stateful tables are maintained,
Firewall rules are applied and traffic normalization is carried out so that Intrusion
Prevention and Firewall rules can be applied. When operating in tap mode, the packet is
always passed, with the exception of driver hooking issue or interface isolation. In tap
mode, packet delay is also introduced, which can create a drop in throughput.
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Inline Mode

- P traffic analysis

@ — DROP

yes

network stream data packet application

Tap Mode

- P traffic analysis

network stream data packet application

« Failure Response: The settings here determine how the network engine behaves when it
finds faulty packets. The defaultis to block them (Fail closed), but you can let some of them
through (Fail open) for the reasons explained below.

« Network Engine System Failure: This setting determines whether the network engine
blocks or allows faulty packets that occur as a result of system failures on the network
engine host, such as out of memory failures, allocated memory failures, and network
engine (DPI) decoding failures occur. The options are:

« Fail closed (default): The network engine blocks the faulty packet. It does not
perform rules matching. This option provides the highest level of security.
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« Fail open: The network engine allows the faulty packet through, does not perform
rules matching, and logs an event. Consider using Fail open if your agent or
virtual appliance frequently encounters network exceptions because of heavy
loads or lack of resources.

Network Packet Sanity Check Failure: This setting determines whether the network
engine blocks or allows packets that fail the packet sanity checks. Examples of sanity
check failures: Firewall sanity check failures, network layer 2, 3, or 4 attribute check
failures, TCP state check failures. The options are:
« Fail closed (default): The network engine blocks the failed packet. It does not
perform any rules matching. This option provides the highest level of security.

. Fail open: The network engine allows the failed packet, does not perform any
rules matching on it, and logs an event. Consider using Fail open if you want to
disable the packet sanity checks, but preserve rules matching functionality.

- Anti-Evasion Posture: The anti-evasion setting controls the network engine handling of
abnormal packets that may be attempting to evade analysis. For details, see "Configure
anti-evasion settings" on page 403.

« Advanced Network Engine Options: If you deselect the Inherited check box, you can
customize these settings:

CLOSED timeout: For gateway use. When a gateway passes on a "hard close"
(RST), the side of the gateway that received the RST will keep the connection alive for
this amount of time before closing it.

SYN_SENT Timeout: How long to stay in the SYN-SENT state before closing the
connection.

SYN_RCVD Timeout: How long to stay in the SYN_RCVD state before closing the
connection.

FIN_WAIT1 Timeout: How long to stay in the FIN-WAIT 1 state before closing the
connection.

ESTABLISHED Timeout: How long to stay in the ESTABLISHED state before closing
the connection.

ERROR Timeout: How long to maintain a connection in an Error state. (For UDP
connections, the error can be caused by any of a variety of UDP problems. For TCP
connections, the errors are probably due to packets being dropped by the Firewall.)

DISCONNECT Timeout: How long to maintain idle connections before disconnecting.
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o CLOSE_WAIT Timeout: How long to stay in the CLOSE-WAIT state before closing
the connection.

o CLOSING Timeout: How long to stay in the CLOSING state before closing the
connection.

o LAST_ACK Timeout: How long to stay in the LAST-ACK state before closing the
connection.

« ACK Storm timeout: The maximum period of time between retransmitted ACKs within
an ACK Storm. In other words, if ACKs are being retransmitted at a lower frequency
then this timeout, they will NOT be considered part of an ACK Storm.

« Boot Start Timeout: For gateway use. When a gateway is booted, there may already
exist established connections passing through the gateway. This timeout defines the
amount of time to allow non-SYN packets that could be part of a connection that was
established before the gateway was booted to close.

» Cold Start Timeout: Amount of time to allow non-SYN packets that could belong to a
connection that was established before the stateful mechanism was started.

« UDP Timeout: Maximum duration of a UDP connection.

« ICMP Timeout: Maximum duration of an ICMP connection.

« Allow Null IP: Allow or block packets with no source or destination IP address.

« Block IPv6 on Agents and Appliances versions 8 and earlier: Block or Allow IPv6
packets on older version 8.0 agents and appliances.

Note: Deep Security Agents and Appliances versions 8.0 and older are unable to
apply Firewall or DPI rules to IPv6 network traffic and so the default setting for these
older versions is to block IPv6 traffic.

« Block IPv6 on Agents and Appliances versions 9 and later: Block or Allow IPv6
packets on agents and appliances that are version 9 or later.

« Connection Cleanup Timeout: Time between cleanup of closed connections (see
next).

« Maximum Connections per Cleanup: Maximum number of closed connections to
cleanup per periodic connection cleanup (see previous).

« Block Same Src-Dest IP Address: Block or allow packets with same source and
destination IP address. (Doesn't apply to loopback interface.)

« Maximum TCP Connections: Maximum simultaneous TCP Connections.
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« Maximum UDP Connections: Maximum simultaneous UDP Connections.
« Maximum ICMP Connections: Maximum simultaneous ICMP Connections.

« Maximum Events per Second: Maximum number of events that can be written per
second.

o TCP MSS Limit: " TCP MSS'is a parameter in the TCP header that defines the
maximum segment size of TCP segments, in bytes. The 'TCP MSS Limit' setting
defines the minimum value allowed for TCP MSS parameter. Having a lower limit for
this parameter is important because it prevents kernel panic and denial of service
(DoS) attacks that may occur when a remote attacker sets up a TCP connection with a
very small maximum segment size (MSS). See CVE-2019-11477, CVE-2019-11478,
and CVE-2019-11479 for details on these attacks. The "TCP MSS Limit' defaultis 128
bytes, which shields against most attack sizes. A value of 'No Limit' means that there is
no lower limitand any TCP MSS value is accepted.

« Number of Event Nodes: The maximum amount of kernel memory the driver will use
to store log/event information for folding at any one time.

Note: Event folding occurs when many events of the same type occur in succession.
In such cases, the agent/appliance will "fold" all the events into one.

« Ignore Status Code: This option lets you ignore certain types of events. If, for example,
you are getting a lot of "Invalid Flags" you can simply ignore all instances of that event.

« Ignore Status Code: Same as above.
« Ignore Status Code: Same as above.

« Advanced Logging Policy:
« Bypass: No filtering of events. Overrides the "Ignore Status Code" settings (above)
and other advanced settings, but does not override logging settings defined in the
Deep Security Manager. For example, if Firewall stateful configuration logging
options set from a Firewall Stateful Configuration Properties window in the Deep
Security Manager will not be affected.

« Normal: All events are logged except dropped retransmits.

« Default: Will switch to "Tap Mode" (below) if the engine is in tap mode, and will
switch to "Normal" (above) if the engine is in inline mode.

» Backwards Compatibility Mode: For support use only.
« Verbose Mode: Same as "Normal" but including dropped retransmits.
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. Stateful and Normalization Suppression: Ignores dropped retransmit, out of
connection, invalid flags, invalid sequence, invalid ack, unsolicited udp,
unsolicited ICMP, out of allowed policy.

. Stateful, Normalization, and Frag Suppression: Ignores everything that "Stateful
and Normalization Suppression" ignores as well as events related to
fragmentation.

«» Stateful, Frag, and Verifier Suppression: Ignores everything "Stateful,
Normalization, and Frag Suppression" ignores as well as verifier-related events.

« Tap Mode: Ignores dropped retransmit, out of connection, invalid flags, invalid
sequence, invalid ack, max ack retransmit, packet on closed connection.

Note: For a more comprehensive list of which events are ignored in Stateful and
Normalization Suppression; Stateful, Normalization, and Frag Suppression;
Stateful, Frag, and Verifier Suppression; and Tap modes, see "Reduce the number
of logged events" on page 580.

« Silent TCP Connection Drop: When Silent TCP Connection Drop is on, a RST
packet is only sent to the local stack. No RST packet is sent on the wire. This reduces
the amount of information sent back to a potential attacker.

Note: If you enable the Silent TCP Connection Drop you must also adjust the
DISCONNECT Timeout. Possible values for DISCONNECT Timeout range from 0
seconds to 10 minutes. This must be set high enough that the connection is closed
by the application before itis closed by the Deep Security agent/appliance. Factors
that will affect the DISCONNECT Timeout value include the operating system, the
applications that are creating the connections, and network topology.

- Enable Debug Mode: When in debug mode, the agent/appliance captures a certain
number of packets (specified by the setting below: Number of Packets to retain in
Debug Mode). When a rule is triggered and debug mode is on, the agent/appliance
will keep a record of the last X packets that passed before the rule was triggered. It will
return those packets to the manager as debug events.

Note: Debug mode can very easily cause excessive log generation and should only
be used under Client Services supervision.
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- Number of Packets to retain in Debug Mode: The number of packets to retain and log
when debug mode is on.

« Log All Packet Data: Record the packet data for events that are not associated with
specific Firewall or Intrusion Prevention rules. That is, log packet data for events such
as "Dropped Retransmit" or "Invalid ACK".

Note: Events that have been aggregated because of event folding cannot have their
packet data saved.

« Log only one packet within period: If this option is enabled and Log All Packet Data is
not, most logs will contain only the header data. A full packet will be attached
periodically, as specified by the Period for Log only one packet within period setting.

« Period for Log only one packet within period: When Log only one packet within
period is enabled, this setting specifies how often the log will contain full packet data.

« Maximum data size to store when packet data is captured: The maximum size of
header or packet data to be attached to a log.

« Generate Connection Events for TCP: Generates a Firewall event every time a TCP
connection is established.

« Generate Connection Events for ICMP: Generates a Firewall event every time an
ICMP connection is established.

« Generate Connection Events for UDP: Generates a Firewall event every time a UDP
connection is established.

« Bypass CISCO WAAS Connections: This mode bypasses stateful analysis of TCP
sequence numbers for connections initiated with the proprietary CISCO WAAS TCP
option selected. This protocol carries extra information in invalid TCP Sequence and
ACK numbers that interfere with stateful Firewall checks. Only enable this option if you
are using CISCO WAAS and you are seeing connections with Invalid SEQ or Invalid
ACK in the Firewall logs. When this option is selected, TCP stateful sequence number
checks are still performed for non WAAS enabled connections.

- Drop Evasive Retransmit: Incoming packets containing data that has already been
processed will be dropped to avoid possible evasive retransmit attack techniques.

« Verify TCP Checksum: The segment's checksum field data will be used to assess the
integrity of the segment.
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« Minimum Fragment Offset: Defines the minimum acceptable IP fragment offset.
Packets with offsets less than this will be dropped with reason "IP fragment offset too
small". If setto 0 no limitis enforced. (default 60)

« Minimum Fragment Size: Defines the minimum acceptable IP fragment size.
Fragmented packets that are smaller than this will be dropped with reason "First
fragment too small" as potentially malicious. (default 120)

« SSL Session Size: Sets the maximum number of SSL session entries maintained for
SSL session keys.

« SSL Session Time: Sets how long SSL session renewal keys are valid before they
expire.

« Filter IPv4 Tunnels: Not used by this version of Deep Security.

« Filter IPv6 Tunnels: Not used by this version of Deep Security.

« Strict Teredo Port Check: Not used by this version of Deep Security.
« Drop Teredo Anomalies: Not used by this version of Deep Security.
« Maximum Tunnel Depth: Not used by this version of Deep Security.

« Action if Maximum Tunnel Depth Exceeded: Not used by this version of Deep
Security.

« Drop IPv6 Extension Type 0: Not used by this version of Deep Security.

« Drop IPv6 Fragments Lower Than minimum MTU: Drop IPv6 fragments that do not
meet the minimum MTU size specified by IETF RFC 2460.

« Drop IPv6 Reserved Addresses: Drop these reserved addresses:
« IETF reserved 0000::/8

o IETF reserved 0100::/8
o |IETF reserved 0200::/7
o IETF reserved 0400::/6
« IETF reserved 0800::/5
« IETF reserved 1000::/4
o IETF reserved 4000::/2
o IETF reserved 8000::/2
o IETF reserved C000::/3
« IETF reserved E000::/4
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o |IETF reserved F000::/5
o |IETF reserved F800::/6

« Drop IPv6 Site Local Addresses: Drop site local addresses FECO0::/10.

« Drop IPv6 Bogon Addresses: Drop these addresses:
» "loopback ::1

« "IPv4 compatible address", ::/96
« "IPv4 mapped address" ::FFFF:0.0.0.0/96
« "IPv4 mapped address", ::/8
o "OSI NSAP prefix (deprecated by RFC4048)" 0200::/7
« "6bone (deprecated)", 3ffe::/16
« "Documentation prefix", 2001:db8::/32
« Drop 6to4 Bogon Addresses: Drop these addresses:
o "6to4 IPv4 multicast", 2002:e000:: /20
« "6to4 IPv4 loopback", 2002:7f00:: /24
« "6to4 IPv4 default’, 2002:0000:: /24
« "6to4 IPv4 invalid", 2002:ff00:: /24
» "6to4 IPv4 10.0.0.0/8", 2002:0a00:: /24
« "6to4 IPv4 172.16.0.0/12", 2002:ac10:: /28
» "6to4 IPv4 192.168.0.0/16", 2002:c0a8:: /32

« Drop IP Packet with Zero Payload: Drop IP packets that have a zero-length payload.

« Drop Unknown SSL Protocol: Drop connection if a client attempts to connect to the
Deep Security Manager with the wrong protocol. By default, any protocol other than
"http/1.1" will cause an error.

« Force Allow DHCP DNS: Controls whether the following hidden Firewall rules are

enabled:
Rule type Priority Direction Protocol sg:rce E;ersttination
Force Allow 4 Outgoing DNS Any 53
Force Allow 4 Outgoing DHCP 68 67
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Rule type Priority Direction Protocol Sl BLELTERT
port port
Force Allow 4 Incoming DHCP 67 68

When the rules are enabled, agent computers can connect with the manager using the
listed protocols and ports. The following values for this property are available:
« Inherited: Inherits the setting from the policy

« Turn off rules: Disables the rules. Note that this setting can cause agent computers
to appear offline

o Allow DNS Query: Enable only the DNS-related rule
« Allow DNS Query and DHCP Client: Enable all 3 rules

« Force Allow ICMP type3 code4: Controls whether the following hidden Firewall rules

are enabled:
Rule type Priority Direction Protocol Type Code
Force Allow 4 Incoming ICMP 3 4

When enabled, these rules allow relay computers to connect with the manager so that
the relay's heartbeat is transmitted. The following values are available:
« Inherited: Inherits the setting from the policy.
« Turn off rules: Disables the rule. This value can cause connection timeouts or
"Destination cannot be reached" responses.

« Add Force Allow rule for ICMP type3 code4: Enables the rule.

« Fragment Timeout: If configured to do so, the Intrusion Prevention rules will inspect
the content of a packet (or packet fragment) if that content is considered suspicious.
This setting determines how long after inspecting to wait for the remaining packet
fragments before discarding the packet.

« Maximum number of fragmented IP packets to keep: Specifies the maximum number
of fragmented packets that Deep Security will keep.

. Send ICMP to indicate fragmented packet timeout exceeded: When this setting is
enabled and the fragment timeout is exceeded, an ICMP packet is sent to the remote
computer.
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- Bypass MAC addresses that don't belong to host: Bypass incoming packets whose
destination MAC address does not belong to the host. Enabling this option reduces the
number of network events caused by fetching packets that are created due to NIC
teaming or a NIC in promiscuous mode on agents and appliances that are version
10.2 or later.

Define rules, lists, and other common objects used by policies

About common objects

The Common Objects pages (located under Policies > Common Objects in Deep Security
Manager) provide a way to define objects once so that you can reuse them various policies and
rules. When you use one of the common objects in the policy or computer editor, its settings can
be overridden for that specific policy or computer. For more information on how common object
properties can be inherited and overridden at the policy or computer level, see "Policies,
inheritance, and overrides" on page 216.

Tip: You can automate common object creation and configuration using the Deep Security
API. For examples, see the Create and Configure Common Objects for Policies and

Computers guide in the Deep Security Automation Center.
Rules

Some protection modules make use of rules:

« "Create a firewall rule" on page 422

« Configure an intrusion prevention rule for use in policies

« "Create an Integrity Monitoring rule" on page 456

« "Define a Log Inspection rule for use in policies" on page 511

Lists

« "Create a list of directories for use in policies" on page 296
« "Create a list of file extensions for use in policies" on page 298
« "Create a list of files for use in policies" on page 299

« "Create a list of IP addresses for use in policies" on page 302
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« "Create a list of MAC addresses for use in policies" on page 304

« "Create a list of ports for use in policies" on page 303

Other

« "Define contexts for use in policies" on page 305
. "Define stateful firewall configurations" on page 441
« "Configure malware scans" on page 322

. "Define a schedule that you can apply to rules" on page 311

Create a firewall rule

Firewall rules examine the control information in individual packets, and either block or allow
them according to the criteria that you define. Firewall rules can be assigned to a policy or
directly to a computer.

Note: This article specifically covers how to create a firewall rule. For information on how to
configure the firewall module, see "Set up the Deep Security firewall" on page 409.
To create a new firewall rule, you need to:

1. "Add a new rule" below.
2. "Select the behavior and protocol of the rule" on the next page.
3. "Select a Packet Source and Packet Destination" on page 254.

When you're done with your firewall rule, you can also learn how to:

« "Configure rule events and alerts" on page 255
« "Seta schedule for the rule" on page 256
« "See policies and computers a rule is assigned to" on page 256

« "Assign a context to the rule " on page 256

Add a new rule

There are three ways to add a new firewall rule on the Policies > Common Objects > Rules >
Firewall Rules page. You can:
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« Create a new rule. Click New > New Firewall Rule.
« Import a rule from an XML file. Click New > Import From File.

« Copy and then modify an existing rule. Right-click the rule in the Firewall Rules list and
then click Duplicate. To edit the new rule, select it and then click Properties.

Select the behavior and protocol of the rule

1. Enter a Name and Description for the rule.

Tip: Itis good practice to document all firewall rule changes in the Description field of the
firewall rule. Make a note of when and why rules were created or deleted for easier
firewall maintenance.

2. Select the Action that the rule should perform on packets. You can select from one of the
following five actions:

Note: Only one rule action is applied to a packet, and rules (of the same priority) are
applied in the order of precedence listed below.

« The rule can allow traffic to bypass the firewall. A bypass rule allows traffic to pass
through the firewall and intrusion prevention engine at the fastest possible rate.
Bypass rules are meant for traffic using media intensive protocols where filtering may
not be desired or for traffic originating from trusted sources.

Tip: For an example of how to create and use a bypass rule for trusted sources in a
policy, see "Allow trusted traffic to bypass the firewall" on page 428.

Note: Bypass rules are unidirectional. Explicit rules are required for each direction
of traffic.

Tip: You can achieve maximum throughput performance on a bypass rule with the
following settings:

« Priority: Highest

« Frame Type: IP

« Protocol: TCP, UDP, or other IP protocol. (Do not use the "Any" option.)

« Source and Destination |IP and MAC: all "Any"
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« Ifthe protocol is TCP or UDP and the traffic direction is "incoming", the
destination ports must be one or more specified ports (not "Any"), and the source
ports must be "Any".

« Ifthe protocol is TCP or UDP and the traffic direction is "outgoing", the source
ports must be one or more specified ports (Not "Any"), and the destination ports
must be "Any".

o Schedule: None.

« The rule can log only. This action will make entries in the logs but will not process
traffic.

« The rule can force allow defined traffic (it will allow traffic defined by this rule without
excluding any other traffic.)

« The rule can deny traffic (it will deny traffic defined by this rule.)
« The rule can allow traffic (it will exclusively allow traffic defined by this rule.)

Note: If you have no allow rules in effect on a computer, all traffic is permitted unless itis
specifically blocked by a deny rule. Once you create a single allow rule, all other traffic is
blocked unless it meets the requirements of the allow rule. There is one exception to this:
ICMPV6 traffic is always permitted unless it is specifically blocked by a deny rule.

3. Select the Priority of the rule. The priority determines the order in which rules are applied.
If you have selected "force allow", "deny", or "bypass" as your rule action, you can set a
priority of O (low) to 4 (highest). Setting a priority allows you to combine the actions of rules
to achieve a cascading rule effect.

Note: Log only rules can only have a priority of 4, and Allow rules can only have a
priority of 0.

Note: High priority rules get applied before low priority rules. For example, a port 80
incoming deny rule with a priority of 3 will drop a packet before a port 80 incoming force
allow rule with a priority of 2 gets applied to it.

For detailed information on how actions and priority work together, see "Firewall rule
actions and priorities" on page 429.

4. Select a Packet Direction. Select whether this rule will be applied to incoming (from the
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network to the computer) or outgoing(from the computer to the network) traffic.

Note: An individual firewall rule only apply to a single direction of traffic. You may need
to create incoming and outgoing firewall rules in pairs for specific types of traffic.

5. Select an Ethernet Frame Type. The term "frame" refers to Ethernet frames, and the

available protocols specify the data that the frame carries. If you select "Other" as the frame
type, you need to specify a frame number.

6. Note: IP covers both IPv4 and IPv6. You can also select IPv4 or IPv6 individually

Note: On Solaris, Deep Security Agents will only examine packets with an IP frame type,
and Linux Agents will only examine packets with IP or ARP frame types. Packets with
other frame types will be allowed through. Note that the Virtual Appliance does not have

these restrictions and can examine all frame types, regardless of the operating system of
the virtual machine itis protecting.

If you select the Internet Protocol (IP) frame type, you need to select the transport Protocol.
If you select "Other" as the protocol, you also need to enter a protocol humber.

Select a Packet Source and Packet Destination

Select a combination of IP and MAC addresses, and if available for the frame type, Port and
Specific Flags for the Packet Source and Packet Destination.

Tip: You can use a previously created IP, MAC or port list.
Support for IP-based frame types is as follows:

IP MAC Port Flags

Any vV vV
ICMP vV v v
ICMPV6 vV v 4
IGMP v Vv
GGP v Vv
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IP MAC Port Flags

TCP vV Vv 4 4
PUP vV vV

UDP vV Vv 4

IDP vV VvV

ND vV Vv

RAW vV Vv

TCP+UDP v v 4 v

Note: ARP and REVARP frame types only support using MAC addresses as packet sources
and destinations.

You can select Any Flags or individually select the following flags:

« URG
« ACK
« PSH
« RST
« SYN
« FIN

Configure rule events and alerts

When a firewall rule is triggered, it logs an event in the Deep Security Manager and records the
packet data.

Note: Note that rules using the "Allow", "Force Allow" and "Bypass" actions will not log any
events.

Alerts

You can configure rules to also trigger an alert if they log an event. To do so, open the properties
for a rule, click on Options, and then select Alert when this rule logs an event.
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Note: Only firewall rules with an action set to "Deny" or "Log Only" can be configured to trigger
an alert.

Set a schedule for the rule

Select whether the firewall rule should only be active during a scheduled time.

For more information on how to do so, see "Define a schedule that you can apply to rules" on
page 311.

Assign a context to the rule

Rule contexts allow you to set firewall rules uniquely for different network environments.
Contexts are commonly used to allow for different rules to be in effect for laptops when they are
on and off-site.

For more information on how to create a context, see "Define contexts for use in policies" on
page 305.

Tip: For an example of a policy that implements firewall rules using contexts, look at the
properties of the "Windows Mobile Laptop" Policy.

See policies and computers a rule is assigned to

You can see which policies and computers are assigned to a firewall rule on the Assigned To
tab. Click on a policy or computer in the list to see their properties.

Export a rule

You can export all firewall rules to a .csv or .xml file by clicking Export and selecting the
corresponding export action from the list. You can also export specific rules by first selecting
them, clicking Export and then selecting the corresponding export action from the list.

Delete a rule

To delete a rule, right-click the rule in the Firewall Rules list, click Delete and then click OK.

Note: Firewall Rules that are assigned to one or more computers or that are part of a policy
cannot be deleted.
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Configure intrusion prevention rules

Perform the following tasks to configure and work with intrusion prevention rules:

« "See the list of intrusion prevention rules" below

« "See information about an intrusion prevention rule" on the next page
« "See information about the associated vulnerability (Trend Micro rules only)" on page 259
« "Assign and unassign rules" on page 260

« "Automatically assign updated required rules" on page 261

» "Configure event logging for rules" on page 261

« "Generate alerts" on page 262

« "Setting configuration options (Trend Micro rules only)" on page 262
« "Schedule active times" on page 263

« "Exclude from recommendations" on page 263

« "Setthe context for a rule" on page 264

« "Override the behavior mode for a rule" on page 264

« "Override rule and application type configurations" on page 265

« "Export and import rules" on page 265

. "Configure an SQL injection prevention rule" on page 386

For an overview of the intrusion prevention module, see "About Intrusion Prevention" on
page 366.

See the list of intrusion prevention rules

The Policies page provides a list of intrusion prevention rules. You can search for intrusion
prevention rules, and open and edit rule properties. In the list, rules are grouped by application
type, and some rule properties appear in different columns.

Tip: The "TippingPoint" column contains the equivalent Trend Micro TippingPoint rule ID. In
the Advanced Search for intrusion prevention, you can search on the TippingPoint rule ID. You
can also see the TippingPoint rule ID in the list of assigned intrusion prevention rules in the
policy and computer editor.

To see the list, click Policies, and then below Common Objects/Rules click Intrusion
Prevention Rules.
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See information about an intrusion prevention rule

The properties of intrusion prevention rules include information about the rule and the exploit
against which it protects.

1. Click Policies > Intrusion Prevention Rules.
2. Select a rule and click Properties.

General Information

« Name: The name of the intrusion prevention rule.
« Description: The description of the intrusion prevention rule.

« Minimum Agent/Appliance Version: The minimum version of the Deep Security Agent or
Appliance1 required to support this intrusion prevention rule.

Details

Clicking New ('ﬁ) or Properties () displays the Intrusion Prevention Rule Properties
window.

Note: Note the Configuration tab. Intrusion Prevention Rules from Trend Micro are not directly
editable through Deep Security Manager. Instead, if the Intrusion Prevention Rule requires (or
allows) configuration, those configuration options will be available on the Configuration tab.
Custom Intrusion Prevention Rules that you write yourself will be editable, in which case the
Rules tab will be visible.

See the list of intrusion prevention rules

The Policies page provides a list of intrusion prevention rules. You can search for intrusion
prevention rules, and open and edit rule properties. In the list, rules are grouped by application
type, and some rule properties appear in different columns.

Tip: The "TippingPoint" column contains the equivalent Trend Micro TippingPoint rule ID. In
the Advanced Search for intrusion prevention, you can search on the TippingPoint rule ID. You

1The Deep Securty Agent and Deep Security Virtual Appliance are the components that enforce the Deep Security policies that you have
defined. Agents are deployed directly on a computer. Appliances are used in VMware vSphere environments to provide agentless protection.

They are not available with Deep Security as a Service.
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can also see the TippingPoint rule ID in the list of assigned intrusion prevention rules in the
policy and computer editor.

To see the list, click Policies, and then below Common Objects/Rules click Intrusion
Prevention Rules.

General Information

« Application Type: The application type under which this intrusion prevention rule is
grouped.

Tip: You can edit application types from this panel. When you edit an application type
from here, the changes are applied to all security elements that use it.

« Priority: The priority level of the rule. Higher priority rules are applied before lower priority
rules.

« Severity: Setting the severity of a rule has no effect on how the rule is implemented or
applied. Severity levels can be useful as sorting criteria when viewing a list of intrusion
prevention rules. More importantly, each severity level is associated with a severity value;
this value is multiplied by a computer's Asset Value to determine the Ranking of an Event.
(See Administration > System Settings > Ranking.)

« CVSS Score: A measure of the severity of the vulnerability according the National
Vulnerability Database.

Identification (Trend Micro rules only)

« Type: Can be either Smart (one or more known and unknown (zero day) vulnerabilities),
Exploit (a specific exploit, usually signature based), or Vulnerability (a specific vulnerability
for which one or more exploits may exist).

o Issued: The date the rule was released. This does not indicate when the rule was
downloaded.

« Last Updated: The last time the rule was modified either locally or during Security Update
download.

. ldentifier: The rule's unique identification tag.

See information about the associated vulnerability (Trend Micro rules only)

Rules that Trend Micro provides can include information about the vulnerability against which
the rule protects. When applicable, the Common Vulnerability Scoring System (CVSS) is
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displayed. (For information on this scoring system, see the CVSS page at the National
Vulnerability Database.)

1. Click Policies > Intrusion Prevention Rules.
2. Selecta rule and click Properties.
3. Click the Vulnerabilities tab.

Assign and unassign rules

To apply intrusion prevention rules during agent scans, you assign them to the appropriate
policies and computers. When the rule is no longer necessary because the vulnerability has
been patched you can unassign the rule.

If you cannot unassign intrusion prevention rules from a Computer editor’, it is likely because
the rules are currently assigned in a policy. Rules assigned at the policy level must be removed
using the Policy editor? and cannot be removed at the computer level.

When you make a change to a policy, it affects all computers using the policy. For example,
when you unassign a rule from a policy you remove the rule from all computers that are
protected by that policy. To continue to apply the rule to other computers, create a new policy for
that group of computers. (See "Policies, inheritance, and overrides" on page 216.)

Tip: To see the policies and computers to which a rule is assigned, see the Assigned To tab of
the rule properties.

1. Go to the Policies page, right-click the policy to configure and click Details.

2. Click Intrusion Prevention > General.

The list of rules that are assigned to the policy appear in the Assigned Intrusion
Prevention Rules list.

Under Assigned Intrusion Prevention Rules, click Assign/Unassign.

To assign a rule, select the check box next to the rule.

To unassign a rule, deselect the check box next to the rule.

Click OK.

o oA w

170 open the Computer editor, go to the Computers page and double-click the computer that you want to edit (or select the computer and
click Details).

2To open the Policy editor, go to the Policies page and double-click the policy that you want to edit (or select the policy and click Details).
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Automatically assign updated required rules

Security updates can include new or updated application types and intrusion prevention rules
which require the assignment of secondary intrusion prevention rules. Deep Security can
automatically assign these rules if they are required. You enable these automatic assignments in
the the policy or computer properties.

Go to the Policies page, right-click the policy to configure and click Details.
Click Intrusion Prevention > Advanced.

To enable the automatic assignments, in the Rule Updates area, select Yes.
Click OK.

o

Configure event logging for rules

Configure whether events are logged for a rule, and whether to include packet data in the log.

Note: Deep Security can display X-Forwarded-For headers in intrusion prevention events
when they are available in the packet data. This information can be useful when the Deep
Security Agent is behind a load balancer or proxy. The X-Forwarded-For header data appears
in the event's Properties window. To include the header data, include packet data in the log. In
addition, rule 1006540 " Enable X-Forwarded-For HTTP Header Logging" must be assigned.

Because it would be impractical to record all packet data every time a rule triggers an event,
Deep Security records the data only the first time the event occurs within a specified period of
time. The default time is five minutes, however you can change the time period using the "Period
for Log only one packet within period" property of a policy's Advanced Network Engine settings.
(See Advanced Network Engine Options.)

The configuration performed in the following procedure affects all policies. For information about
configuring a rule for one policy, see "Override rule and application type configurations" on
page 265.

1. Click Policies > Intrusion Prevention Rules.

2. Selectarule and click Properties.

3. On the General tab, go to the Events area and select the desired options:
» Todisable logging for the rule, select Disable Event Logging.

« Tolog an event when a packet is dropped or blocked, select Generate Event on
Packet Drop.

« Toinclude the packet data in the log entry, select Always Include Packet Data.
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« To log several packets that precede and follow the packet that the rule detected, select
Enable Debug Mode.Use debug mode only when your support provider instructs you
to do so.

Additionally, to include packet data in the log, the policy to which the rule is assigned must allow
rules to capture packet data:

1. On the Policies page, open the policy thatis assigned the rule.
2. Click Intrusion Prevention > Advanced.
3. Inthe Event Data area, select Yes.

Generate alerts

Generate an alert when an intrusion prevention rule triggers an event.

The configuration performed in the following procedure affects all policies. For information about
configuring a rule for one policy, see "Override rule and application type configurations" on
page 265.

Click Policies > Intrusion Prevention Rules.

Select a rule and click Properties.

Click the Options tab, and in the Alert area select On.
Click OK.

LN~

Setting configuration options (Trend Micro rules only)

Some intrusion prevention rules that Trend Micro provides have one or more configuration
options such as header length, allowed extensions for HTTP, or cookie length. Some options
require you to configure them. If you assign a rule without setting a required option, an alert is
generated that informs you about the required option. (This also applies to any rules that are
downloaded and automatically applied by way of a Security Update.)

Intrusion prevention rules that have configuration options appear in the Intrusion Prevention

Rules list with a small gear over their icon @

Note: Custom intrusion prevention rules that you write yourself include a Rules tab where you
can edit the rules.

The configuration performed in the following procedure affects all policies. For information about
configuring a rule for one policy, see "Override rule and application type configurations" on
page 265.
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Click Policies > Intrusion Prevention Rules.
Select a rule and click Properties.

Click the Configuration tab.

Configure the properties and then click OK.

N~

Schedule active times

Schedule a time during which an intrusion prevention rule is active. Intrusion prevention rules
that are active only at scheduled times appear in the Intrusion Prevention Rules page with a

small clock over their icon %

Note: With Agent-based protection, schedules use the same time zone as the endpoint
operating system. With Agentless protection, schedules use the same time zone as the Deep
Security Virtual Appliance. Agentless protection is not available with Deep Security as a
Service.

The configuration performed in the following procedure affects all policies. For information about
configuring a rule for one policy, see "Override rule and application type configurations" on
page 265.

Click Policies > Intrusion Prevention Rules.

Select a rule and click Properties.

Click the Options tab.

In the Schedule area, select New or select a frequency.
Edit the schedule as required.

Click OK.

oA wWN =

Exclude from recommendations

Exclude intrusion prevention rules from rule recommendations of recommendation scans.

The configuration performed in the following procedure affects all policies. For information about
configuring a rule for one policy, see "Override rule and application type configurations" on
page 265.

Click Policies > Intrusion Prevention Rules.

Select a rule and click Properties.

Click the Optionstab.

In the Recommendations Options area, select Exclude from Recommendations.
Click OK.

akrowbd =
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Set the context for a rule

Set the context in which the rule is applied.

The configuration performed in the following procedure affects all policies. For information about
configuring a rule for one policy, see "Override rule and application type configurations" on the
next page.

Click Policies > Intrusion Prevention Rules.
Select a rule and click Properties.

Click the Options tab.

In the Context area, select New or select a context.
Edit the context as required.

Click OK.

ook wWN =

Override the behavior mode for a rule

Set the behavior mode of an intrusion prevention rule to Detect when testing new rules. In Detect
mode, the rule creates a log entry prefaced with the words "detect only:" and does not interfere
with traffic. Some intrusion prevention rules are designed to operate only in Detect mode. For
these rules, you cannot change the behavior mode.

Note: If you disable logging for the rule, the rule activity is not logged regardless of the
behavior mode.

For more information about behavior modes, see "Use behavior modes to test rules" on
page 368.

The configuration performed in the following procedure affects all policies. For information about
configuring a rule for one policy, see "Override rule and application type configurations" on the
next page.

1. Click Policies > Intrusion Prevention Rules.
2. Select a rule and click Properties.
3. Select Detect Only.
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Override rule and application type configurations

From a Computer or Policy editor’ you can edit an intrusion prevention rule so that your
changes apply only in the context of the policy or computer. You can also edit the rule so that the
changes apply globally so that the changes affect other policies and computers that are
assigned the rule. Similarly, you can configure application types for a single policy or computer,
or globally.

1. Go to the Policies page, right-click the policy to configure and click Details.

2. Click Intrusion Prevention.

3. To edita rule, right-click the rule and select one of the following commands:
« Properties: Edit the rule only for the policy.

« Properties (Global): Edit the rule globally, for all policies and computers.

4. To edit the application type of a rule, right-click the rule and select one of the following
commands:
« Application Type Properties: Edit the application type only for the policy.

« Application Type Properties (Global): Edit the application type globally, for all policies
and computers.

5. Click OK.

Tip: When you select the rule and click Properties, you are editing the rule only for the policy
that you are editing.

Note: You cannot assign one port to more than eight application types. If they are, the rules
will not function on that port.

Export and import rules

You can export one or more intrusion prevention rules to an XML or CSV file, and import rules
from an XML file.

1. Click Policies > Intrusion Prevention Rules.
2. To export one or more rules, select them and click Export > Export Selected to CSV or
Export > Export Selected to XML.

1You can change these settings for a policy or for a specific computer. To change the settings for a policy, go to the Polices page and double-
click the policy that you want to edit (or select the policy and click Details). To change the settings for a computer, go to the Computers page

and double-click the computer that you want to edit (or select the computer and click Details).
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3. To exportall rules, click Export > Export to CSV or Export > Export to XML.
4. Toimportrules, click New > Import From File and follow the instructions on the wizard.

Create an Integrity Monitoring rule

Integrity Monitoring rules describe how Deep Security Agents should scan for and detect
changes to a computer's files, directories, and registry keys and values, as well as changes in
installed software, processes, listening ports, and running services. Integrity Monitoring rules can
be assigned directly to computers or can be made part of a policy.

Note: This article specifically covers how to create an Integrity Monitoring rule. For information
on how to configure the Integrity Monitoring module, see "Set up Integrity Monitoring" on
page 449.

There are two types of Integrity Monitoring rules: those that you have created, and those that are
issued by Trend Micro. For more information on how to configure rules issued by Trend Micro,
see the "Configure Trend Micro Integrity Monitoring rules" on page 268 section.

To create a new Integrity Monitoring rule, you need to:

1. "Add a new rule" below.
2. "Enter Integrity Monitoring rule information " on the next page.
3. "Select a rule template and define rule attributes" on the next page.

When you're done with your rule, you can also learn how to

« "Configure rule events and alerts" on page 269
« "See policies and computers a rule is assigned to" on page 270
. "Exporta rule" on page 270

« "Delete a rule" on page 270

Add a new rule

There are three ways to add an Integrity Monitoring rule on the Policies > Common Objects >
Rules > Integrity Monitoring Rules page. You can:

« Create a new rule. Click New > New Integrity Monitoring Rule.

o Import a rule from an XML file. Click New > Import From File.
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« Copy and then modify an existing rule. Right-click the rule in the Integrity Monitoring Rules
list and then click Duplicate. To edit the new rule, select it and then click Properties.

Enter Integrity Monitoring rule information

1. Enter a Name and Description for the rule.

Tip: Itis good practice to document all Integrity Monitoring rule changes in the
Description field of the rule. Make a note of when and why rules were created or deleted
for easier maintenance.

2. Setthe Severity of the rule.

Note: Setting the severity of a rule has no effect on how the rule is implemented or
applied. Severity levels can be useful as sorting criteria when viewing a list of Integrity
Monitoring rules. More importantly, each severity level is associated with a severity
value; this value is multiplied by a computer's Asset Value to determine the ranking of an
event. (See Administration > System Settings > Ranking.)

Select a rule template and define rule attributes

Go to the Content tab and select from one of the following three templates:

Registry Value template

Create an Integrity Monitoring rule to specifically monitor changes to registry values.
Note: The Registry Value template is only for Windows-based computers .

1. Selectthe Base Key to monitor and whether or not to monitor contents of sub keys.

2. List Value Names to be included or excluded. You can use "?" and "*" as wildcard
characters.

3. Enter Attributes to monitor. Entering "STANDARD" will monitor changes in registry size,
content and type. For more information on Registry Value template attributes see the
"RegistryValueSet" on page 492 documentation.

File template

Create an Integrity Monitoring rule to specifically monitor changes to files.
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1.

Enter a Base Directory for the rule (forexample, C:\Program Files\MySQL .) Select
Include Sub Directories to include the contents of all subdirectories relative to the base
directory. Wildcards are not supported for base directories.

Use the File Names fields to include or exclude specific files. You can use wildcards (" 2
" for a single characterand" * " for zero or more characters.

Note: Leaving the File Names fields blank will cause the rule to monitor all files in the
base directory. This can use significant system resources if the base directory contains
numerous or large files.

Enter Attributes to monitor. Entering "STANDARD" will monitor changes in file creation
date, last modified date, permissions, owner, group, size, content, flags (Windows), and
SymLinkPath (Linux). For more information on File template attributes see the "FileSet" on
page 476 documentation.

Custom (XML) template

Create a custom Integrity Monitoring rule template to monitor directories, registry values, registry
keys, services, processes, installed software, ports, groups, users, files, and the WQL using the

Deep Security XML-based "About the Integrity Monitoring rules language" on page 460.

Tip: You can create your rule in your preferred text editor and paste it to the Content field

when you are done.

Configure Trend Micro Integrity Monitoring rules

Integrity Monitoring rules issued by Trend Micro cannot be edited in the same way as the custom
rules you create. Some Trend Micro rules cannot be modified at all, while other rules may offer
limited configuration options. Both of these rule types will show as "Defined" under the "Type"

. . . . . S . e
column, but rules that can be configured will display a gear in the Integrity Monitoring icon (%&
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Integrity Monitoring Rules  No Grouping + Q  Search this page

‘W New - i Delete..  [=)Properties..  |M Duplicate | Export ~

NAME SEVERITY TYPE LAST UPDATED =
@ MNew Integrity Monitoring Rule Medium Custom M/ A
@ 1002784 - Microsoft Windows - IE A Medium Defined June 23, 2009
@& 1002781 - Microsoft Windows - Attri... Medium Defined  June 23, 2009
@ 1002778 - Microsoft Windows - Syst... @ High Defined June 23, 2009

You can access the configuration options for a rule by opening the properties for the rule and
clicking on the Configuration tab.

Rules issued by Trend Micro also show the following additional information under the General
tab:

« When the rule was firstissued and last updated, as well as a unique identifier for the rule.

« The minimum versions of the Agent and the Deep Security Manager that are required for
the rule to function.

Although you cannot edit rules issued by Trend Micro directly, you can duplicate them and then
edit the copy.

Configure rule events and alerts

Any changes detected by an Integrity Monitoring rule is logged as an event in the Deep Security
Manager.

Real-time event monitoring

By default, events are logged at the time they occur. If you only want events to be logged when
you manually perform a scan for changes, deselect Allow Real Time Monitoring.

Alerts

You can also configure the rules to trigger an alert when they log an event. To do so, open the
properties for a rule, click on Options, and then select Alert when this rule logs an event.
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See policies and computers a rule is assigned to

You can see which policies and computers are assigned to an Integrity Monitoring rule on the
Assigned To tab. Click on a policy or computer in the list to see their properties.

Export a rule

You can export all Integrity Monitoring rules to a .csv or .xml file by clicking Export and selecting
the corresponding export action from the list. You can also export specific rules by first selecting
them, clicking Export and then selecting the corresponding export action from the list.

Delete a rule

To delete a rule, right-click the rule in the Integrity Monitoring Rules list, click Delete and then
click OK.

Note: Integrity Monitoring rules that are assigned to one or more computers or that are part of a
policy cannot be deleted.

Define a Log Inspection rule for use in policies

The OSSEC Log Inspection engine is integrated into Deep Security Agents and gives Deep
Security the ability to inspect the logs and events generated by the operating system and
applications running on the computer. Deep Security Manager ships with a standard set of
OSSEC Log Inspection rules that you can assign to computers or policies. You can also create
custom rules if there is no existing rule that fits your requirements.

Log Inspection Rules issued by Trend Micro are not editable (although you can duplicate them
and then editthem.)

Note: Log Inspection Rules that are assigned to one or more computers or that are part of a
policy cannot be deleted.

To create Log Inspection rules, perform these basic steps:

« "Create a new Log Inspection rule" on the next page
« "Decoders" on page 273

« "Subrules" on page 274
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"Real world examples" on page 282
"Log Inspection rule severity levels and their recommended use" on page 290
"strftime() conversion specifiers " on page 291

"Examine a Log Inspection rule" on page 292

For an overview of the Log Inspection module, see "About Log Inspection" on page 506.

Create a new Log Inspection rule

1.

In the Deep Security Manager, go to Policies > Common Objects > Rules > Log
Inspection Rules.

Click New > New Log Inspection Rule.

On the General tab, enter a name and an optional description for the rule.

The Content tab is where you define the rule. The easiest way to define a rule is to select
Basic Rule and use the options provided to define the rule. If you need further
customization, you can select Custom (XML) to switch to an XML view of the rule that you
are defining.

Note: Any changes you make in the Custom (XML) view will be lost if you switch back to
the Basic Rule view.

For further assistance in writing your own Log Inspection rules using the XML-based
language, consult the OSSEC documentation or contact your support provider.

These options are available for the Basic Rule template:

Rule ID: The Rule ID is a unique identifier for the rule. OSSEC defines 100000 - 109999
as the space for user-defined rules. Deep Security Manager will pre-populate the field with
a new unique Rule ID.

Level: Assign a level to the rule. Zero (0) means the rule never logs an event, although
other rules that watch for this rule may fire.

Groups: Assign the rule to one or more comma-separated groups. This can be useful
when dependency is used because you can create rules that fire on the firing of a rule, or a
rule that belongs to a specific group.

Rule Description: Description of the rule.

Pattern Matching: This is the pattern the rule will look for in the logs. The rule will be
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triggered on a match. Pattern matching supports Regular Expressions or simpler String
Patterns. The "String Pattern" pattern type is faster than RegEx but it only supports three
special operations:

« " (caret): specifies the beginning of text

« $ (dollar sign): specifies the end of text

« | (pipe): to create a "OR" between multiple patterns

For information on the regular expression syntax used by the Log Inspection module, see
https://www.ossec.net/docs/syntax/regex.html.

Dependency: Setting a dependency on another rule will cause your rule to only log an
event if the rule specified in this area has also triggered.

Frequency is the number of times the rule has to match within a specific time frame before
the rule is triggered.

Time Frame is the period of time in seconds within which the rule has to trigger a certain
number of times (the frequency, above) to log an event.

Note: The Content tab only appears for Log Inspection rules that you create yourself. Log

Inspection rules issued by Trend Micro have a Configuration tab instead that displays the Log

Inspection rule's configuration options (if any).

1.

2.

3.

On the Files tab, type the full path to the file(s) you want your rule to monitor and specify
the type offile itis.

On the Options tab, in the Alert section, select whether this rule triggers an alertin the
Deep Security Manager.

Alert Minimum Severity sets the minimum severity level that will trigger an Alert for rules
made using the Basic Rule or Custom (XML) template.

Note: The Basic Rule template creates one rule at a time. To write multiple rules in a
single template you can use the Custom (XML) template. If you create multiple rules with
different Levels within a Custom (XML) template, you can use the Alert Minimum
Severity setting to select the minimum severity that will trigger an Alert for all of the rules
in that template.

The Assigned To tab lists the policies and computers that are using this Log Inspection
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rule. Because you are creating a new rule, it has not been assigned yet.
4. Click OK. The rule is ready to be assigned to policies and computers.

Decoders

A Log Inspection rule consists of a list of files to monitor for changes and a set of conditions to be
met for the rule to trigger. When the Log Inspection engine detects a change in a monitored log
file, the change is parsed by a decoder. Decoders parse the raw log entry into the following
fields:

« log: the message section of the event

« full_log: the entire event

« location: where the log came from

- hostname: hostname of the event source

« program_name: program name from the syslog header of the event

« srcip: the source IP address within the event

« dstip: the destination IP address within the event

« srcport: the source port number within the event

« dstport: the destination port number within the event

« protocol: the protocol within the event

« action: the action taken within the event

« srcuser: the originating user within the event

« dstuser: the destination user within the event

« id: any ID decoded as the ID from the event

« status: the decoded status within the event

. command: the command being called within the event

« url: the URL within the event

. data: any additional data extracted from the event

« systemname: the system name within the event

Rules examine this decoded data looking for information that matches the conditions defined in
the rule.

If the matches are at a sufficiently high severity level, any of the following actions can be taken:
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« An alert can be raised. (Configurable on the Options tab of the Log Inspection Rule's
Properties window.)

« The event can be written to syslog. (Configurable in the SIEM area on Administration >
System Settings > Event Forwarding tab.)

« The event can be sent to the Deep Security Manager. (Configurable in the Log Inspection

Syslog Configuration setting on the Policy or Computer Editor > Settings > Event
Forwarding tab.)

Subrules

A single Log Inspection rule can contain multiple subrules. These subrules can be of two types:
atomic or composite. An atomic rule evaluates a single event and a composite rule examines
multiple events and can evaluate frequency, repetition, and correlation between events.

Groups

Each rule, or grouping of rules, must be defined within a <group></group> element. The
attribute name must contain the rules you want to be a part of this group. In the following
example we have indicated that our group contains the syslog and sshd rules:

<group name="syslog,sshd, ">
</group>

Note: Notice the trailing comma in the group name. Trailing commas are required if you intend
to use the <if_group></if_group> tag to conditionally append another sub-rule to this one.

Note: When a set of Log Inspection rules are sent to an agent, the Log Inspection engine on
the agent takes the XML data from each assigned rule and assembles it into what becomes
essentially a single long Log Inspection rule. Some group definitions are common to all Log
Inspection rules written by Trend Micro. For this reason Trend Micro has included a rule called
"Default Rules Configuration" which defines these groups and which always gets assigned
along with any other Trend Micro rules. (If you select a rule for assignment and haven't also
selected the "Default Rules Configuration" rule, a notice will appear informing you that the rule
will be assigned automatically.) If you create your own Log Inspection rule and assign it to a
Computer without assigning any Trend Micro-written rules, you must either copy the content of
the "Default Rules Configuration” rule into your new rule, or also select the "Default Rules
Configuration”rule for assignment to the Computer.
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Rules, ID, and Level

A group can contain as many rules as you require. The rules are defined using the
<rule></rule> element and must have at least two attributes, the id and the level. The id is a
unique identifier for that signature and the level is the severity of the alert. In the following
example, we have created two rules, each with a different rule ID and level:

<group name="syslog,sshd, ">

<rule id="100120" level="5">

</rule>

<rule id="100121" level="6">

</rule>

</group>

Note: Custom rules must have ID values of 100,000 or greater.

You can define additional subgroups within the parent group using the <group></group> tag.
This subgroup can reference any of the groups listed in the following table:

Group Type Group Name
connection_attempt
Reconnaissance web_scan
recon

Description

Connection attempt
Web scan
Generic scan

authentication_success Success

authentication_failed

invalid_login
Authentication Control login_denied

Failure
Invalid
Login Denied

authentication_failures Multiple Failures

adduser
account_changed
automatic_attack
exploit_attempt
invalid_access
spam
multiple_spam
sql_injection
attack

virus
access_denied
access_allowed
unknown_resource
firewall_drop
multiple_drops
client_misconfig
client_error

Attack/Misuse

Access Control

User account added

User Account changed or removed
Worm (nontargeted attack)
Exploit pattern

Invalid access

Spam

Multiple spam messages

SQL injection

Generic attack

Virus detected

Access denied

Access allowed

Access to nonexistent resource
Firewall drop

Multiple firewall drops

Client misconfiguration

Client error
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Group Type Group Name Description
new_host New computer detected
Network Control ip_spoof Possible ARP spoofing
service_start Service start
system_error System error
system_shutdown Shutdown
logs_cleared Logs cleared
. invalid_request Invalid request
System Monitor promisc Interface switched to promiscuous mode
policy_changed Policy changed
config_changed Configuration changed
low_diskspace Low disk space
time_changed Time changed

Note: If event auto-tagging is enabled, the event will be labeled with the group name. Log
Inspection rules provided by Trend Micro make use of a translation table that changes the
group to a more user-friendly version. So, for example, "login_denied" would appear as "Login
Denied". Custom rules will be listed by their group name as it appears in the rule.

Description

Include a <description></description> tag. The description text will appear in the event if the
rule is triggered.

<group name="syslog, sshd, ">
<rule id="100120" level="5">
<group>authentication success</group>
<description>SSHD testing authentication success</description>
</rule>
<rule i1id="100121" level="o6">
<description>SSHD rule testing 2</description>
</rule>

</group>

Decoded As

The <decoded_as></decoded_as> tag instructs the Log Inspection engine to only apply the rule
if the specified decoder has decoded the log.

<rule id="100123" level="5">

<decoded as>sshd</decoded as>

<description>Logging every decoded sshd message</description>
</rule>
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Note: To view the available decoders, go to the Log Inspection Rule page and click
Decoders. Right-click on 1002791-Default Log Decoders and select Properties. Go the
Configuration tab and click View Decoders.

Match

To look for a specific string in a log, use the <match></match>. Here is a Linux sshd failed
password log:

Jan 1 12:34:56 linux server sshd[1231]: Failed password for invalid
user jsmith from 192.168.1.123 port 1799 ssh2

Use the <match></match> tag to search for the "password failed" string.

<rule id="100124" level="5">

<decoded as>sshd</decoded as>

<match>"Failed password</match>

<description>Failed SSHD password attempt</description>
</rule>

Note: Notice the regex caret ("*") indicating the beginning of a string. Although "Failed
password" does not appear at the beginning of the log, the Log Inspection decoder will have
broken up the log into sections. See "Decoders" on page 273 for more information. One of
those sections is "log" which is the message part of the log as opposed to "full_log" which is
the log in its entirety.

The following table lists supported regex syntax:

Regex Syntax Description

\w A-Z, a-z, 0-9 single letters and numerals

\d 0-9 single numerals

\s single space

\t single tab

\p O*+,-.:;<=>7[]

\W not \w

\D not \d

\S not\s

\. anything

+ match one or more of any of the above (for example, \w+, \d+)

*

match zero or more of any of the above (for example, \w*, \d*)
indicates the beginning of a string (*somestring)

A
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Regex Syntax Description

$ specify the end of a string (somestring$)
| indicate an "OR" between multiple strings

Conditional Statements

Rule evaluation can be conditional upon other rules having been evaluated as true. The <if_
sid></if_sid> tag instructs the Log Inspection engine to only evaluate this subrule if the rule
identified in the tag has been evaluated as true. The following example shows three rules:
100123, 100124, and 100125. Rules 100124 and 100125 have been modified to be children of
the 100123 rule using the <if_sid></if_sid> tag:

<group name="syslog,sshd, ">
<rule id="100123" level="2">
<decoded as>sshd</decoded as>
<description>Logging every decoded sshd message</description>
</rule>
<rule id="100124" level="7">
<if sid>100123</if sid>
<match>"Failed password</match>
<group>authentication failure</group>
<description>Failed SSHD password attempt</description>
</rule>
<rule id="100125" level="3">
<if sid>100123</if sid>
<match>"Accepted password</match>
<group>authentication success</group>
<description>Successful SSHD password attempt</description>
</rule>
</group>

Hierarchy of Evaluation
The <if_sid></if_sid> tag essentially creates a hierarchical set of rules. That s, by including an
<if_sid></if_sid> tag in a rule, the rule becomes a child of the rule referenced by the <if_

sid></if_sid> tag. Before applying any rules to a log, the Log Inspection engine assesses the
<if_sid></if_sid> tags and builds a hierarchy of parent and child rules.

Note: The hierarchical parent-child structure can be used to improve the efficiency of your
rules. If a parent rule does not evaluate as true, the Log Inspection engine will ignore the

children of that parent.
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Note: Although the <if_sid></if_sid> tag can be used to refer to subrules within an entirely
different Log Inspection rule, you should avoid doing this because it makes the rule very
difficult to review later on.

The list of available atomic rule conditional options is shown in the following table:

Tag Description Notes
match A pattern Any string to match against the event (log).
regex A regular expression Any regular expression to match against the event(log).
ngOded—A string Any prematched string.

Any IP address that is decoded as the source IP address.
Use "!I" to negate the IP address.

Any IP address that is decoded as the destination IP
address. Use "!" to negate the IP address.

srcip A source IP address

dstip A destination IP address

srcport A source port number Any source port (match format).

dstport A destination port number Any destination port (match format).

user A username Any username that is decoded as a username.

rogram Any program name that is decoded from the syslo

E\arge A program name proycgssgname. yoes

hostname A system hostname Any hostname that is decoded as a syslog hostname.

time 'Ar‘“t:rr?ﬁnraﬂ%en;?ntg? format ;Ic-)ht?iggneer range that the event must fall within for the rule
hh:mm am - hh:imm pm '

weekday A weekday (sunday, Day of the week that the event must fall on for the rule to
monday, tuesday, etc.) trigger.

id An ID Any ID that is decoded from the event.

url A URL Any URL that is decoded from the event.

Use the <if_sid>100125</if_sid> tag to make this rule depend on the 100125 rule. This rule will
be checked only for sshd messages that already matched the successful login rule.

<rule i1id="100127" level="10">
<if sid>100125</if sid>
<time>6 pm - 8:30 am</time>
<description>Login outside business hours.</description>
<group>policy violation</group>
</rule>

Restrictions on the Size of the Log Entry

The following example takes the previous example and adds the maxsize attribute which tells
the Log Inspection engine to only evaluate rules that are less than the maxsize number of
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characters:

<rule id="100127" level="10" maxsize="2000">
<if sid>100125</if sid>
<time>6 pm - 8:30 am</time>
<description>Login outside business hours.</description>
<group>policy violation</group>
</rule>

The following table lists possible atomic rule tree-based options:

Tag Description Notes

if sid Arule ID ggﬂZttSrI: Irlgl.e as a child rule of the rules that match the specified

if_ group A group ID Adds this rule as a child rule of the rules that match the specified group.
Adds this rule as a child rule of the rules that match the specified
severity level.

description A string A description of the rule.

info A string Extra information about the rule.

A CVE Any Common Vulnerabilities and Exposures (CVE) number that you

if level A rule level

cve number would like associated with the rule.

alert_by_

email Additional rule options to indicate if the Alert should generate an e-mail,
options no_email_ alert_by_ email, should not generate an email, no_email_alert, or

alert should not log anything at all, no_log.

no_log

Composite Rules

Atomic rules examine single log entries. To correlate multiple entries, you must use composite
rules. Composite rules are supposed to match the current log with those already received.
Composite rules require two additional options: the frequency option specifies how many times
an event or pattern must occur before the rule generates an alert, and the timeframe option tells
the Log Inspection engine how far back, in seconds, it should look for previous logs. All
composite rules have the following structure:

<rule id="100130" level="10" frequency="x" timeframe="y">

</rule>

For example, you could create a composite rule that creates a higher severity alert after five

failed passwords within a period of 10 minutes. Using the <if_matched_sid></if_matched_sid>
tag you can indicate which rule needs to be seen within the desired frequency and timeframe for
your new rule to create an alert. In the following example, the frequency attribute is set to trigger
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when five instances of the event are seen and the timeframe attribute is set to specify the time
window as 600 seconds.

The <if_matched_sid></if_matched_sid> tag is used to define which other rule the composite
rule will watch:

<rule i1id="100130" level="10" frequency="5" timeframe="600">
<if matched sid>100124</if matched sid>
<description>5 Failed passwords within 10 minutes</description>

</rule>

There are several additional tags that you can use to create more granular composite rules.
These rules, as shown in the following table, allow you to specify that certain parts of the event
must be the same. This allows you to tune your composite rules and reduce false positives:

Tag Description

same_source_ip Specifies that the source IP address must be the same.

same_dest _ip  Specifies that the destination IP address must be the same.

same_dst port Specifies that the destination port must be the same.

same_location Specifies that the location (hostname or agent name) must be the same.
same_user Specifies that the decoded username must be the same.

same_id Specifies that the decoded id must be the same.

If you wanted your composite rule to alert on every authentication failure, instead of a specific
rule ID, you could replace the <if_matched_sid></if _matched_sid> tag with the <if_matched_
group></if_matched_ group> tag. This allows you to specify a category, such as
authentication_failure, to search for authentication failures across your entire infrastructure.

<rule id="100130" level="10" frequency="5" timeframe="600">
<if matched group>authentication failure</if matched group>
<same source ip />
<description>5 Failed passwords within 10 minutes</description>

</rule>

In addition to <if_matched_sid></if_matched_sid> and <if_matched_group></if_matched_
group> tags, you can also use the <if_matched_regex></if_matched_regex> tag to specify a
regular expression to search through logs as they are received.

<rule id="100130" level="10" frequency="5" timeframe="600">
<if matched regex>"Failed password</if matched regex>

<same_ source ip />
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<description>5 Failed passwords within 10 minutes</description>
</rule>

Real world examples

Deep Security includes many default Log Inspection rules for dozens of common and popular
applications. Through Security Updates, new rules are added regularly. In spite of the growing
list of applications supported by Log Inspection rules, you may find the need to create a custom
rule for an unsupported or custom application.

In this section we will walk through the creation of a custom CMS (content management system)
hosted on Microsoft Windows Server with IIS and .Net platform, with a Microsoft SQL Server
database as the data repository.

The first step is to identify the following application logging attributes:

1. Where does the application log to?
2. Which Log Inspection decoder can be used to decode the log file?
3. Whatis the general format of a log file message?

For our custom CMS example the answers are as follows:

1. Windows Event Viewer

2. Windows Event Log (eventlog)

3. Windows Event Log Format with the following core attributes:
» Source: CMS

« Category: None

« Event: <Application Event ID>

The second step is to identify the categories of log events by application feature, and then
organize the categories into a hierarchy of cascading groups for inspection. Not all inspected
groups need to raise events; a match can be used as a conditional statement. For each group,
identify the log format attributes which the rule can use as matching criteria. This can also be
performed by inspecting all application logs for patterns and logical groupings of log events.

For example, the CMS application supports the following functional features which we will
create Log Inspection rules for:
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o CMS Application Log (Source: CMS)

« Authentication (Event: 100 to 119)
« User Login successful (Event: 100)

« User Login unsuccessful (Event: 101)

« Administrator Login successful (Event: 105)

o Administrator Login unsuccessful (Event: 106)
o General Errors (Type: Error)

« Database error (Event: 200 to 205)

« Runtime error (Event: 206-249)
« Application Audit (Type: Information)

« Content
« New content added (Event: 450 to 459)

« Existing content modified (Event: 460 to 469)
« Existing content deleted (Event: 470 to 479)
o Administration

o User
o New User created (Event: 445 to 446)

« Existing User deleted (Event: 447 to 449)

This structure will provide you with a good basis for rule creation. Now to create a new Log
Inspection rule in Deep Security Manager.

To create the new CMS Log Inspection Rule:

1.

In the Deep Security Manager, go to Policies > Common Objects > Rules > Log
Inspection Rules and click New to display the New Log Inspection Rule Properties
window.

Give the new rule a name and a description, and then click the Content tab.

The quickest way to create a new custom rule is to start with a basic rule template. Select
the Basic Rule radio button.

The Rule ID field will be automatically populated with an unused ID humber of 100,000 or
greater, the IDs reserved for custom rules.

Set the Level setting to Low (0).

Give the rule an appropriate Group name. In this case, "cms".
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7. Provide a short rule description.

General = Content Files Options ~ Assigned To

Template
®  Basic Rule
Custom (XML)

General Information

Rule ID: 100000

Level: Low (0] -

Groups (comma
cma

separated):

Rule Description: windows events for 'cms' group

Pattern Matching

Pattern to Match:

Pattern Type: String Pattern -

Dependency
®  MNone
Trigger event on the triggering of another rule:

Trigger event cn the triggering of any rule belenging to a specific group:

Composite (optional)
Only 'tftlig? er if this rule matches its dependent rule the specified frequency of times in the specified time frame (in
seconds).

Frequency (1 to 128):

Time Frame (1 to 86400):
0K Cancel

8. Now select the Custom (XML) option. The options you selected for your "Basic" rule will
be converted to XML.
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General  Content Files Options  Assigned To

Template

Basic Rule
®  Custom (XML)

Content:

<group name="cms">
«rule id="1eeaaa" level="8"»
¢descriptionswindows events for 'cms' groups</descriptions
</rulex
</groups

Ok Cancel

9. Click the Files tab and click the Add File button to add any application log files and log
types which the rule will be applied to. In this case, "Application", and "eventlog" as the file

type.

General  Content Files Options ~ Assigned To
Files:

Application eventlog - Remove

Add File

DK Cancel

Note: Eventlog is a unique file type in Deep Security because the location and filename
of the log files don't have to be specified. Instead, it is sufficient to type the log name as it
is displayed in the Windows Event Viewer. Other log hames for the eventlog file type
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might be "Security", "System", "Internet Explorer", or any other section listed in the
Windows Event Viewer. Other file types will require the log file's location and filename.
(C/C++ strtime() conversion specifiers are available for matching on filenames. See the
table below for a list of some of the more useful ones.)

10. Click OK to save the basic rule.

11.

12.

Working with the basic rule Custom (XML) created, we can begin adding new rules to the

group based on the log groupings identified previously. We will set the base rule criteria to
the initial rule. In the following example, the CMS base rule has identified Windows Event
Logs with a Source attribute of "CMS":

<group name="cms">
<rule id="100000" level="0">
<category>windows</category>
<extra data>"CMS</extra data>
<description>Windows events from source 'CMS' group
messages.</description>
</rule>

Now we build up subsequent rules from the identified log groups. The following example
identifies the authentication and login success and failure and logs by Event IDs.

<rule id="100001" level="0">
<if sid>100000</if sid>
<id>~10017101|7102]7103|7104|7105|7106]7107|7108]7109]|7110</1id>
<group>authentication</group>
<description>CMS Authentication event.</description>

</rule>

<rule 1id="100002" level="0">

<if group>authentication</if group>

<id>100</1id>

<description>CMS User Login success event.</description>
</rule>
<rule i1id="100003" level="4">

<if group>authentication</if group>

<id>101</id>

<group>authentication failure</group>

<description>CMS User Login failure event.</description>
</rule>
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<rule i1id="100004" level="0">
<if group>authentication</if group>
<id>105</id>
<description>CMS Administrator Login success event.</description>

</rule>
<rule id="100005" level="4">
<if group>authentication</if group>

<id>106</1id>
<group>authentication failure</group>
<description>CMS Administrator Login failure event.</description>

</rule>

13. Now we add any composite or correlation rules using the established rules. The follow
example shows a high severity composite rule that is applied to instances where the
repeated login failures have occurred 5 times within a 10 second time period:

<rule id="100006" level="10" frequency="5" timeframe="10">
<if matched group>authentication failure</if matched group>
<description>CMS Repeated Authentication Login failure
event.</description>

</rule>

14. Review all rules for appropriate severity levels. For example, error logs should have a
severity of level 5 or higher. Informational rules would have a lower severity.
15. Finally, open the newly created rule, click the Configuration tab and copy your custom rule

XML into the rule field. Click Apply or OK to save the change.

Once the rule is assigned to a policy or computer, the Log Inspection engine should begin
inspecting the designated log file immediately.

The complete Custom CMS Log Inspection Rule:

<group name="cms">
<rule id="100000" level="0">
<category>windows</category>
<extra data>"CMS</extra data>
<description>Windows events from source 'CMS' group

messages.</description>
</rule>
<rule id="100001" level="0">
<if sid>100000</if sid>
<id>~10017101|7102]7103|7104|7~105|7106]7107|7108]7109]|7110</id>

<group>authentication</group>
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<description>CMS Authentication event.</description>
</rule>

<rule id="100002" level="0">

<if group>authentication</if group>

<id>100</1id>

<description>CMS User Login success event.</description>
</rule>

<rule id="100003" level="4">

<if group>authentication</if group>

<id>101</id>

<group>authentication failure</group>

<description>CMS User Login failure event.</description>
</rule>

<rule id="100004" level="0">

<if group>authentication</if group>

<id>105</id>

<description>CMS Administrator Login success event.</description>
</rule>

<rule i1id="100005" level="4">

<if group>authentication</if group>

<id>106</id>

<group>authentication failure</group>

<description>CMS Administrator Login failure event.</description>
</rule>

<rule id="100006" level="10" frequency="5" timeframe="10">
<if matched group>authentication failure</if matched group>
<description>CMS Repeated Authentication Login failure
event.</description>
</rule>

<rule id="100007" level="5">
<if s1d>100000</if sid>
<status>"ERROR</status>
<description>CMS General error event.</description>

<group>cms_error</group>
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</rule>

<rule id="100008" level="10">
<if group>cms error</if group>
<id>"200(720117202]7203|7204]7205</id>
<description>CMS Database error event.</description>
</rule>

<rule id="100009" level="10">
<if group>cms error</if group>
<id>"206|72071720817209|7230]7231|7232|7233|723417235[7236]7237|7238
N2397 2401724117242 (7243 7244|7245 |7246|7247 17248 |7249</1d>
<description>CMS Runtime error event.</description>
</rule>

<rule id="100010" level="0">
<if sid>100000</if sid>
<status>"INFORMATION</status>
<description>CMS General informational event.</description>
<group>cms_information</group>
</rule>

<rule id="100011" level="5">
<if group>cms_information</if group>
<1d>"450|7451 7452|7453 |7454|7455|7456|7457|7458|7459</1d>
<description>CMS New Content added event.</description>
</rule>

<rule id="100012" level="5">
<if group>cms_information</if group>
<id>"460|"461 7462|7463 |746417465|7466]7467|7468|7469</1d>
<description>CMS Existing Content modified event.</description>
</rule>

<rule id="100013" level="5">
<if group>cms_ information</if group>
<i1d>"470 (| ~471 | ~472 | ~4T73 104741047751 M4T76 | M477 10478 0479</1d>
<description>CMS Existing Content deleted event.</description>
</rule>

289



Trend Micro Deep Security as a Service

<rule 1d="100014" level="5">

</rule>

<if group>cms information</if group>
<id>"445|~446</1id>

<description>CMS User created event.</description>

<rule 1id="100015" level="5">

</rule>

</group>

<if group>cms information</if group>
<id>"447|449</1d>
<description>CMS User deleted event.</description>

Log Inspection rule severity levels and their recommended use

Level

Level
0

Level
1

Level
2

Level

Level

Level

Level

Level

Level

Level

Description

Ignored, no

Notes

Primarily used to avoid false positives. These rules are scanned before all

action taken the others and include events with no security relevance.

no
predefined
use

System low
priority
notification
Successful
or
authorized
events
System low
priority
errors
User-
generated
errors

Low
relevance
attacks

no
predefined
use

no
predefined
use

Error from
invalid

System notification or status messages that have no security relevance.

Successful login attempts, firewall allow events, etc.

Errors related to bad configurations or unused devices or applications.
They have no security relevance and are usually caused by default
installations or software testing.

Missed passwords, denied actions, etc. These messages typically have no
security relevance.

Indicate a worm or a virus that provide no threat to the system such as a
Windows worm attacking a Linux server. They also include frequently
triggered IDS events and common error events.

Include attempts to login as an unknown user or from an invalid source. The
message might have security relevance especially if repeated. They also
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Level

Level
10

Level
11

Level
12

Level
13

Level
14

Level
15

Description Notes
source include errors regarding the admin or root account.
Multiple
user Include multiple bad passwords, multiple failed logins, etc. They might
generated indicate an attack, or it might be just that a user forgot his or her credentials.

errors
no
predefined
use

High-
importance
event
Unusual
error (high
importance)
High
importance Typically the result of the correlation of multiple attack rules and indicative
security of an attack.

event
Attack
Successful

Include error or warning messages from the system, kernel, etc. They might
indicate an attack against a specific application.

Common attack patterns such as a buffer overflow attempt, a larger than
normal syslog message, or a larger than normal URL string.

Very small chance of false positive. Inmediate attention is necessary.

strftime() conversion specifiers

Specifier Description

%a
%A
%b
%B
%cC
%d
%H
%I
%]
%m
%M
%p
%S
%U
%w
%W
%X
%X
%oy
%Y
%Z

Abbreviated weekday name (e.g., Thu)

Full weekday name (e.g., Thursday)

Abbreviated month name (e.g., Aug)

Full month name (e.g., August)

Date and time representation (e.g., Thu Sep 22 12:23:45 2007)
Day of the month (01 - 31) (e.g., 20)

Hour in 24 h format (00 - 23) (e.g., 13)

Hourin 12 h format (01 - 12) (e.g., 02)

Day of the year (001 - 366) (e.g., 235)

Month as a decimal number (01 - 12) (e.g., 02)

Minute (00 - 59) (e.g., 12)

AM or PM designation (e.g., AM)

Second (00 -61) (e.g., 55)

Week number with the first Sunday as the first day of week one (00 - 53) (e.g., 52)
Weekday as a decimal number with Sunday as 0 (0 - 6) (e.g., 2)
Week number with the first Monday as the first day of week one (00 - 53) (e.g., 21)
Date representation (e.g., 02/24/79)

Time representation (e.g., 04:12:51)

Year, last two digits (00 - 99) (e.g., 76)

Year (e.g., 2008)

Time zone name or abbreviation (e.g., EST)
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Specifier Description
%% A % sign (e.g., %)

More information can be found at the following websites:

https://www.php.net/manual/en/function.strftime.php
www.cplusplus.com/reference/clibrary/ctime/

Examine a Log Inspection rule

Log Inspection rules are found in the Deep Security Manager at Policies > Common Objects >
Rules > Log Inspection Rules.

Log Inspection rule structure and the event matching process

This screen shot displays the contents of the Configuration tab of the Properties window of the
"Microsoft Exchange" Log Inspection rule:

292


https://www.php.net/manual/en/function.strftime.php
http://www.cplusplus.com/reference/ctime/strftime/

Trend Micro Deep Security as a Service

General  Configuration | Opbions | Assigned To

rCanfiguraion Oplions -
Log Files ba manilar:

CWindowsisystem 3L ogFiles\SMTPEVC xSy mcad. 1 Aemave

Type of Log File(s)k syslag El

This rule matchas avents decoded 25 meaxchanga

3800 - Grouping af Exchanga rulas Default - Ignore |E|
3801 - E-mail RCPT is not valid (invalid account) Default - Medium (5) B
3351 - Mulliple a-mail attempls 1o an imvalid acoounl Default = High (107 E
Fraguendy (1o 128 10
Tirne Framea (1 12 86400] 1240 =Tl

Time to ignore this rule ater riggering it once - 1o avoid excessive 1095 (110 364000 120 secs

3B0Z2 - E-mail 500 amor code Defaul - Madium (4] E
3852 - Mulliple e-mail 500 error code (Spam) Cretault - High (9) B
Frequency (110 128). 12
Tirne Frame (1 1o B6400) 120 szecs

Time to ignore this rule atter rigoening it once - 10 avoid excessive (00 (110 86400 240 secs

Wiew Rulss. .

Here is the structure of the rule:
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« 3800 - Grouping of Exchange Rules - Ignore
« 3801 - Email rcptis not valid (invalid account) - Medium (4)
« 3851 - Multiple email attempts to an invalid account - High (9)
« Frequency - 10

e Time Frame - 120

« Ignore - 120

« 3802 - Email 500 error code - Medium (4)
« 3852 - Email 500 error code (spam) - High (9)
« Frequency-12

e Time Frame - 120

« Ignore - 240

The Log Inspection engine will apply log events to this structure and see if a match occurs. For
example, if an Exchange event occurs, and this event is an email receipt to an invalid account,
the event will match line 3800 (because it is an Exchange event). The event will then be applied
to line 3800's sub-rules: 3801 and 3802.

If there is no further match, this "cascade" of matches will stop at 3800. Because 3800 has a
severity level of "Ignore", no Log Inspection event would be recorded.

However, an email receipt to an invalid account does match one of 3800's sub-rules: sub-rule
3801. Sub-rule 3801 has a severity level of "Medium(4)". If the matching stopped here, a Log
Inspection event with a severity level of "Medium(4)" would be recorded.

But there is still another sub-rule to be applied to the event: sub-rule 3851. Sub-rule 3851 with its
three attributes will match if the same event has occurred 10 times within the last 120 seconds. If
so0, a Log Inspection event with a severity "High(9)" is recorded. (The "Ignore" attribute tells sub-
rule 3851 to ignore individual events that match sub-rule 3801 for the next 120 seconds. This is
useful for reducing "noise".)

Assuming the parameters of sub-rule 3851 have been matched, a Log Inspection event with
Severity "High(9)" is now recorded.

Looking at the Options tab of the Microsoft Exchange Rule, we see that Deep Security Manager
will raise an alert if any sub-rules with a severity level of "Medium(4)" have been matched. Since
this is the case in our example, the alert will be raised (if "Alert when this rule logs an event" is
selected).
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Duplicate Sub-rules

Some Log Inspection rules have duplicate sub-rules. To see an example, open the "Microsoft
Windows Events" rule and click on the Configuration tab. Note that sub-rule 18125 (Remote

access login failure) appears under sub-rules 18102 and 18103. Also note that in both cases
sub-rule 18125 does not have a severity value, it only says "See Below".

Instead of being listed twice, Rule 18125 is listed once at the bottom of the Configuration page:

Genaral  Comfiguration ':'FIUIJI'IS Agsigned To
18101 - Windaws informational avants Default - Ignong El -

18126 - Remote access login 5uccess Drefault - Low (3} E|

1831893 - Thea computer has reboeolad rom a bugeheck. This
may be 3 possible atack (CVE-2012-0180)

18145 - Service starup type was changed Default - Low (3) =] | |=
18146 - Application Uninstalled Default - Madium (4) F| )
18147 - Application Installed Crefault - Medgium (4] |L|
18174 - Windows System . ArgumentsOutdfRange Emor Default - High (10) El
wWaming events "Defaurt- Igrﬁﬂ."'"'-g-
< 18125 - Remate access login failure (Sea Belaw)
13155 - Multiple Windows warning events Default - High (10) fat=r=

Frequency (110 128) ]

Tirme Frare (1t BE400) 420 EA0S

rrar events W

L]
< 18125 - Rermnate access [pgin falure (Sea Below)
P 13120 - Window